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The experiment of the overlay network
for P2P file exchange software Winny

Masato Terada Tomohiro Shigemoto
and Hirofumi Nakakoji

P2P file exchange software is spreading on the Internet. The requirements of
investigation reports such as threats about P2P network are increasing. When a P2P
network "Winny" has two hundred thousand of concurrently active peers, there is the risk
that it could serve as a DDoS engine for attacks against a targeted host. In this paper we
describe index poisoning approach to creating a DDoS engine out of a P2P network. For
this approaches, the targeted host does not have to be a participant in the P2P network,
and could be a web server or a mail server. Also, we show some experiment results for
P2P network "Winny" enforced on StarBED that is a Large Scale Network Experiment
Environment.
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