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Abstract

We propose a differentially private data gener-
ation paradigm using random feature represen-
tations of kernel mean embeddings when com-
paring the distribution of true data with that of
synthetic data. We exploit the random feature
representations for two important benefits. First,
we require a minimal privacy cost for training
deep generative models. This is because unlike
kernel-based distance metrics that require com-
puting the kernel matrix on all pairs of true and
synthetic data points, we can detach the data-
dependent term from the term solely dependent
on synthetic data. Hence, we need to perturb
the data-dependent term only once and then use
it repeatedly during the generator training. Sec-
ond, we can obtain an analytic sensitivity of the
kernel mean embedding as the random features
are norm bounded by construction. This removes
the necessity of hyper-parameter search for a
clipping norm to handle the unknown sensitiv-
ity of a generator network. We provide several
variants of our algorithm, differentially-private
mean embeddings with random features (DP-
MEREF) to jointly generate labels and input fea-
tures for datasets such as heterogeneous tabular
data and image data. Our algorithm achieves
drastically better privacy-utility trade-offs than
existing methods when tested on several datasets.
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1 Introduction

Differential privacy (DP) is a gold standard privacy notion
that is widely used in many applications in machine learn-
ing. However, due to its composability, every access to
data reduces the privacy guarantee, which limits the num-
ber of times one can query sensitive data before a desired
privacy level is exceeded. Differentially private data gen-
eration solves this problem of limited access by creating a
synthetic dataset that is similar to the true dataset using DP
mechanisms. This process also comes at a privacy cost, but
afterwards, the synthetic dataset can be used in place of the
true one for unlimited time without further loss of privacy.

Classical approaches to differentially private data gen-
eration typically assume a certain class of pre-specified
queries. These DP algorithms produce a privacy-preserving
synthetic database that is similar to the privacy-sensitive
original data for that fixed query class [17, [34} 13, 40].
However, specifying a query class in advance, significantly
limits the flexibility of the synthetic data, if data analysts
hope to perform other machine learning tasks.

To overcome this inflexibility, recent papers on DP data
generation have utilized deep generative modelling. The
majority of these approaches is based on the generative ad-
versarial networks (GAN) [11] framework, where a dis-
criminator and a generator play a min-max form of game
to optimize a given distance metric between the true and
synthetic data distributions. Most approaches have used
either the Jensen-Shannon divergence [20), 130, |36, or the
Wasserstein distance [35}[9]. For more details on different
divergence metrics, see Supplementary Sec. [A]

Another popular choice of distance metric for generative
modelling is Maximum Mean Discrepancy (MMD). MMD
can compare two probability measures in terms of all pos-
sible moments. Therefore, there is no information loss due
to a selection of a certain set of moments. The MMD esti-
mator is in closed form (eq.[2) and easy to compute by the
pair-wise evaluations of a kernel function using the points
drawn from the true and the generated data distributions.
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In this work, we propose to use a particular form of MMD
via random Fourier feature representations [22] of kernel
mean embeddings for DP data generation. While MMD
can be used within a GAN framework as well (see e.g. [14])
we choose a much simpler method, which is particularly
suited for training with DP constraints.

In the objective we use (eq. [3), the mean embedding of
the true data distribution (data-dependent) is separate from
the embedding of the synthetic data distribution (data-
independent). Hence, only the data-dependent term re-
quires privatization. Random features provide an analytic
sensitivity of the mean embedding, which allows us to re-
lease a DP version of this embedding through a DP mech-
anism as we explain below. With the privatized data em-
bedding and the synthetic data embedding, our objective
no longer directly accesses the data and can be optimized
freely to train a data generator. Our contributions are sum-
marized below.

(1) We provide a simple algorithm for DP data gener-
ation, which improves on existing methods both in pri-
vacy and utility.

e Simple to optimize: Since the objective of the opti-
mization contains only a specific private release of
data, there are no privacy induced constraints on
model choice and optimization method due to privacy.
In contrast, methods with private releases as part of the
training loop are generally constrained in the number
of iterations. As a specific example, DP-SGD requires
well-defined sample-wise gradients, which prohibits
the use of batch-normalization. Further, increasing
the number of trained weights raises the sensitivity of
DP-SGD [2] and with it the required strength of gra-
dient perturbation, making large networks infeasible.
Our method also avoids the cumbersome min-max op-
timization present in GAN based approaches and re-
quires only a minimal number of hyperparameter

e Strong privacy: Computing the sensitivity in our
method is analytically tractable due to its norm-
boundedness of random features. In fact, the norm of
random features we use is bounded by 1 by construc-
tion. The resulting sensitivity is on the order of 1 over
the number of training data points. Consequently, a
moderate size of training data can significantly reduce
the sensitivity. By requiring only a single DP-release
with such a low sensitivity, our method can provide
strong DP guarantee more easily than methods which
access the data on each training iteration.

* High utility: We show in our experiments that our
method releases private data with higher utility for
downstream tasks than comparison methods. This
contrast is particularly stark on MNIST, where our

"Hyperparameters in our method are the number of random
features, a kernel parameter, and the learning rate.

model at a strong privacy guarantee of (0.2,1075)-
DP outperforms all GAN-based comparison methods,
even though they are trained with much weaker pri-
vacy of at most (9.6, 107°)-DP.

* Theoretical study: We provide an error bound on the
objective to theoretically quantify the effect of noise
added for privacy to the random feature representation
of MMD objective. This bound provides an informa-
tive way to select the random feature dimension, given
a dataset size and a desired privacy level.

(2) Our algorithm accommodates several needs in
privacy-preserving data generation.

* Generating input and output pairs jointly: We treat
both input and output to be privacy-sensitive. This is
different from the conditional-GAN type of methods,
where the class distribution is treated as non-sensitive,
which increases the risk of successful membership
inference, particularly in imbalanced datasets where
some classes contain only a small number of samples.

* Generating imbalanced and heterogeneous tabular
data: Real world datasets may exhibit large variation
in data types and class sizes. By addressing both of
these issues, we ensure that our algorithm is applica-
ble to a wide variety of datasets.

We start by describing relevant background information in
Sec. [ before introducing our method in Sec. [3]and Sec. @]
followed by an overview of related work in Sec. [5|and ex-
periments in Sec. [6]

2 Background

In the following, we describe the kernel mean embeddings
with random features and differential privacy, which our
model will use in Sec.[3l

2.1 Maximum Mean Discrepancy

Given a positive definite kernel k: X x X, the MMD be-
tween two distributions P, @ is defined as [12]]

MMD?(P, Q) = E, wrmpk(z,2') + By ygk(y,y)
— QEINPEyNQk(l‘, y) (1)

According to the Moore—Aronszajn theorem, there exists a
unique Hilbert space H on which % defines an inner prod-
uct. Hence, we can find a feature map ¢: X — H such that
k(z,y) = (¢(x), ¢(y))4» Where (-, -),, = (-,-) denotes the
inner product on H. Using this fact, we can rewrite the
MMD in eq. [T)as [12]

MMD(P, Q) = ||[Esnp[é(2)] — Eynelo®)]|[5,,

where E,... p[¢(x)] € H is known as the (kernel) mean em-
bedding of P, and exists if E,..py/k(z,z) < oo [23]. The
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MMD can be interpreted as the distance between the mean
embeddings of the two distributions. If k is a characteristic
kernel [26], then P — E,.p[¢(x)] is injective, and MMD
forms a metric, implying that MMD (P, Q) = 0, if and only
if P=Q.

Given the samples drawn from two probability distribu-
tions: X,, = {x;}%, ~ Pand X| = {2}, ~ Q,
we can estimateE] the MMD by sample averages [12]:

9 m n
MMD (X, X}) = 22 Y k(wi ;) + 72 > k(2] 7))
i,j=1 ij=1

23N k@) @

i=1 j=1

However, the total computational cost of m(Xm, X))
is O(mn), which is prohibitive for large-scale datasets.

2.2 Random feature mean embeddings

A fast linear-time MMD estimator can be achieved by con-
sidering an approximation to the kernel function k(z, z")
with an inner product of finite dimensional feature vec-
tors, i.e., k(z,2') ~ ¢(x)T ¢(z') where ¢(z) € R” and
D is the number of features. The resulting approximation
of the MMD estimator given in eq. [2] can be computed in
O(m + n), i.e., linear in the sample size:

72 0@) = 3> élal)

1=

—2
MMD, ;(P, Q) =

2
)
2

One popular approach to obtaining such ¢(-) is based on
random Fourier features [22] which can be applied to any
translation invariant kernel, i.e., k(z,2’) = k(z — 2') for
some function k. According to Bochner’s theorem [23]],
k can be written as k(z — 2') = [ @) dA(w) =
Eypcos(w ! (z — 2')), where i = +/—1 and due to
positive-definiteness of I;:, its Fourier transform A is non-
negative and can be treated as a probability measure. By
drawing random frequencies {w;}?; ~ A, where A de-
pends on the kernel, (e.g., a Gaussian kernel £ corresponds
to normal distribution A), I;(w — z') can be approximated
with a Monte Carlo average. The vector of random Fourier
features is given by

$(x) = ($1(2),...,ép())" @
where each coordinate is defined by
j(x) = \/2/D cos(w; "x),
$j+ps2(x) = \/2/Dsin(w] z),

for j =1,---,D/2. The approximation error due to these
random features was studied in [27]].

Note that this particular MMD estimator is biased.

2.3 Differential privacy

Given privacy parameters ¢ > 0 and § > 0, a mechanism
M is (¢, 0)-DP if and only if for all possible sets of mecha-
nism outputs S and all neighbouring datasets D, D’ differ-
ing by a single entry, the following equation holds:

Pr[M(D) € S] < e -Pr[M(D’') € S| +§ (3)

A DP mechanism guarantees a limit on the amount of in-
formation revealed about any one individual in the dataset.
Typically this guarantee is achieved by adding random-
ness to the algorithms’ output. Let a function o : D
RP, which is computed on sensitive data D, output a p-
dimensional vector. We can add noise to h for privacy,
where the level of noise is calibrated to the global sensi-
tivity 8], Ay, defined by the maximum difference in terms
of Lo-norm ||h(D) — h(D’)||2, for neighbouring D and
D’ (i.e. D and D’ have one sample difference by replace-
ment). The Gaussian mechanism that we will use in this
paper outputs 2(D) = h(D) + N(0,0%A21,). The per-
turbed function h(D) is (e, §)-DP, where ¢ is a function
of ¢ and §. For a single application of the mechanism,
o > +/2log(1.25/6) /e holds for € < 1. The auto-dp pack-
age by [31]] computes the relationship between ¢, §, o nu-
merically, which we use in our method.

There are two important properties of DP. The composabil-
ity theorem [8] states that the strength of privacy guarantee
degrades in a measurable way with repeated use of DP-
algorithms. This allows us to combine the results of dif-
ferent private mechanisms in Sec. .2] using the advanced
composition methods from [32]. Furthermore, the post-
processing invariance property [8] tells us that the compo-
sition of any data-independent mapping with an (¢, §)-DP
algorithm is also (e, d)-DP. This ensures that no analysis
of the released synthetic data can yield more information
about the real data than what our choice of € and § allows.

What comes next describes our proposal for privacy-
preserving data generation. We first present the vanilla
version of our algorithm called, DP-MERF (differentially
private mean embeddings with random features).

3 Vanilla DP-MEREF for unlabeled data

We first introduce the basic version of our DP-MEREF algo-
rithm to learn the distribution of an unlabeled dataset. In
this setting, we obtain a data generator by minimizing the
random feature representation of MMD, given by

. 2

6 = argmin MMD, ;(Px, Qx,) (6)
6

where P, denotes the true data distribution. The sam-
ples from @ denoted by X are drawn from a generative
model X = Gg(z). The generative model Gy is parame-
terized by 6 and takes a sample z ~ p(z) from a known,
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data-independent distribution as input. Using the random
Fourier features, we arrive at
2

—~—2
MMD, ¢ (Px, Qo) = Hﬁp e (N

2

where the random feature mean embedding of each distri-
bution is denoted by fip = L 3" (x;), and fig =
i 2in1 #(Gol(zi)).

Notice that fip is the only data-dependent term. Hence, we

privatize this term by applying the Gaussian mechanism,
defining i p by

pp = fp+N(0,A% o°I) (®)

where the privacy parameter o is chosen as a function of
the privacy budget (e, §). The sensitivity of fip is analyt-
ically tractable due to the triangle inequality and the fact
that ||¢(-)||2 = 1 by construction of the random feature
vector given in eq.

Aj, =max || o) - LD e, ©
’ i=1 i=1 2
= max || Ldx,) - LoG)|, < 2. (o)

n

Due to the post-processing invariance of DP, we can ob-
tain differentially private generator G, since fig is data-
independent.

3.1 Bound on the expected absolute error

If we add noise to the random-feature mean embedding of
the data distribution, what is the effect of that noise on
the learned generator? Theoretically quantifying this ef-
fect is challenging under an arbitrary neural network-based
generator. Instead, we theoretically quantify the effect of
noise on the objective function. In particular, given sam-
ples x = {z;}]”; ~ Pand x = {%;}7_; ~ @, we want
to bound the expected absolute error between the noisy
random-feature MMD? (eq. [7)) and the original estimator
MMD? (eq. . Given the samples, the error deals with two
types of randomness. The first arises due to the random
features, (;AS The second arises due to the noise, n, that we
add to the mean-embedding of the data distribution for pri-
vacy. The following proposition formally states the bound
to the error (See Supplementary Sec. |B|for proof).
Proposition 3.1. Given samples x = {x;}7>, ~ P and
x = {Z;}}-, ~ Q, the expected absolute error between
the noisy random-feature MMD? given in eq. [7] and the
MMD? given in eq.[2]is bounded by

2 2
EnEg { MMD, . ;(x,%) — MMD (x, %)

] an

4Do* 820 T'((D +1)/2) o
S( m T Tm I'(D/2) >+8\/;' 12

where I' is the Gamma function, o is the noise scale (in-
versely proportional to €), m is the number of training dat-
apoints, and D is the number of features.

Remark 1. To prove Prop. 3.1} we split eq. [[1] into two
terms using the triangle inequality. The first term involves
the expected absolute error between the noisy random fea-
ture MMD? (eq. E]) and random feature MMD? (eq. ,
which yields the first term (inside a big parenthesis) in
eq. The second term involves the expected absolute er-
ror between random feature MMD? (eq. |3) and the MMD?
(eq.[2), which yields the second term in eq.[I2] The upper
bound is intuitive in that as the number of random features
increases, the second term decreases because the random
feature MMD is getting closer to MMD, while the first term
increases because we add noise to a larger number of ran-
dom features.

Remark 2. This bound provides a guideline on how to
choose D given a desired privacy level € and the dataset
size m. First, given m, as long as we choose D such
that m > \/T), the error remains relatively small. How-
ever, small D can increase the error in the second term
(arising from the MMD approximation using random fea-
tures). Hence, there is a trade-off between these two terms.
In our experiments, the datasets we consider have a rela-
tively large m (see Table [2)), and so choosing a large D
(D = 10, 000) incurred a relatively small error for a small
value of e.

4 Extension of the vanilla DP-MERF

After introducing the core functionality of DP-MERF, we
extend the vanilla method to cases for 1) labeled data, 2)
class-imbalanced data, and 3) heterogeneous data.

4.1 DP-MEREF for labeled data

We begin by extending our method to balanced labeled
datasets with input features x and output labels y. In this
case, the generator is conditioned on the label: Gy(z,y) —
X, where y is drawn from the uniform distribution over
classes.

We encode the class information in the MMD objective, by
constructing a kernel from a product of two existing ker-
nels, k((x,y), (x',¥)) = kx(x,x")ky (y,y’), where ky is
a kernel for input features and k,, is a kernel for output la-
bels. We choose the Gaussian kerne for kyx and the poly-
nomial kernel with order-1, ky (y,y’) =y 'y’ + ¢ for one-
hot-encoded labels y and set ¢ = 0. In this case, the result-

3The optimal choice of kernel requires knowledge on the char-
acteristics of the data (see guidelines in Ch. 4 in [33]]). At small
data sample sizes, a bad kernel choice will affect the efficiency of
the algorithm and can underestimate MMD if the chosen kernel
assigns small weights to the “correct” frequencies at which the
distributions differ. However, with a large enough sample, any
characteristic kernel is able to capture such differences.
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ing kernel is also characteristic, forming the corresponding
MMD as a metric, as explained in [28]. We represent the
mean embeddings using random features by

), for true data (13)

(Go(zi,y:),y:), for synthetic data

frey = % 210030
BQu, = %Z

where we define f(x;, y;) := @ (x;)f(y;) T, where f(y;) =
y; for the order-1 polynomial kernel and y; is one-hot-
encoded. See Supplementary Sec. [C| for derivation. With
D random features and C classes, the random feature
mean embedding in eq. [13|can also be written as fip, , =

[ug, -+, ug] € RPXY where ¢’th column is given by
. > (xi) (14)
u, = — X;
‘T om
x, X5

where Xr(,f) is the set of the datapoints that belong to the
class c. As in the unlabeled case, fp, , has sensitivity

App = and is released with the Gaussmn mechanism:
Bp,, = bp,, +N(0,A% 0°Ip) (15)

With the released mean embedding fip, ,, we construct the
private joint maximum mean discrepancy objective:

2

,  (16)

—2
MMDT‘f (PX,yv Qie,ye) = H“Px,y —HQxy
F

where F' denotes the Frobenius norm. This kind of objec-
tive has been used in the non-private setting [39} [10].

4.2 DP-MEREF for imbalanced data

Building on the previous section, notice that in eq. [14] the
sum in each column is over m., the number of instances
that belong to the particular class ¢, while the divisor is
the number of samples in the entire dataset, m. This
causes difficulties in learning when classes are highly im-
balanced, as for rare classes m can be significantly larger
than the sum of the corresponding column. In order to ad-
dress this problem, we release the vector of class counts,
m = [my, -+, mc]| using the Gaussian mechanism:

m =m + N (0, A% 0°1¢) (17)

As changing a datapoint affects at most two class counts,
A = V2. We then modify the released mean embedding
by appropriately weighting the embedding for each class:

m Iy 77L

ﬁ*Px‘y = [ﬁ-bilula R} ﬁC] (18)

Note that we arrive at this expression of mean embedding if
we change the kernel on the labels to a weighted one, i.e.,

Algorithm 1 DP-MEREF for imbalanced data

Require: Dataset D, and a privacy level (e, d)

Ensure: (e,d)-DP input output samples for all classes
Step 1. Given (e, ), compute the privacy parameter o
by the RDP composition in [32] for the two uses of the
Gaussian mechanism in steps 2 and 3.

Step 2. Release the mean embedding fip, , via eq.
Step 3. Release the class counts m using eq. -
Step 4. Create the weighted mean embedding % P

ing eq. [I§]

Step 5. Train the generator by minimizing
2 2
MMD.,.; (Px,y: Qxo.50) = ||Hp,, — BQry

F

ky(y,y') = Zf 1 ;n—yc y.. In the re- Weighted mean
embeddmg each class-wise embedding =-u, has a similar
norm, and equally contributes to the ob]ectlve loss. This en-
sures that infrequent classes are also modelled accurately.

The total privacy loss results from the composition of the
two releases of first m and then f1p, . During training,
we sample the generated labels y proportional to the class
sizes in m. The procedure is summarized in Algorithm|[1]

4.3 DP-MEREF for heterogeneous data

To handle heterogeneous data consisting of numerical vari-
ables denoted by x,,,,, and categorical variables denoted
by X.qt, We consider the sum of two existing kernels,
k((xnuma Xcat)a (X;Lumv Xgut)) = knum(xnumyxilum) +
kcat(Xeats Xhgs ), Where ko is a kernel for numerical vari-
ables and k., is a kernel for categorical variables. Note
that this construction of sum of two kernels does not mean
that we implicitly assume independence of the two types of
variables, for details see Supplementary Sec.

As before, we could use the Gaussian kernel for

Knum (Xnums Xyum) = @(Xnum) T @(X, ;) and anormal-

ized polynomial kernel with order-1, kcat(Xcat,Xhgr) =

T Xcat | Xyq; for one-hot-encoded values x.; and the

length of x4 being d.q:. This normalization is to match

the importance of the two kernels in the resulting mean em-
beddings. Under these kernels, we define

m

_ 1
= 2

x(®) (@) 19)

Xnum> cat

(7)
d)(lxnm(n)) ] based on

[Aeat Xeat
the definition of kernel k& (See Supplementary Sec. D] for

derivation).

where we define h(ngz)Lm, ngt) :

In summary, for generating heterogeneous data, we run Al-
gorithm 1| with three changes:

1. Redefine f(x,y) in eq. as D(Xpum, Xeat)E(y) T
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(c = )

NLL ~ 3.8 x 10°

Data S:amples;
NLL ~ 3.1 x 10°

DP-CGAN (e = 9.6)
NLL ~ 4.2 x 10°

DP-MERF (¢ = 1)
NLL ~ 3.8 x 10°

DP-CGAN (e = 1)
NLL ~ 4.7 x 10°

Figure 1: Simulated example from a Gaussian mixture. Left: Data samples drawn from a Gaussian Mixture distribution
with 5 classes (each color represents a class). NLL denotes the negative log likelihood of the samples given the true data
distribution. Middle three: Synthetic data generated by DP-CGANS at different privacy levels. CGAN (e = oo) performs
nearly perfectly. However, at ¢ = 1, some modes are dropped, which is reflected in NLL. Right: Synthetic data samples
generated by DP-MEREF at € = 1. Our method captures all modes accurately at e = 1, which is also reflected in NLL.

2. Redefine u, in eq.as L3 exo h(x)).

3. Change the sensitivity of u. to A, = 27‘/5 (see Sup-
plementary Sec. [G] for proof).

5 Related work

Differentially private data release. The field of DP data
release contains several distinct lines of research. As men-
tioned previously, approaches from a learning theory per-
spective [17, 34, |13} 40] provide bounds on the utility of
the data, but contain either strong assumptions about the
types of executed queries or intractable computation, which
makes this line of research less relevant to our approach.

Among the query-independent methods, a large body of
work on DP data release focuses on discrete or possible
to discretize data. This is a relevant sub-problem in which
good results can be achieved by releasing carefully selected
marginals of feature subsets, as each feature only takes on a
finite set of values. Such approaches [38, 21} 6] have been,
for instance, been dominant among the winning entries of
the NIST 2018 Differential Privacy Synthetic Data Chal-
lenge [1], which focused on the task of releasing discrete
datasets, utilizing related publicly available data. Although
we do not compare to this line of work in the main text,
as our method deals with the general setting of DP data re-
lease, including continuous data, we show the comparison
to [38] in the Supplementary Sec.

The recent line of research into GAN-based private data
release [35) 130, 9} 36, 5] addresses the same general set-
ting and so we select these models for comparison. GANs
are regarded as a promising model for this task because of
their great success in non-private generative modelling and
thanks to the fact the generator network of a GAN can be
trained without direct access to the data. The GAN discrim-
inator must still be trained with privacy constraints. In most
cases, this is achieved through gradient perturbation using
DP-SGD, with the exception of PATE-GAN [36], which

is based on the Private Aggregation of Teacher Ensembles
(PATE) [19]]. DP-GAN [35]] and PATE-GAN [36] generate
unlabeled data and thus must train one model per class to
obtain a labeled dataset. DP-CGAN [30] and GS-WGAN
[S] generate the input features conditioning on the labels,
while they do not learn the distribution over the labels.
GS-WGAN improves on the basic DP-SGD by alleviating
the need for gradient clipping by adapting the loss func-
tion and, like PATE-GAN, employs multiple discriminator
networks trained on distinct parts of the dataset to amplify
privacy by subsampling. We compare these methods with
our approach in Sec. [6]

Random feature kernel methods with differential pri-
vacy. Some prior work has employed random feature
mean embeddings in the context of differential privacy, but
not for the purpose of generative modeling. [4] proposed
to use the reduced set method in conjunction with random
features for sharing DP mean embeddings. This method
performs poorly as the dimension of data grows, which is
also noted by the authors (see Supplementary Sec. [M] for
comparison to our method). [24] also used the random fea-
ture representations of mean embeddings for the DP dis-
tributed data summarization to take into account covariate
shifts.

6 Experiments

In this section, we show the robustness of our method on a
diverse range of data under strong privacy constraints. On
each dataset, we train DP-MERF and comparison methods
to obtain a set of private synthetic data samples and com-
pare, how well these emulate the original dataset. Due
to the space limit, we describe all our experimental de-
tails (e.g., architecture choices for generators, chosen num-
ber of random features, etc.) in the supplementary mate-
rial. Our code is available at https://github.com/
ParkLabML/DP—-MERF'.
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Table 1: Performance comparison on tabular datasets, averaged over five runs. DP-MERF achieves the best scores among

private models (bold) on the majority of datasets.

Real DP-CGAN DP-GAN DP-MERF DP-MERF
(1,107%)-DP | (1,107%)-DP | (1,10~5)-DP non-DP

ROC PRC | ROC PRC | ROC PRC | ROC PRC | ROC PRC
adult 0.730 0.639 | 0.509 0.444 | 0.511 0.445 | 0.650 0.564 | 0.653 0.570
census 0.747 0415 | 0.655 0216 | 0.529 0.166 | 0.686 0.358 | 0.692 0.369
cervical | 0.786 0493 | 0519 0.200 | 0.485 0.183 | 0.545 0.184 | 0.896 0.737
credit 0.923 0.874 | 0.664 0.356 | 0435 0.150 | 0.772 0.637 | 0.898 0.774
epileptic | 0.797 0.617 | 0.578 0.241 | 0.505 0.196 | 0.611 0.340 | 0.616 0.335
isolet 0.893 0.728 | 0.511 0.198 | 0.540 0.205 | 0.547 0.404 | 0.733 0.424

F1 F1 F1 F1 F1

covtype 0.643 0.285 0.492 0.467 0.513
intrusion 0.959 0.302 0.251 0.850 0.856

2D Gaussian mixtures. We begin our experiments on a
simple synthetic distribution of Gaussian mixtures which is
aligned on a 5 by 5 grid and assigned to 5 classes as shown
in Fig. [T] (left). The dataset is generated by taking 4000
samples from each Gaussian, reserving 10% for the test set,
which yields 90000 training samples from the following
distribution:

N
1
py) =[] Y sN&xilu.ol) 20

i jely,;

where N = 90000, and o = 0.2. C' = 25 is the number of
clusters and C denotes the set of indices for means p as-
signed to class y. Five Gaussians are assigned to each class,
which leads to a uniform distribution over y and 18000
samples per class.

We choose this dataset because knowing the true data dis-
tribution allows us to compute the negative log likelihood
(NLL) of the samples under the true distribution as a mea-
sure of the generated samples’ quality: NLL(x,y) =
—logp(x,y). Note that this is different from the other
common measure of computing the negative log-likelihood
of the true data given the learned model parameters.

A high NLL score indicates that many samples lie in low
density regions of the data distribution. In cases where
models tend to under-fit the data, a lower NLL score can
thus be regarded as better. However, a low score does not
imply that all modes are covered and may also be the result
of low sample variance, although the out-of-distribution
samples dominate the score, due to the non-linearity of the
log function.

At different levels of privacy, we train DP-CGAN on this
dataset and select the models with the fewest dropped
modes and secondarily the lowest NLL. We compare this to
a DP-MERF model for balanced datasets in Fig.[I] While
DP-CGAN in the non-private setting (¢ = o) fits the data
well, more samples fall out of the distribution as privacy
is increased and some modes (like the green one in the top

Table 2: Tabular datasets. num refers to numerical, cat
refers to categorical, and ord refers to ordinal variables

dataset # samps  # classes # features
isolet 4366 2 617 num
covtype 406698 7 10 num, 44 cat
epileptic 11500 2 178 num
credit 284807 2 29 num
cervical 753 2 11 num, 24 cat
census 199523 2 7 num, 33 cat
adult 22561 2 6 num, 8 cat
intrusion 394021 5 8 cat, 6 ord, 26 num

right corner) are dropped. DP-MERF on the other hand
preserves all modes and places few samples in low den-
sity regions as indicated by the low NLL score. This NLL
score is particularly low and on par with the non-private
DP-CGAN model, despite a slightly worse fit, because DP-
MERF seems to underestimate variance.

Real world data evaluation. In the following experi-
ments we do not know the true data distribution and thus re-
quire a different method to evaluate the quality of privately
generated datasets. Following the common approach used
in [36}130L 5], we use the private datasets to train a selection
of 12 predictive models (see Table [3in the Supplementary
for the models). We then evaluate these trained models on
a test set of real data, which indicates how well the models
generalize from the synthetic to the real data distribution
and thus how useful the private data would be if used in
place of the real data. Note that hyper-parameters of the
12 models differ because the exact settings used in [36]]
were not available to us, which means that their scores are
not directly comparable to ours. As comparison models,
we test DP-CGAN [30]], as well as our own implementa-
tion of an ensemble of 10 DP-GANs, where each model
generates data for each class. Our version of DP-GAN dif-
fers from [35] in that it uses standard DP-SGD [2] with
gradient clipping rather than weight clipping. We further
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include GS-WGAN [5] on image datasets following their
original setup. Note that our DP-GAN implementation and
GS-WGAN use the analytical moments accountant [31] via
the autodp package. DP-CGAN uses the RDP accountant
[L6] from the tensorflow-privacy package, which is slightly
older but still comparable. The results in [36,35]] could not
be reproduced as the released code was incomplete.

As comparison metrics, we use ROC (area under the re-
ceiver operating characteristics curve) and PRC (area un-
der the precision recall curve) for binary-labeled data. For
multiclass-labeled data we report accuracy for balanced
and F1 score for imbalanced data. As a baseline, we also
show the performance of the models trained with the real
training data. All the numbers shown in the tables are aver-
ages over b independent runs.

Table 3: Test accuracy on image data experiments. DP-
MEREF at € = 0.2 outperforms other methods by a signifi-
cant margin. § = 107> in all private settings.

‘ MNIST ‘ FashionMNIST

Real data 0.87 0.78
DP-CGAN ¢ = 9.6 0.50 0.39
DP-GAN e = 9.6 0.48 0.46
GS-WGAN € = 10 0.53 0.50
DP-MERF e =1 0.65 0.61
DP-MERF € = 0.2 0.61 0.53

Tabular data. We explore the extensions of DP-MERF
for imbalanced and heterogeneous data on a number of
real-world tabular datasets. These datasets contain numer-
ical features with both discrete and continuous values as
well as categorical features with either two classes (e.g.
whether a person smokes or not) or several classes (e.g.
country of origin). The output labels are also categorical
and we include datasets with both binary and multi-class
labels. Table 2lsummarizes the datasets. Table [[]shows the
average across the 12 predictive models trained by the gen-
erated samples from DP-CGAN, DP-GAN and DP-MERF.
Results for the individual models can be found in Supple-
mentary Sec. [K] Overall, our method achieved higher val-
ues on the evaluation metrics compared to other methods at
the same privacy level.

As a side note, the reason the non-private MERF on Cervi-
cal data outperforms the real data is due to the small size of
the dataset, which is prone to overfitting. Hence, the added
sample variance in the generated data has a regularizing ef-
fect and improves the performance.

Image data Finally, we evaluate our method on the im-
age datasets, MNIST and FashionMNIST, which are com-
mon benchmarks used in [30} 35, 5]. We apply DP-MERF
for balanced data and include convolutional layers, alter-
nating with bi-linear up-sampling, in the generator network
to take advantage of the inherent structure of image data.

Real Data

DP-CGAN
(e =9.6)

TN RIVTEEY

)

DP-GAN
(e =9.6)

1

GS-WGAN
(e =10)

DP-MERF

(e=1)

Ar o refleroe

DP-MERF
(e =0.2)

Figure 2: Generated MNIST and FashionMNIST samples
from DP-MERF and comparison models with different lev-
els of privacy.

Table [3] compares the test accuracy on real data based on
generated samples from DP-CGAN, DP-GAN, GS-WGAN
and DP-MEREF. Results are averaged over 12 classifiers.
For the comparison methods, we use the privacy levels
reported in the respective papers, as they do not produce
usable samples in the high privacy setting at ¢ < 1. It
shows that DP-MERF outperforms the GAN based meth-
ods by a wide margin and maintains good performance un-
der more meaningful privacy constraints of (1,10~°)-DP
and (0.2,107°)-DP. Low overall scores are largely due to
the Adaboost and decision tree models which over-fit to the
generated data while other models like logistic regression
and multi-layer-perceptrions generalize much better. De-
tailed results are shown in Supplementary Sec. [[]

In the generated samples of the four tested methods in
Fig.[2] we see that the samples from DP-MERF at € = 0.2
are noisier than those of GS-WGAN and DP-CGAN, while
still achieving higher downstream accuracyﬂ This indicates
that the distinctive features of the data are preserved de-
spite the noisy appearance of the DP-MERF samples. In
addition, a loss of sample diversity may explain the worse
performance of GS-WGAN and DP-CGAN despite higher
perceived sample quality, as we already have observed DP-
CGAN dropping modes in the Gaussian data experiment.

4As opposed to the version used in [5], the DP-MERF pre-
sented here uses an improved generator architecture and privacy
analysis, and outperforms GS-WGAN in the classification tasks.
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7 Summary and Discussion

We propose a simple and practical algorithm using the
random feature representation of kernel mean embeddings
for DP data generation. Our method requires a signifi-
cantly lower privacy budget to produce quality data sam-
ples compared to GAN-based approaches, tested on a syn-
thetic dataset, 8 tabular datasets and 2 image datasets. The
metrics we use are aimed at supervised learning tasks, but
the method is not limited to this application. In the future
work, we plan to evaluate our method on a more diverse set
of tasks and expand it, to scale to more complex data.
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