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Chrome 41 Beta: New ES6 Features and Improved DevTools
for Service Workers and Web Animations

Posted: Thursday, January 22, 2015 g+1 | 455 W Tweet [« 471 m:

Today's Chrome Beta channel release includes new Javascrpt ESS features and improved workflows for
debugging Service Workers and Web Animations. Unless otherwise noted, changes described below apply
te Chreme for Andreid, Windows, Mac, Linux, and Chrome O5.

ES6 Template Literals @

There are many pitfalls of working with strings on the modemn web. The Javascrpt we know today lacks
basic string formatting features, doesn't support multi-line strings, and makes it difficult to protect users
from XS5 attacks when inserting user-generated content into pages.
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alert( x );
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var name = "hasegawa";

var x = "Hello, S{name}-san’;
console.log( x ); // "Hello, hasegawa-san"

X = "abc${
‘(function(){ return "def"; })()

b
console.log( x ); // "abcdef"
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function foo( /* strings, ...values */ ){
var strings = arguments|[ 0 |;
var values = [].slice.call( arguments, 1 );
console.log( strings ); // [ "a¥nb", "cd", ""
console.log( strings.raw ); // [ "a¥¥nb", "cd", ""
console.log( values ); // [ 123, 456 ]

1
foo a¥nb${123}cd${456} ;
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alert xss ;

eval.call S${alert} '1°;
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Today's Chrome Beta channel releasd g__k n 5 o

debugging Service Workers and Web . - —
to Chrome for Android, Windows, Mac, Linux, and Chrome OS. ‘P
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There are many pitfalls of working with strings on the modem web. The Javascript we know today lacks
basic string formatting features, doesn't support multi-line strings, and makes it difficult to protect users
from XS5 attacks when inserting user-generated content into pages.
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function escapeHtml( strings, ...values ){
var result = strings[ 0 ];
for( var i = 0; 1 < values.length; i++ ){
result += values[i].replace( /&/g, "&amp;" )

.replace( /</g, "&lt;" )
.replace( />/g, "&gt;" )
.replace( /"/g, "&quot;" )
.replace( /'/g, "&#x27;" )
+ strings[ 1 + 1 |;

}

return result;

}

var name = "<img src="#' onerror="alert(1)'>";
elm.innerHTML = escapeHtml <div>${name}</div>";
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function escapeHtml( strings, ...values ){
var result = strings[ 0 ];
for( var i = 0; 1 < values.length; i++ ){
result += values[i].replace( /&/g, "&amp;" )

.replace( /</g, "&lt;" )
.replace( />/g, "4gt;" )
.replace( /"/g, "&quot;" )
replace( / /g, &#x27 ")

<div>&lt: ;IMg Src= &#x27 s HEUHX2T ;
onerror=&#x27; alert(l)&#x27 &gt </div>

} /é//
var name = "<img src="#' onerror="alert(1)'>";

elm.innerHTML = escapeHtml <div>${name}</div>";
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var str = escapeHtml <div>${name}</div>";
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elm.innerHTML = str;




M7

W7 > 7L~ YT SILTHSSHIE

¥ H 3 W idevalEHNE

<template 1d="tmpl">
<div>S${namel}</div>
</template>
<script>
var t =

document.getElementById("tmpl").innerHTML;
var name = "<img src='#' onerror="alert(1)'>";
elm.innerHTML = eval( "escapeHtml " + t + " " );
</script>
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