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NO Source IPZRLR | B#EBAIREFR | Dest. Port7RL R | {§8HEEE
X1 X2 X3 X4
1 123.136.24.58 11:07:26 206.94.179.38 150
2 127.136.89.45 11:10:34 206.94.179.55 300
3 127.136.89.66 11:34:56 206.94.179.88 328
4 127.136.89.57 11:35:37 206.94.179.52 911
5 127.136.79.551 11:55:19 206.94.179.38 928
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[Yamanishi et al. KDD2000, DMKD2004]

NO Source IPFFL A | IEHiFAREEER | Dest. Port7FL R | 1§MXER
X1 X2 X3 X4

1 123.136.24.58 11:07:26 206.94.179.38 150

2 127.136.89.45 11:10:34 206.94.179.55 300

3 127.136.89.66 11:34:56 206.94.179.88 328

4 127.136.89.57 11:35:37 206.94.179.52 911

5 127.136.79.551 11:55:19 206.94.179.38 928
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No | 237 | KMl | BEE | #-t2
1 34567 | 120 | 34.567 | ftp

2 23456 | 110 | 98,345 | hitp

3 | 2123 |9 97543 | http

4 1.2345 | 23 13578 | telnet
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[Hirose, Yamanishi, Nakata, Fujimaki KDD2009]
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Server i's traffic at time ¢ u; (1)
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Correlation matrix
Quantities (eigenvalues) ¢ > time series
Representing a whole NW
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Data:

« Simulating a failure in machinery where several parts broke down,
- currents in 20 different parts of a induction motor.
- failure triggered by the 1st and 2nd parts.

« We have used MotorCurrent data
( http:/lwww.cs.ucr.edu/~eamonn/TSDMA/index.html ).
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I = a

J .
plxe|zt ) = plM) (24t 1) t < a,
plze|zt 1) = p® (x| 1) f = a.
[2]f .1
— def - pix”)
t=a HMHZis D{p'2|p' Y= ]J]]l —E g log=—— .
<:> (pip)= hm — B ()’

Kullback-Leibler Divergence = Dissimilarity Measure H' K
When both p''' and p'? are iid.

P[l]“:::m] ~ exp(—mD(p?||p'1))).
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[Yamanishi and Takeuchi KDD 2002]

k-th [Takeuchi and Yamanishi TKDE 2006]
AR(auto- '| | B 2
regression)  p(r et i) = ——exp | —— (.s'f — Z AWz, ,)
V2mo 20° _
model i=1
6 = (A0 1 (%), g2)
Read X Score St _ _
! Time series
> 1st Learning 6:
) . y =1 time
4 1 f A
Smoothing Scores Yo =7 > St | score sst AW
l J=T—W+l Time series
27 |earning §t N U\r\f‘/\ .
Change-point time

—| 2" Scoring SSp = —logq(yly'™": &)
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[Takahashi Tomioka Yamanishi ICDM2011, TKDE2014]
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A— LD iE ZEHE (MK fE)
SNS_ED XU HRY etc...

G575 E
Source C
Destination
Sender A - F G H 1
X Recipient F A / 1 110 0\
Sender B I
> Recipient G B 2 0 i 0O O
Sender C / = C | _0_ _2_ I_O_ _0
Sender D ; ; Recipient A D 0 0 : 0 1
GEE Recipient | E \ 0 0 13 1/
I
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http://maru.bonyari.jp/texclip/texclip.php?s=/bordermatrix{            & /mathrm{F} & /mathrm{G} & /mathrm{H} & /mathrm{I} /cr
               /mathrm{A} & 1 & 1 & 0 & 0 /cr
               /mathrm{B} & 2 & 0 & 0 & 0 /cr
               /mathrm{C} & 0 & 2 & 0 & 0 /cr
               /mathrm{D} & 0 & 0 & 0 & 1  /cr
               /mathrm{E} & 0 & 0 & 3 & 1  /cr
            }
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[Sato Yamanishi ICDM 2013]
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For given graph sequence: G = GG1,Gs.....Gr (1': data size)
Select atree sequence: Mt = MM, ... M;
so that the DMS (dynamic model selection) is minimum:

T T
L£(G:M) =N (~log P(Ge[My))+ Y (—log P(M,

t=1 A t=1 A
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RN DF RS

Minimum Description Length (MDL) Principle [Rissanen 78]

DMS....MDL DETILWEILT HIEENDILE
[Yamanishi and Maruyama KDD2005, IEEE IT 2007]
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[Hayashi Yamanishi ICDM2012, DMKD2015]
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- Z b Jk{ZFRED (Symptom Detection)
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