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Abstract security of the networks is a great concern as peers join and
leave the network without any central control. Nowadays,

Nowadays, P2P networks are used for many purposes, sB2R networks are used for many purposes, such as files shar-

as files sharing, instant message communication and dhst, instant message communication and distributed comput

tributed computing. Popular services such as Skype, Bitg. Popular services, such as Skype, BitTorrent and eMule

Torrent and eMule rely on P2P networks. This makes thely on P2P networks. However, the large number of users

networks an attractive target for attackers. Over time, nesing these services has also attracted attackers to gtk@oi

searchers have discovered some major security problesmsurity problems in P2P networks.

with P2P networks, which most of them have been now well-This paper answers the following research questions based

known for a long time. This study describes the most inon the current research presented in the literature:

portant security issues in the overlay level of structur2g P )

networks. The following attacks are included: Sybil attack 1- What types of attacks are there against structured Peer-

ID mapping attack, Eclipse attack, identity theft and churn to-Peer networks in the overlay network level?

attack. These attacks are not just theoretical, but, SOme of »q there effective countermeasures to all of these at-

them are surprisingly easy to perform in real-life P2P net- tacks?

works. Several countermeasures exist, which are analyzed

in this paper, as well as how the attacks are related to eacBome similar types of studies exist [22, 20], however, they
other. This study shows that structured P2P networks canfégus on different types of attacks than this paper. The fo-
seriously compromised if they are not effectively protecteus in this survey is on overlay network level attacks, such
against these attacks. For example, in an unprotected gis-overlay routing level attacks. Neither application leve
tributed file sharing network, a malicious user can intercefitacks (such as index poisoning or storage and retrieval at
file requests and return data of its own choosing. In the woggtks) nor the attacks against the underlying network (asch
case, an adversary might eventually be able to gain full cefitacks against TCP protocol) are in the scope of this study.
trol over the whole network and cause a denial-of-servit@is paper gives a fresh view on the security issues in P2P
attack. networks and, hopefully, helps to build safer Peer-to-Peer
o , i overlay networks.
KEY,WORDS: P2P, secprlty, identity a§S|gnment attaCks'The rest of this paper is organized as follows. In section 2,
routing level attacks, Eclipse attack, Sybil attack we ! introduce the general background information about the
different types of P2P networks, which are susceptiblefto di
. ferent types of attacks. These attacks and their countermea
1 Introduction sures are more deeply studied in section 3. Finally, seétion
analyzes the relationship between the presented attadks an

Peer-to-Peer (P2P) networks have turned out to be a pogidp gives conclusions about the current level of secunity i
lar network technology as they allow the design of low copbp networks.

and high availability content distribution systems. These

networks are based on a distributed architecture where the

clients of the network also act as servers. The contends P2P technol ogy

distributed directly between the participants of the nekwo

(peers), which also results in distributing the load of ttH21 P2P networks

underlying physical network. In contrast, the traditional ] ] ] o

client-server networks are based on a centralized ar¢hitec!n this section, we briefly describe the characteristics of

where the content is stored and provided only via a centf3 different types of P2P networks, which all have their

server(s). When the number of users in the network is lar§€ngths and weaknesses. Peer-to-Peer networks are so

the traditional centralized architecture becomes ver;eaxpc?‘“ed overlay networks. This means that the network is a

sive because the network needs more servers and bandwi{itHal network build on top of another network, that is on

to be able to serve the connecting clients. top of the Internet Protocol (IP_)_network. As descn_bed in
Compared to the traditional client-server networks, p2gl: P2ZP networks can be classified into two categories: un-

networks are very dynamic and inexpensive since there isfigictured and structured networks. The following subsec-

need for Centralized servers. On the Ot.her hand, such Netryse of the plural pronoun is customary even in solely authoesearch
works are typically much harder to design. Moreover, thp@pers and thus is also used in this paper.
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tions will describe the differences between these two typRsal-life implementations which use the Kadmelia network

of network structures. include popular services such as the KAD network, eMule
and BitTorrent’s distributed tracker [20]. Other examples
211 Unsructured P2P networks of structured DHT-based networks are Content Addressable

Network (CAN), Tapestry, Chord, Pastry, and Viceroy [12].
The first Peer-to-Peer networks were based on the concept of

unstructured networks [6]. In an unstructured P2P network,

the links between nodes are established arbitrarily. Tisereld  Attacks and protection

no correlation between a peer and the content managed by it.

In other words, the content might be stored anywhere in tifethis section, we focus on attacks and their countermea-

network and it must be searched using flooding. If a noderes in structured P2P networks. The attacks introduced in

wants to find a piece of data from the network, the node Hhés section are categorized based on the classification pre

to flood the query through the network to find as many pesented in [25] with some modifications. Since the focus of

as possible which share the data. When a peer receivedhiiepaper is on the overlay network level, the attacks on the

flood query, it sends a list of all content matching the queapplication level are out of the scope of this study.

to the originating peer. The main disadvantage of floodingThe reader should be noted that the attacks presented in

is that it generates a huge amount of signaling traffic to ti@s study are not just theoretical, but, they can be quise ea

network and hence such networks typically have very pdly applied in real-life implementations. For example, two

search efficiency. In addition, as the routing mechanismsisidies [7, 18] have analyzed the effects of the Sybil attack

based on best effort, a peer looking for rare data shared(dge section 3.1.1) and the Eclipse attack (see sectioh) 3.2.

only a few other peers, might not get a reply even though tinethe popular P2P network Kadmelia. Both studies con-

data is available in the network. cluded that the attacks are surprisingly easy to perforimen t
Early unstructured networks also used centralized serviéegimelia network and can seriously compromise the whole

to store the IP addresses of peers sharing content. Tggwvork. No special hardware was needed but the attacks

type of P2P network structure is known as centralized Pe#n be launched from a single PC connected to the Internet

network, whereof Napster is a well-know example. Akia a broadband connection.

though these networks still needed a centralized server to

index peers, the approach greatly reduced the load of ; ;

centralized server because it didn’t have to distributeattie 81 | dentity assignment attacks

tual files like in pure client-server architecture. The peobb Identity assignment attacks in P2P networks are based on

with centralized P2P networks is, however, that the centrtile weaknesses of assigning identities to the participaints

ized server can be a single point of failure. In addition 2P networks. Before joining a P2P network, every peer

Napster, other examples of unstructured P2P networks amast usually generate a user identifier (ID). These useriden

Freenet, Gnutella, FastTrack/KaZaA, BitTorrent and Ovdifiers, or identities, uniquely identify participants @hes) in

net/eDonkey 2000 [12]. a P2P network much like IP addresses uniquely identify par-
ticipants of the Internet. The IDs in P2P networks are used,
212 Structured P2P networks for example, as the basis of routing and mapping content di-

rectly onto nodes. For this reason, the proper assignment

In contrast to the loosely organized unstructured networkgid use of IDs are essential to the correct operation of the
the topology of structured P2P networks is tightly con&dll network. One physical entity of the network is assumed to
The content in structured networks is placed not at rand@n one random identity to participate the network. How-
peers but at specified locations. The overlay network assigier, the assignment of IDs is usually not controlled enough
keys to data items and organizes its peers into a graph {haP2pP networks. This allows malicious users to perform
maps each data key to a peer. This enables efficient discovgfierent types of attacks against the network. The follow-
of data items using the key of a data element. ing subsections will describe the two most important iden-

Structured P2P networks are usually based on distributggd assignment attacks: the Sybil attack and the 1D mapping
hash tables (DHT), which are decentralized and diStribUTQ{ﬂack, which are both closely related to each other.
systems providing a lookup service similar to a hash table.
The mos_t fundamer_nal a_s_pect of DHT-based P2P netwog,{lffl Sybil attack
is the existence of identifiers for both nodes and keys. In
DHT-based P2P networks, each node has a unique identifibe Sybil attack is one of the most challenging and difficult
Likewise, each data item also has an identifier. The DHbFoblems to solve in decentralized Peer-to-peer networks.
is used to store the [key, value] pairs where the key is thibe attack was first described by Douceur in the year 2002
identifier of the data item and the value is the identifier @]. In a Sybil attack, a single malicious user creates multi
the node responsible for the data item. Participants of thle fake peer identities and pretends to be multiple, distin
network can then perform effective searches for files bagddysical nodes in the system. These fake identities arectall
on the data item identifier. This allows DHTs to scale t®ybils.
extremely large numbers of nodes. If an adversary is able to create a large number of identi-

DHTs have been used in numerous popular Peer-to-Piéans, it can control the network substantially. For examible
systems in the real world. One of the most popular DH&malicious user can choose its identifier arbitrary, it dkm a
based structured network is the Kademlia overlay protocoate itself a collection of identifiers closer to some reseisr
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key than any existing node in the system [21]. This wouidate nodes) increases when using SR. Therefore, the method
allow the malicious user to censor the resource from the n@des not account for an increase in the number of malicious
work. Moreover, an adversary can maximize its chancesusiers. Mashimo et al. proposed an enhanced decentralized
appearing in a victim node’s routing tables by generatingaathentication scheme call&dlf-Registeration with Judge-
huge number of shadow identifiers. The malicious user contgnt evaluation (SRJE). SRJE adds a survillance mencha-
then mediate or censor the victim’s communication on tinésm to SR where the evaluated values of nodes which send
overlay network [21]. faulty judgements are lowered and subsequent judgements

The designers of the original structured P2P overlays p#igm these nodes are depreciated. SRJE was indeed shown
little attention to the severity of Syhil attacks. Most grot to be more effective than SR but still did not completely pre-
cols either ignore it or include limited defenses. For exaent Sybil attacks.
ple, the CAN protocol assumes that nodes pick random IDsThe second method to control the cost of joining a P2P
when they enter the network. However, CAN does not mometwork is applying computational cost. For example,
itor the 1D assignment, which allows an adversary to easiRowaihy et al. propose a challenge-based admission control
create many IDs and compromise the network. In contraststem (ACS) [15] to mitigate Sybil attacks. The ACS limits
Chord and Pastry limit the number of user identifiers per sifve rate at which a node can obtain IDs by controlling the
gle physical participant, at least in theory. The desigoérsamount of effort needed to acquire identifiers. In ACS, when
Chord and Pastry specified that the user identifier is the hashode wishes to join a network, it is challenged by the other
of user’s IP address. In principle, this should preventsiseiodes of the network with a cryptographic puzzle, which the
for having multiple identifiers. However, a malicious usetode must solve in order to join the network. Although the
can simultaneously spoof many IP addresses to quickly @ffort is not overly burdensome to a single node, it makes
tain a multitude of identities. The adoption of IPv6 addesssit difficult for a malicious user to acquire a large fractioh o
also makes this defense ineffective since acquiring a lat@s. Rowaihy et al. showed that an adversary must perform
number of IPv6 addresses is much more easier than obtaliays or weeks of effort to obtain a small percentage of nodes
ing IPv4 addresses. [15] in small P2P networks [15]. It takes a malicious user just

Many studies have been conducted to solve how to pRyer 3 days to obtain 10% of the IDs in a network of only
vent Sybil attacks [4, 10, 11, 13, 15]. Most of them approa8t000 nodes. Although this approach clearly limits the num-
the problem by increasing the cost of creating a new idd#er of Sybils, an attacker with enough computing power is
tity, which allows limiting the number of identities a sirgl still able to generate a large number of identities.
user can have. The cost is usually material, computational oThe third method to increase the cost of creating a new
social [11]. identity is to obtain identities through social relatioipsh

An example of material cost is to link the identities t&ybilGuard [24] is an example of a method utilizing social
smartcards which are provided by some trusted third parglationships. The SybilGuard protocol is based on the so-
This solution is not, however, so practical as the entrargial network among user identities. The network can be seen
barrier of the network is quite high even for a legitimaterusas a graph where a node represents an identity and an edge
and the trusted third party has a major control over the nestween two nodes indicates a human-established trust re-
work. lationship (like friend relations). Although a maliciousar

A more practical solution utilizing material cost is th€an create many nodes, these nodes have only a few trust
Self-Registeration (SR) method presented in [4]. The mairfelationships [24]. Therefore, Sybil nodes can be detected
idea of SR is to use the P2P network itself as a registratié@m the graph because there is a "cut” in the graph between
entity and to bind user identifiers to IP addresses. The nif3€ Sybil nodes and the honest nodes (see Figure 1). Sybil-
terial cost is thus the cost of acquiring an IP address. In $Ruard uses a special kind of verifiable random walk in the
when a node wants to join a P2P network, the node calculd#aph and examines the intersections between such walks to
its identifier based on the used IP address and port num#gigcover Sybil nodes. According to the authors, SybilGuard
The node then sends its ID to the nodes already successfully
registered to the network. These nodes will then verify the
registration of the new participant (e.g. check that theeno —
has not reached the maximum limit of identifiers per sing Honest

user). This method allows only a limited number of ident ncdes /
fiers per IPv4 address and a limited number of identifiers | \

/7N sybil
.f A \nodes

IPv6 address prefix. The new node can only join the netwc
if the majority of the existing registered nodes allow itamj
the network.

One problem with SR is that the cost of acquiring an | A o
address is nowadays decreasing. As criminals has show \ / Attack /
is not so difficult to acquire a large number of IP address Edges T
by using a collection of compromised computers from crim-
inals’ botnets. Mashimo et al. [13] pointed out another probigure 1: The principle behind SybilGuard and SybilLimit:
lem with SR: It is effective only when the fraction of mali-Sybils can be detected based on the social networks with
cious nodes in the network is low. The probability of falseonest nodes and Sybil nodes. [24]
registrations (accepting malicious nodes or rejectingtiteg
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guarantees that with high probability, an honest node onhe outcome. This prevents a user from choosing a particular

accepts a bounded number of Sybil nodes. The authors fdentifier or indefinitely ask for a new one until it acquires a

ther developed the protocol and published an improved veesired value.

sion of it called SybilLimit [23]. The enhanced protocol is

based on SybiI_Guard but _is said to offer_ 200 times impr0\_/§2 Routing level attacks

ment over SybilGuard being a near-optimal defense against

Sybil attacks using social networks [23]. The identity assignment attacks, described at the previous
Recently, also other types of countermeasures basedsegtion, were based on the problems in assigning valid iden-

social relationships were proposed to cope with Sybil dities to the participants of P2P networks. Instead, rautin

tacks. For example, [11] describes an identification schelfeel attacks are performed by exploiting the weaknesses in

based on invitations and on the moderation of their delivefye routing mechanisms of the overlay network. Because

To obtain a valid identifier on the network, a user has to Beuting in Peer-to-Peer networks relies heavily on assigne

invited by an existing member. According to the authors, tigentifiers, there is a close relationship between ideatsty

proposed method should prevent a member from Controlliﬁgnment attacks and routing level attacks. Many of the-rout

alarge fraction of identifiers and from choosing his ideetifi ing level attacks can be initialized or amplified by perform-

Another novel solution, name®/Mon has been described ining an identity assignment attack. The following subserstio

[10]. In SyMon, every peer is associated with another no@iescribe the three most important routing level attacksdac

Sybil peer, referred to as SyMon (Sybil Monitor). The chdd P2P networks: Eclipse attack, identity theft attack and

sen SyMon prevents Sybils from targeting honest peers @urn attack.

monitoring the transactions involving the given peer. The

authors say that the approach is the first attempt to def@@l1 Eclipse attack

against Sybil attack through transaction monitoring pssce ) . .
The routing mechanisms in DHT-based P2P networks are

based on the principle that each node in the network main-

3.1.2 1D mapping attack tains its own local, relatively small routing table whichneo

) ) ) ) ) tains links to a set of neighbor nodes. When a node wants
Another important identity assignment attack is the oRgsend a message to some other node, it needs to perform a
called ID mapping attack, which is closely related to the|ookyp which tries to resolve the IP address of the receiving
Sybil attack described above. The difference between {lig4e |t the destination node is not in the local routingeabl
Sybil attack and the ID mapping attack is that the first 0Rg the source node, the source node will perform a lookup
is used to generate a large number of random identifigggm, jts neighbors. The neighbors will then return a set of
whereas, the latter is utilized to obtain some particulanid jjenifiers closest to the target node they know. This con-
tifiers. 1D mapping attacks are possible because some Rgljes jteratively when, at some point, the correct IP asfire
works allow a participant to choose its identifier. If a usgg the destination node is received. Additionally, a node
can choose its own identifier, the user can obtain a particyldyy give the message directly to some of its neighbors to be
position on the overlay network. This will eventually allowgted to the destination node. In both cases, the source nod

a malicious user to gain control over certain resources. EQfist trust that the neighbor nodes behave correctly.
example, a malicious user could take control over a target

resource by obtaining valid identifiers which are all claser Generatad sybil iodes

the target resource than any of the nodes responsible for owned by a single user M
Cerri et al. proved in [2] that even requiring nodes to har Eclipsed node _ N

random identifiers is not enough to prevent the ID mappil

attack. Although a node could not choose its identifier ¢

rectly but is forced to create a random identifier (e.g. by a

plying a hash function to the users public key), the attack

could still choose its identifier indirectly by repeatedirg

erating a new identifier until an ID that is sufficiently clos

to the target one is acquired. ) <«—— Poisoned
Because a random identifier is not enough to preven routing fables

user from choosing its identifier, the ID mapping attack c: T

be protected only if the identifier depends on some piece -

information outside of the control of a node [2]. A poss @ waiicious noce

ble solution could be to use some sort of centralized author-

ity which distributes the identifiers. However, a centradlz Figyre 2: An example P2P network where a malicious user
authority is not a feasible solution in completely distti#l \ has generated fake identities M1-4. Node D is eclipsed,
structured networks. The centralized authority would bg @ malicious nodes take full control over its traffic. Nede
potential single point of failure, which is not really actepp and C have malicious entries in their routing tables.
able in P2P networks.

A better solution namedonstrained ID selection mecha-
nism was presented in [2]. This forces a node to derive itsProper network operation requires that the nodes are able
identifier from its IP address and port number and hashittgsend messages by forwarding them through their neigh-
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bor nodes and that the neighbor nodes answer correctlyhte malicious user.
lookup requests. If an attacker controls a sufficient frac-According to [20], the most basic defense against the
tion of the neighbors of correct nodes, the malicious nodeslipse attack is to constrain the identifiers of nodes that ¢
can "eclipse” some correct nodes so that all requests willeused in routing tables. This can be achieved by using node
routed across the attacker (see Figure 2). The attacker icmtifiers issued by a trusted central authority. Howeasr,
then, for example, drop the messages or provide fake stated earlier, these central authorities have alwaysiske r
swers for lookup requests. This attack is knowrEalpse of being a single point of failure.
attack or routing table poisoning attack [20]. In contrast to centralized solutions, Castro et al. progose
The Eclipse attack is closely related to the Sybil attaekdecentralized approach [1] where they use two routing ta-
described previously in this study. A malicious user can dxles: an optimized routing table and a verified routing table
ploit a Sybil attack to launch an Eclipse attack by generdthe first one is used in the normal operation, whereas, the
ing a large number of fake identities. Therefore, preventisecond one is used in the case of routing failures and con-
Sybil attacks also helps to mitigate Eclipse attacks. Hotains only entries which can be verified. The approach was,
ever, although a Sybil attack is usually used as the base ohawever, criticized by Condie et al. [3]. They pointed out
Eclipse attack, even the most effective defenses agaibgt Sthat the poisoning in the optimized routing table tends to in
attacks (e.g. certified node identities) do not completedy pcrease over time. Therefore, they proposed an improvement
vent Eclipse attacks because attackers may manipulated@iedinduced churn [3]. The method forces each node in
overlay maintenance algorithm to mount an Eclipse attaitle network to periodically leave the overlay and rejoirtwit
[17]. This is possible since the nodes in P2P networks pexinew identifier while resetting their optimized routing ta-
odically discover new neighbors by consulting the neighblble to the contents of the verified routing table. This makes
sets of existing neighbors. A malicious user can explo# tihe optimized routing table less efficient but more attack-
by advertising neighbor sets which consist of only other migsistant. Also, the forced unpredictable identifier clesng
licious nodes. For that reason, a small number of maliciow#l impair the opportunities for an adversary to perform ta
nodes with legitimate identities is sufficient to carry ont ageted Eclipse attacks. The induced churn has been said [20]
Eclipse attack. Furthermore, an Eclipse attack can be ugegrovide an adequate defense against the Eclipse attack.
to facilitate other attacks, such as denial-of-serviceesr-c However, it will generate some overhead for networks when
sorship attacks. In the worst case, an adversary might gagdles periodically join and leave with new identifiers.
full control over all overlay traffic.

Several countermeasures for Eclipse attack has been{lg-, Identity theft attack

scribed [7, 9, 16, 17, 20]. Singh et al. [17] presented a de-

fense against Eclipse attacks based on anonymous auditinDHT-based P2P networks, each content item (e.g. a sin-
of nodes’ neighbor sets. In other words, if a node has sigrgte file in a distributed file system) is assigned a key, which
icantly more links than the average, it might be mounting @mapped to a unique live node, called the key’s root node.
Eclipse attack. When all nodes in the network perform thithis root node is usually defined as the peer with user iden-
auditing routinely, malicious users are discovered ancbeantifier closest to the key. If some other node wants to deliver
removed from the neighbor sets of correct nodes. a message to this root node (e.g. a node requesting the con-

Another study [7] analyzed the effects of Eclipse attacknts of a file), it uses so called key-based routing where the
in the popular DHT-based P2P netwdtkdmelia, which is message is routed through the other nodes of the overlay net-
used primarily for file sharing. The authors found out that thvork. Because of scalability, each node of the network only
Kadmelia protocol is clearly susceptible to Eclipse atsacknows a small fraction of other nodes. In other words, the
In Kadmelia, each participant of the network has a randonfigdes have very small local routing tables, which contain
generated identifier (160 bit hash of a random value). Eddht a limited number of neighbor nodes. A node wanting
file is distributed over the same identifier space. If a notiedeliver a message to the root node of some key just has to
A wants to share a file, it calculates the hash H of the filgust that the other nodes will route the message to thectorre
The node A then finds the closest node to the key H, sayrBot node. [8]
which will become the node responsible for this key. When This trust, however, allows an adversary to perform an
some other node, say C, wants to download the file, the nodentity theft attack by exploiting the fact that each node
C must know the ID of the file and perform a lookup for thignly sees a small subset of the overlay members. If there
key. The node C should eventually find out that the noiea malicious node on the route of the message, the node
B is responsible for the file and receive the IP addressasin intercept the message and respond to the source claim-
the node A from the node B. The node C can then opeting to be the root node of the key. By claiming to be the root
TCP connection to the node A and start downloading the fifgde, the attacker can intercept application requestseand r
However, if either node B or C is eclipsed by a maliciousirn data of its own choosing. For example, the attacker can
user, the attacker can respond with a fake IP address hij@ick a request for a block of file in a distributed file sharin
thus being able to hide the file from the network or to providystem and respond with fake data. The attack can be ampli-
some bogus file. The simulations performed in [7] confirmdigd by performing a Sybil or an Eclipse attack, which were
that if an attacker is able to choose its identifier arbilyaridescribed in more detail earlier in this paper.
and place those identifiers in the network before the file isPuttaswamy et al. have proposed [14] a method for secur-
published, the attack reports almost 100% of success. Tihig P2P networks against identity theft attacks. The method
means that almost all the requests for the file are capturedibgs existence proofs, blacklists and malice-aware rgutin
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and it was shown to effectively detect, mark and redireét tréorm another. For the designers of P2P networks, it is im-
fic away from attackers. The proposed method is basedpmrtant to understand the relationship between the atiacks
the principle where nodes detect identity thefts through tbrder to focus on preventing the most harmful ones.

generation and timely dissemination of self-verifyingi%ex Clearly, the Sybil attack is the most harmful. Together

tence proofs”. These proofs are digitally signed Certl‘matwith the ID mapping attack, it can be used to significantly

Wh'Ch include the signer's user identifier _an(_j a t|mestarrf1i plify the effects of other attacks, such as Eclipse attack
signed by the sender. Overlay nodes periodically constr%ct

and distribute these proofs to randomly selected "proof—m?r}/ gener_atmg.z_i lot of shadoyv identities (Syb'.l qttack) gsin
argeted identifiers (ID mapping attack), a malicious user ¢

agers”, which store thgse proofs and provide them on r%sny create an effective Eclipse attack [7, 18]. Furtreen
quest. Based on the existence proofs, nodes can detect iden- . :
. . ) : Clipse attack can be used to generate identity theft attack
tity thefts by verifying existence of nodes matching closer, . . :
: 4 Which can be further used to perform a denial-of-service at-

node identifier to the key. . .

tack. For example, if an adversary has eclipsed some node,
the attacker can basically steal the node’s identity anichcla

3.2.3 Churn attack to own any content associated with the node.

The third important routing level attack in structured P2P As we can see, eliminating the possibility for Sybil and
networks is based on the inherent property of P2P systemsmapping attacks would clearly make other attacks more
peers are constantly joining and leaving the network. A petifficult. Therefore, the safe management of identity assig
joins the network when a user starts an application (e.gment is particularly important in designing secure P2P sys-
file sharing application) and leaves the network when a usems. Using a trusted centralized authority to distribbe t
exits the application. The independent arrival and departyser identifiers would be a solution to many of the problems.
of thousands or millions of peers creates a collective effeégowever, it is not really suitable for decentralized nethsgor
calledchurn [19]. This effect needs to be taken into account

in the design of any P2P system. As churn (the rate at which

the peers join and leave) increases, both the latency and the

probability of DHT queries failing increases. A malicious

user could exploit the churn effect by generating peers joi ;

ing and leaving the network fast enough to destabilize tﬁe Conclusions
routing infrastructure. Again, the Sybil attack can be used

to amplify the impact of churn. When churn is high, thg, ihis paper, we introduced the most important attacks and
network has to transfer much extra data to maintain the nglsir countermeasures in structured P2P networks. Two
work’s stabilization, which impairs efficiency. types of attacks were presented: identity assignment at-
Surprisingly, unlike Sybil and Eclipse attacks, the at&ck,cks and routing level attacks. The Sybil attack and the
utilizing churn_ are not widely studied. Clearly, churn mighp mapping attack are examples of identity assignment at-
be an attractive tool for an adversary to perform attackgks Both attacks are major threats to P2P networks, espe-
against P2P networks. However, because of little reseaggh)y the Sybil attack. There are several countermeagares
on churn, itis hard to say how easy an attacker can explgiitigate the effects of identity assignment attacks, hagev
churn in practice and how high churn affects the differegpne of these provide full protection. Routing level atsck
implementations of structured P2P networks. Stutzbach agdh, as the Eclipse attack and the identity theft attack are
Rejaie studied churn in [19]. They criticized that the Cl“arausually initialized or amplified by performing an identity-a

teristics of churnin large-scale P2P systems are not cllyreRi,nment attack. Therefore, preventing identity assigrtme
well understood. The reason for this is mainly that it is haﬁi?acks should be the top priority.

to monitor and measure churn. In other words, because of

the large size and highly dynamic nature of P2P networks,TO sum up, effective and secure P2P networks are hard

it is challenging to acquire information about the arrivatla to design. The fact is that there is and there will always be

departure of peers. adversarial users in the network. A fraction of peers wil al
To cope with churn, Stutzbach and Rejaie pointed out t$§&yS act maliciously. Unfortunately, the security in cutre

P2P networks should be designed to be able to efﬁcierﬁ@P systems is still weak. Most of the attacks presented in

handle the large number of peers joining the system for jiiis paper are relatively easy to perform in real-life P2 ne

a few minutes. In practice, this means that each peer shofRfks. Much more work is needed to make these networks

prefer selecting long-lived peers as neighbors to ensuterbesafe. Although many promising countermeasures have been

connectivity and resiliency against churn. OtherwiserehuProposed against the most critical attacks, it has been crit

could significantly affect the connectivity of P2P overlays icized [18] that the solutions are not sufficiently pradtica
because they impose heavy constraints on the networks and

require procedures that are difficult to implement. For exam
4 Attack relationship analysis ple, the SybilLimit protocol can clearly mitigate the effec

of Sybil attacks. However, implementing it to existing P2P
Although each of the attacks presented at the previous seetworks might not be easy since the protocol is quite com-
tions has its own characteristics, they are closely relededolicated. Thus, there is a need for solutions that are techni
each other and do not usually exist separately [25]. One edily feasible and easy to implement, in other words, simple
tack can be just used to create convenient conditions to fart effective solutions.
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