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%tls-sinpleclient -g x25519 new. org
groups = [ X25519], keyshare = [ X25519]

TLS 1. 3: AES128CGCM SHA256 SHA256

NewSessi onTi cket received: lifetinme = 86400 sec




HRR(Hello Retry Request)

%tls-sinpleclient nmew org

groups = [ X448, X25519, P256], keyshare = [ X448]
Retrying client hello...

groups = [ X25519], keyshare = [ X25519]

TLS 1. 3: AES128GCM SHA256 SHA256

NewSessi onTi cket received: |lifetinme = 86400 sec




PSK(PreShared Key)

%tls-sinpleclient --session new. org
groups = [ X448, X25519, P256], keyshare = [ X448]
Retrying client hello...

groups = [ X25519], keyshare = [ X25519]

TLS 1. 3: AES128CGCM SHA256 SHA256
NewSessi onTi cket received: |lifetinme = 86400 sec

Resum ng t he session...

groups = [ X25519], keyshare = [ X25519]

TLS 1. 3: AES128GCM SHA256 SHA256

PSK[ 0] is used

NewSessi onTi cket received: lifetinme = 86400 sec




ORTT(Round Trip Time)

% cat earl y-data.txt
GET / HTTP/ 1.1
Host: nmew. org

%tls-sinpleclient --session \

-Z early-data.txt new. org
groups = [ X448, X25519, P256], keyshare = [ X448]
Retrying client hello...
groups = [ X25519], keyshare = [ X25519]
TLS 1. 3: AES128CGCM SHA256 SHA256
NewSessi onTi cket received: |lifetinme = 86400 sec

Resum ng t he session. ..

groups = [ X25519], keyshare = [ X25519]

Sendi ng ORTT data. ..

TLS 1. 3: AES128CGCM SHA256 SHA256

PSK[ 0] is used

ORTT data is accepted

NewSessi onTi cket received: lifetine = 86400 sec
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% git clone https://github.conml h2o/ picotls
% cd picotls

% git subnodul e init

% git subnodul e update

% cnmake .

% make

%ls cli

cli




picotls 7 =1 77

> b

BJ)LI\NRY A Y

%cli mew. org 443
" HRR

%cli -n mew. org 443
mPSK

%rmticket

%cli -s ticket new org 443
%cli -s ticket new org 443
"ORTT

%rmticket
%cli -s ticket new org 443
% cat early-data.txt - | cli

-s ticket nmew org 443
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