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ETLS 1.2 & B#a%ED 7L Server Hello
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struct{
Pr ot ocol Versi on server _version;
Random r andom
Sessi onl D session_id;
Ci pherSuite cipher_suite;

Conpr essi onMet hod conpr essi on_net hod;

Ext ensi on ext ensi ons<0. . 2"16- 1>;
} ServerHell o;

ETLS 1.3
struct {
Pr ot ocol Versi on versi on
Random r andom
Ci pher Suite ci pher_suite;
Ext ensi on ext ensi ons<0..2"16- 1>;
} ServerHell o;
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struct {} EarlyDatal ndication;
struct {

ui nt 32 max_early data_size; // earlydata Zff/NA F3ZITHLS 2
} TicketEarlyDatalnfo; // NewSessionTicket F8

!

struct {
sel ect (Handshake. nsg_type) {
case new session_ticket: uint32 nax_early_ data_size;
case client _hello: Enpty;
case encrypted_extensions: Enmpty;
1
} Earl yDat al ndi cati on;
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struct {} EndOf Earl yDat a;
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® Security Review of TLS1.3 O-RTT
®https://github.comtlswg/tlsl3-spec/issues/ 1001

B NewSessionTicket [C nonce

struct {
uint32 ticket lifetine;
uint32 ticket _age_add;
opaque ticket _nonce<l..255>;
opaque ticket<l..2"16-1>;
Ext ensi on extensi ons<0..2"16-2>;
} NewSessi onTi cket ;

® ticket H’A U TH. nonce DEMNT T, B BPSKEN
SN b

PSK = HKDF- Expand- Label (resunpti on_naster_secret,

"resunption”, ticket_nonce, Hash.| ength)
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® Middlebox Z Bt |

® ServerHelloDEXZTLS 1.2&RAUICT S
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struct {
Pr ot ocol Versi on | egacy_version = 0x0303; /* TLS v1.2 */
Random r andom
opaque | egacy_session_id _echo<0.. 32>;
Ci pher Suite ci pher_suite;
uint8 | egacy_conpressi on_net hod = O;
Ext ensi on extensi ons<6..2"16- 1>;
} ServerHell o;

" HelloRetryRequestz gL 9 %
® ServerHelloZFJFE L. RandomIZHFE DE% 35D ServerHello%
HelloRetryRequest& #7329
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rsa_pss_sha256(0x0804),
rsa_pss_sha384(0x0805),
rsa_pss_sha512(0x0806),

/| * RSASSA- PSS al gorithns with public key O D rsaEncryption */
rsa_pss_rsae_sha256(0x0804),
rsa_pss_rsae_sha384(0x0805),
rsa_pss_rsae_sha512(0x0806),
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rsa_pss_pss_sha256(0x0809),
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