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#

f posteresal Local policy

#

al low posteresgl_t self:capability [ kill dac_override dac_read_search chown fowner fse

tid setuid setgid svs_nice svs_ttv _config swe_admin };

dortaudit posteresal_t self:icapability | svs_ttv_config svs admin 1;
postzresal_t self:process signal_perms:
postgresal_t self:fifo_file { getattr read write ioct| I;
postegresal_t self:file { astattr read 1;
postegresal_t self:sem create _sem_perms;
postzresgl_t self:shm create_shm_perms:
postgresal_t self:tcp_socket create_stream socket_perms;
posteresal_t self:ude_socket create_stream socket_perms;
posteresal_t self:unix_dzram_socket create socket_perms;
posteresal_t self:unix_stream socket create_stream socket_perms;

manaze dirs_patterniposteresql_t,posteresal_db t.posteresal_db t)
manaze files patternipostzresql_t,posteresal _db t,posteresgl_db t)
manage_|nk_files patterniposteresal_t,posteresql_db t.posteresal_db t)
manage fifo files patternipostgresal_t,posteresgl_db t,posteresgl_db t)
manage_sock_files_patterniposteresgl_t.postgresal_db t,posteresal_db 1)
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System-config-selinux

m GUI boolean

SELinux Administration

ZrA(E) ~TF{H)
Select: . ﬂ
Status Customized
File Labeling Filter |
User Mapping Active Module ~  Description MName 2
SELinux User | ‘sdrmud [AIDW SAIMDd L0 SHEre diy THe/uIrecLury reau/wriLe “sdmod_expore_di_rw
Translation L] samba -Allow Samba to share any file/directory read only -samba_export_all_ro
Network Port = samba i.ﬂdlnw Samba to share users home directories samba_enable_home_dirs
Policy Module ] samba ;Nluw samba to export ntfs/fusefs volumes. isamba_share_fusefs
[0 samba Allow samba to modify public files used for public file tr allow smbd anon write
] ‘samba fAﬂuw samba to export NFS volumes. fsamba_share_nfs
= samba ~Allow Samba te run unconfined scripts in /var/ib/samba samba_run_unconfined
] sasl Allow sasl to read shadow allow_saslauthd read_shadow <
I :sepustgresqi Allow to generate auditallow logs -sepgsgl_enable_auditallow
=i sepostgresql - Allow unprived users to execute DDL statement -sepgsql_enable_users_ddl
= sepostgresq| EAJI:}W to generate auditdeny logs :sepgsql_enable_auditder}y
sepostgresql ;wa to enable unconfined domains :sepgsqi_enabie_uncunﬁﬂed
7] ‘sepostgresgl Allow to generate audit(allow|deny) logs for tuples fsepgsql_enabie_audittuple
[ spamassassinimluw user spamassassin clients to use the network. - spamassassin can network S ]
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Select:
Status

Boolean
File Labeling
User Mapping

SELinux User

Translation
Network Port
Policy Module

4 [ w 24
187 JOosF g iR Customized
Filter |
File selinux File
Specification File Type Type
Narﬂ]bmam_ssh{f.*}? Evar_auth_t:sﬂ ; all files
fvarflib/pcmcial/.*)? cardmgr_var_run_t:s0 all files
Marflib/pgsgl/datalf*)? postgresqgl_db_t:s0 all files
fvarflib/posql/pgstartupylog - postgresgl_log_t:s0 all files
fvarflib/php/session(/ Add F:lle-L.abe[i;@ all files
Mvarflib/postgres(gl)? : all files
warflibjpostgrey(/+) File Specification |fuptfpgsq1fdatau.}*? | jall s
fvarflibfprelude-Iml{/] File Type | all files | v ‘ “all files
vanfibpyzaordl/.¥? SELinux Type [pcstgresql_db_ﬂ ] i all fies =]
fvarflibjradiousd(/.*)? “all files
Nvarflibjrazor(/ *)7 ML | aie | all files
Mvarflibfricci(/.*)? ‘ a## S 1(C) ‘ | @01((9} ‘ all files
fvarflibfroundup(/.*)? regular file
Marflibirochind(/#17 crochind var lih t:50 - all files v
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Select: I D ﬁ ’
Status SER ey A & . e
Boolean =
- ZrAN(E) ~nTF(H)
; Filter ! :
File Labeling —
User Mappmg Lﬂg]n » | SELinux MLS/ Statuls IJl.l‘lzI @ ﬁ
. Name User MCS Range iBfm JOnFa Al
SELinux User Boolean
) _default_ unconfined_u s0-s0:c0.c1023 Fiter |
Translation - : : File Labeling
root root 150-50:¢0.c1023 _ =
Network Port ' i User Mapping Sensitvity Level v | Translation
Policy Module system u system u  s0-50:c0.c1023 .
tak user u 50 SELinux User s0 | .
i sy I 50-50:¢0.c1023 'systemLow-SystemHigh
MNetwork Port s0-s0:c0.c63 -SystemMiddie
= Add User Mapping X policy Module <0:cO Classified
Login Name |kaigai | 50:c0,c1 Secret
SELinux User | unconfined_u v | Add Translation
SELI MLS/MCS
MLS/MCS Range {sﬂ—so:cﬂ.c63| ] Lev]:!ux i |s0:c0.c3 |
‘ ° %4 wE(C) ‘ ‘ <Jok(0) | Translation [TopSecret| I
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Setroupleshoot

¥ setroubleshoot 75 o+
- Fle Edit Wiew Help
Quiet Date ~ | Host Count Category &

O 20084015228 1867214784 saba.linux bsl.fc.nec.cojp
] 200801 5228 18FF214154%0 'saba.Iinux.bsl.fc.nec.co.jp
W 20085019225 188304498 sabadinux.bsl.fenec.cojp
0 20084E01 228 18853057495 fsaba,linux.bsl,fc.hec.co.jp

20085018228 lsngf{go_ﬁ? saba.linux.bsl.fc.nec.co.ip 12740220 !_iﬁ_v
>
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SELinux is preventing the samba daemon from reading users' home directories.

[SELinux in permissive mode, the operation would have been denied but was permitted due to

DB enforcing mode.]

75EL’|nux has denied the samba dasmon access to users' home directories. Someone is attempting
to access your home directories via your samba daemon, If you only setup samba to share non-
home directories, this probably signals a intrusion attempt. For more information on SELinux
integration with samba, loek at the samba_selinux man page. (man samba_selinux)

samba th—LT 4 LY FUEET AL SICLEVESIE, samba_enable_home_dirs 77— 7 g% i
TALEABLY £7: "setsebool -P samba_enable_home dirs=1" LL

. n n ROAT Y FMZOF I AEHLET:
SELinux

setsebool -P samba enable home dirs=1

V—RavFEAb: system_u:system_r:smbd_t:s0O
B—Fy baVTEA
b:

f:_bl'y hATSz /home/kaigai/.ICEauthority [ file ]

kaigai:object r:user iceauth home t:s0

- Source: smbd{(/usr/shin/smbd)
SELinux
e Port: <R
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# cat /var/log/audit/audit.log | audit2allow -m hoge -0 hoge.te
I

Audit SELinux I

# checkmodule -m -M -0 hoge.mod hoge.te
—

(-m)
-M MLS/MCS

# semodule package -0 hoge.pp -m hoge.mod

Policy Package

# semodule -1 hoge.pp

Policy Package I
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