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The introduction of the Penny Black stamp played an important

— Publications '_ role in the refarm of the British Postal System during the 1830'.
Downloads Before this time, postage fees were based on weight and on L
_ distance involved. Postage had to be calculated for each letter, and

Conferences and Events % was typically paid by the addressee. The introduction of the Penny
~ ~ < Lemiras i A Black shifted the cost of postage to the sender and climinated the
cornplexi o ostage computation requiring & uniform, low
— 1 FAEHE=ZESA0 i | | =
Press Resources » o

— - c As with the British Post of the 1830's, Internet email is becoming
f'\ " —_— L o BIEELS » increasingly expensive for message recipients, In the current case,
d~ ~— — l ~ Wisiting Microsoft Research » 3 the culprit is spam. Although spam does not constitute a monetary
A t : | cxpense for most users, it does require time and sttention £and
I '@ hence productivity) to deal with spam. Moreover, measurable costs
L \ v associated with spam are incurred by providers of network
K a4 services, and these costs are increasing daily,

— A - — \ In a nutshell, the idea is this: "If [ don't know you, and you want to send me mail, then you must prove
— ~ — ~ to me that you have expended a certain amount of effort, just for me and just for this message." The
L —~— approach is fundamentally an economic one. Suppose we measure effort in CPU cycles, Since thers

~ jz ~ are about 80,000 seconds in a day, a computational "price” of just ten seconds per message would limit
75\ 0) — [ sl R S e e L e

, ' ~— ~ hardware in order to send high volumes of spam. {While this idea is simple, people often misunderstand

its implications. We encourage potential critics to laok here first.}

r—)lzx=ITHL
) X y The Penny Black project has investigated several techniques to reduce spam by rmaking the sender pay.
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« Sender ID Framework

— http://www.microsoft.com/
mscorp/twc/privacy/spam_senc

One Implementation: Proxies
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Sender Receiver
Client Client

« Sender Proxy computes tags
- Receiver Proxy checks tags

— wirongly tagged mail placed in special folder andfor bounced
— hounce message can contain link to code download site

« Other possibilities include built-in functionality

— eg in QutlookiExchange, Hotmail
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From: Nobukuni Bino <kino@naic.co. g

Date: 02/01515 14:18
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