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Abstract

This is the MySQL Reference Manual. It documents MySQL 8.4 through 8.4.4, as well as NDB Cluster 8.4 through
8.4.4, respectively. It may include documentation of features of MySQL versions that have not yet been released.
For information about which versions have been released, see the MySQL 8.4 Release Notes.

MySQL 8.4 features.  This manual describes features that are not included in every edition of MySQL 8.4; such
features may not be included in the edition of MySQL 8.4 licensed to you. If you have any questions about the
features included in your edition of MySQL 8.4, refer to your MySQL 8.4 license agreement or contact your Oracle
sales representative.

For notes detailing the changes in each release, see the MySQL 8.4 Release Notes.

For legal information, including licensing information, see the Preface and Legal Notices.

For help with using MySQL, please visit the MySQL Forums, where you can discuss your issues with other
MySQL users.
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Preface and Legal Notices

This is the Reference Manual for the MySQL Database System, for the 8.4.3 LTS release. For license
information, see the Legal Notices.

This manual is not intended for use with older versions of the MySQL software due to the many
functional and other differences between MySQL 8.4 and previous versions. If you are using an earlier
release of the MySQL software, please refer to the appropriate manual. For example, MySQL 8.0
Reference Manual covers the 8.0 bugfix series of MySQL software releases.

Licensing information—MySQL 8.4.  This product may include third-party software, used under
license. If you are using a Commercial release of MySQL 8.4, see the MySQL 8.4 Commercial Release
License Information User Manual for licensing information, including licensing information relating to
third-party software that may be included in this Commercial release. If you are using a Community
release of MySQL 8.4, see the MySQL 8.4 Community Release License Information User Manual

for licensing information, including licensing information relating to third-party software that may be
included in this Community release.

Licensing information—MySQL NDB Cluster 8.4.  This product may include third-party software,
used under license. If you are using a Commercial release of MySQL NDB Cluster 8.4, see the MySQL
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Legal Notices

Copyright © 1997, 2025, Oracle and/or its affiliates.
License Restrictions

This software and related documentation are provided under a license agreement containing
restrictions on use and disclosure and are protected by intellectual property laws. Except as expressly
permitted in your license agreement or allowed by law, you may not use, copy, reproduce, translate,
broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any
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Warranty Disclaimer

The information contained herein is subject to change without notice and is not warranted to be error-
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Restricted Rights Notice

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or
related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the
U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated
software, any programs embedded, installed, or activated on delivered hardware, and modifications

of such programs) and Oracle computer documentation or other Oracle data delivered to or accessed
by U.S. Government end users are "commercial computer software," "commercial computer software
documentation," or "limited rights data" pursuant to the applicable Federal Acquisition Regulation and
agency-specific supplemental regulations. As such, the use, reproduction, duplication, release, display,
disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle programs
(including any operating system, integrated software, any programs embedded, installed, or activated
on delivered hardware, and modifications of such programs), ii) Oracle computer documentation and/
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The MySQL software delivers a very fast, multithreaded, multi-user, and robust SQL (Structured Query
Language) database server. MySQL Server is intended for mission-critical, heavy-load production
systems as well as for embedding into mass-deployed software. Oracle is a registered trademark

of Oracle Corporation and/or its affiliates. MySQL is a trademark of Oracle Corporation and/or its
affiliates, and shall not be used by Customer without Oracle's express written authorization. Other
names may be trademarks of their respective owners.

The MySQL software is Dual Licensed. Users can choose to use the MySQL software as an Open
Source product under the terms of the GNU General Public License (http://www.fsf.org/licenses/) or
can purchase a standard commercial license from Oracle. See http://www.mysgl.com/company/legal/
licensing/ for more information on our licensing policies.

The following list describes some sections of particular interest in this manual:

» For a discussion of MySQL Database Server capabilities, see Section 1.2.2, “The Main Features of
MySQL".

» For an overview of new MySQL features, see Section 1.4, “What Is New in MySQL 8.4 since MySQL
8.0". For information about the changes in each version, see the Release Notes.

 For installation instructions, see Chapter 2, Installing MySQL. For information about upgrading
MySQL, see Chapter 3, Upgrading MySQL.

 For a tutorial introduction to the MySQL Database Server, see Chapter 5, Tutorial.

» For information about configuring and administering MySQL Server, see Chapter 7, MySQL Server
Administration.

» For information about security in MySQL, see Chapter 8, Security.
» For information about setting up replication servers, see Chapter 19, Replication.

» For information about MySQL Enterprise, the commercial MySQL release with advanced features
and management tools, see Chapter 32, MySQL Enterprise Edition.

» For answers to a number of questions that are often asked concerning the MySQL Database Server
and its capabilities, see Appendix A, MySQL 8.4 Frequently Asked Questions.
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» For a history of new features and bug fixes, see the Release Notes.

Important

A To report problems or bugs, please use the instructions at Section 1.6,
“How to Report Bugs or Problems”. If you find a security bug in MySQL
Server, please let us know immediately by sending an email message to
<secal ert _us@r acl e. conr. Exception: Support customers should report
all problems, including security bugs, to Oracle Support.

1.1 About This Manual

This is the Reference Manual for the MySQL Database System, version 8.4, through release 8.4.3.
Differences between minor versions of MySQL 8.4 are noted in the present text with reference to
release numbers (8.4.x). For license information, see the Legal Notices.

This manual is not intended for use with older versions of the MySQL software due to the many
functional and other differences between MySQL 8.4 and previous versions. If you are using an earlier
release of the MySQL software, please refer to the appropriate manual. For example, the MySQL 8.0
Reference Manual covers the 8.0 bugfix series of MySQL software releases.

Because this manual serves as a reference, it does not provide general instruction on SQL or relational
database concepts. It also does not teach you how to use your operating system or command-line
interpreter.

The MySQL Database Software is under constant development, and the Reference Manual is updated
frequently as well. The most recent version of the manual is available online in searchable form at
https://dev.mysql.com/doc/. Other formats also are available there, including downloadable HTML and
PDF versions.

The source code for MySQL itself contains internal documentation written using Doxygen. The
generated Doxygen content is available from https://dev.mysqgl.com/doc/index-other.html. It is also
possible to generate this content locally from a MySQL source distribution using the instructions at
Section 2.8.10, “Generating MySQL Doxygen Documentation Content”.

If you have questions about using MySQL, join the MySQL Community Slack. If you have suggestions
concerning additions or corrections to the manual itself, please send them to the http://www.mysql.com/
company/contact/.

Typographical and Syntax Conventions

This manual uses certain typographical conventions:

 Text in this styleisused for SQL statements; database, table, and column names; program
listings and source code; and environment variables. Example: “To reload the grant tables, use the
FLUSH PRI VI LEGES statement.”

* Text in this styl e indicates input that you type in examples.

e Text in this styl eindicates the names of executable programs and scripts, examples being
nysql (the MySQL command-line client program) and nysql d (the MySQL server executable).

e« Text in this styl eisused for variable input for which you should substitute a value of your
own choosing.

» Textin this style is used for emphasis.

e Text in this style is used in table headings and to convey especially strong emphasis.
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e Text in this styl eisused toindicate a program option that affects how the program is
executed, or that supplies information that is needed for the program to function in a certain way.
Example: “The - - host option (short form - h) tells the nysql client program the hostname or IP
address of the MySQL server that it should connect to”.

» File names and directory names are written like this: “The global my. cnf file is located in the / et c
directory.”

» Character sequences are written like this: “To specify a wildcard, use the ‘% character.”

When commands or statements are prefixed by a prompt, we use these:

$> type a command here

#> type a comand as root here

C.\> type a conmand here (W ndows only)
nysqgl > type a nysql statenent here

Commands are issued in your command interpreter. On Unix, this is typically a program such as sh,
csh, or bash. On Windows, the equivalent program is conmand. comor cid. exe, typically run in a
console window. Statements prefixed by nysql are issued in the nysql command-line client.

Note
@ When you enter a command or statement shown in an example, do not type the
prompt shown in the example.

In some areas different systems may be distinguished from each other to show that commands should
be executed in two different environments. For example, while working with replication the commands
might be prefixed with sour ce and repl i ca:

source> type a nysqgl statenment on the replication source here
replica> type a nysql statenent on the replica here

Database, table, and column names must often be substituted into statements. To indicate that such
substitution is necessary, this manual uses db_nane, t bl _nane, and col _nane. For example, you
might see a statement like this:

nysqgl > SELECT col _nane FROM db_nane. t bl _nane;

This means that if you were to enter a similar statement, you would supply your own database, table,
and column names, perhaps like this:

nysql > SELECT aut hor _nane FROM bi bl i o_db. aut hor _|i st;

SQL keywords are not case-sensitive and may be written in any lettercase. This manual uses
uppercase.

In syntax descriptions, square brackets (“[ " and “] ") indicate optional words or clauses. For example, in
the following statement, | F EXI STS is optional:

DROP TABLE [IF EXI STS] tbl nane

When a syntax element consists of a number of alternatives, the alternatives are separated by vertical
bars (“| "). When one member from a set of choices may be chosen, the alternatives are listed within
square brackets (“[ " and “] ):

TRIM[[BOTH | LEADING | TRAILING [renstr] FROM str)

When one member from a set of choices must be chosen, the alternatives are listed within braces (“{”
and “}"):

{DESCRI BE | DESC} tbl_nanme [col _nanme | wild]
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An ellipsis (. . . ) indicates the omission of a section of a statement, typically to provide a shorter
version of more complex syntax. For example, SELECT ... | NTO OUTFI LE is shorthand for the form
of SELECT statement that has an | NTO OUTFI LE clause following other parts of the statement.

An ellipsis can also indicate that the preceding syntax element of a statement may be repeated. In
the following example, multiple r eset _opt i on values may be given, with each of those after the first
preceded by commas:

RESET reset _option [,reset_option] ...

Commands for setting shell variables are shown using Bourne shell syntax. For example, the sequence
to set the CC environment variable and run the conf i gur e command looks like this in Bourne shell
syntax:

$> CC=gcc ./configure

If you are using csh or t csh, you must issue commands somewhat differently:

$> setenv CC gcc
$> ./configure

Manual Authorship

The Reference Manual source files are written in DocBook XML format. The HTML version and other
formats are produced automatically, primarily using the DocBook XSL stylesheets. For information
about DocBook, see http://docbook.org/

This manual was originally written by David Axmark and Michael “Monty” Widenius. It is maintained
by the MySQL Documentation Team, consisting of Edward Gilmore, Stefan Hinz, David Hollis, Philip
Olson, Daniel So, and Jon Stephens.

1.2 Overview of the MySQL Database Management System
1.2.1 What is MySQL?

MySQL, the most popular Open Source SQL database management system, is developed, distributed,
and supported by Oracle Corporation.

The MySQL website (http://www.mysqgl.com/) provides the latest information about MySQL software.
 MySQL is a database management system.

A database is a structured collection of data. It may be anything from a simple shopping list to

a picture gallery or the vast amounts of information in a corporate network. To add, access, and
process data stored in a computer database, you need a database management system such

as MySQL Server. Since computers are very good at handling large amounts of data, database
management systems play a central role in computing, as standalone utilities, or as parts of other
applications.

 MySQL databases are relational.

A relational database stores data in separate tables rather than putting all the data in one big
storeroom. The database structures are organized into physical files optimized for speed. The
logical model, with objects such as databases, tables, views, rows, and columns, offers a flexible
programming environment. You set up rules governing the relationships between different data
fields, such as one-to-one, one-to-many, unique, required or optional, and “pointers” between
different tables. The database enforces these rules, so that with a well-designed database, your
application never sees inconsistent, duplicate, orphan, out-of-date, or missing data.

The SQL part of “MySQL” stands for “Structured Query Language”. SQL is the most common
standardized language used to access databases. Depending on your programming environment,
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you might enter SQL directly (for example, to generate reports), embed SQL statements into code
written in another language, or use a language-specific API that hides the SQL syntax.

SQL is defined by the ANSI/ISO SQL Standard. The SQL standard has been evolving since 1986
and several versions exist. In this manual, “SQL-92" refers to the standard released in 1992,
“SQL:1999" refers to the standard released in 1999, and “SQL:2003" refers to the current version
of the standard. We use the phrase “the SQL standard” to mean the current version of the SQL
Standard at any time.

* MySQL software is Open Source.

Open Source means that it is possible for anyone to use and modify the software. Anybody can
download the MySQL software from the Internet and use it without paying anything. If you wish, you
may study the source code and change it to suit your needs. The MySQL software uses the GPL
(GNU General Public License), http://www.fsf.org/licenses/, to define what you may and may not do
with the software in different situations. If you feel uncomfortable with the GPL or need to embed
MySQL code into a commercial application, you can buy a commercially licensed version from us.
See the MySQL Licensing Overview for more information (http://www.mysgl.com/company/legal/
licensing/).

» The MySQL Database Server is very fast, reliable, scalable, and easy to use.

If that is what you are looking for, you should give it a try. MySQL Server can run comfortably on a
desktop or laptop, alongside your other applications, web servers, and so on, requiring little or no
attention. If you dedicate an entire machine to MySQL, you can adjust the settings to take advantage
of all the memory, CPU power, and I/O capacity available. MySQL can also scale up to clusters of
machines, networked together.

MySQL Server was originally developed to handle large databases much faster than existing
solutions and has been successfully used in highly demanding production environments for several
years. Although under constant development, MySQL Server today offers a rich and useful set of
functions. Its connectivity, speed, and security make MySQL Server highly suited for accessing
databases on the Internet.

» MySQL Server works in client/server or embedded systems.

The MySQL Database Software is a client/server system that consists of a multithreaded SQL server
that supports different back ends, several different client programs and libraries, administrative tools,
and a wide range of application programming interfaces (APIS).

We also provide MySQL Server as an embedded multithreaded library that you can link into your
application to get a smaller, faster, easier-to-manage standalone product.

* A large amount of contributed MySQL software is available.

MySQL Server has a practical set of features developed in close cooperation with our users. It is
very likely that your favorite application or language supports the MySQL Database Server.

« HeatWave.

HeatWave is a fully managed database service, powered by the HeatWave in-memory query
accelerator. It is the only cloud service that combines transactions, real-time analytics across data
warehouses and data lakes, and machine learning in one MySQL Database; without the complexity,
latency, risks, and cost of ETL duplication. It is available on OCI, AWS, and Azure. Learn more at:
https://www.oracle.com/mysq|l/.

The official way to pronounce “MySQL" is “My Ess Que EIlI” (not “my sequel”), but we do not mind if you
pronounce it as “my sequel” or in some other localized way.

1.2.2 The Main Features of MySQL
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This section describes some of the important characteristics of the MySQL Database Software. In most
respects, the roadmap applies to all versions of MySQL. For information about features as they are
introduced into MySQL on a series-specific basis, see the “In a Nutshell” section of the appropriate
Manual:

MySQL 8.4: Section 1.4, “What Is New in MySQL 8.4 since MySQL 8.0"
MySQL 8.0: What Is New in MySQL 8.0

MySQL 5.7: What Is New in MySQL 5.7

Internals and Portability

Written in C and C++.
Tested with a broad range of different compilers.

Works on many different platforms. See https://www.mysql.com/support/supportedplatforms/
database.html.

For portability, configured using CVake.

Tested with Purify (a commercial memory leakage detector) as well as with Valgrind, a GPL tool
(https://valgrind.org/).

Uses multi-layered server design with independent modules.

Designed to be fully multithreaded using kernel threads, to easily use multiple CPUs if they are
available.

Provides transactional and nontransactional storage engines.
Uses very fast B-tree disk tables (Myl SAM) with index compression.

Designed to make it relatively easy to add other storage engines. This is useful if you want to provide
an SQL interface for an in-house database.

Uses a very fast thread-based memory allocation system.
Executes very fast joins using an optimized nested-loop join.
Implements in-memory hash tables, which are used as temporary tables.

Implements SQL functions using a highly optimized class library that should be as fast as possible.
Usually there is no memory allocation at all after query initialization.

Provides the server as a separate program for use in a client/server networked environment.

Data Types

Many data types: signed/unsigned integers 1, 2, 3, 4, and 8 bytes long, FLOAT, DOUBLE, CHAR,
VARCHAR, Bl NARY, VARBI NARY, TEXT, BLOB, DATE, Tl ME, DATETI ME, TI MESTAMP, YEAR, SET,
ENUM and OpenGIS spatial types. See Chapter 13, Data Types.

Fixed-length and variable-length string types.

Statements and Functions

Full operator and function support in the SELECT list and WWHERE clause of queries. For example:

nysqgl > SELECT CONCAT(first_nanme, ' ', |ast_nane)
-> FROM citi zen
-> WHERE i ncone/ dependents > 10000 AND age > 30;
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Security

 Full support for SQL GROUP BY and ORDER BY clauses. Support for group functions (COUNT( ) ,

AVE), STD(), SUM ), MAX() , M N() , and GROUP_CONCAT( ) ).

» Support for LEFT OUTER JO Nand Rl GHT OUTER JO N with both standard SQL and ODBC

syntax.

» Support for aliases on tables and columns as required by standard SQL.

e Support for DELETE, | NSERT, REPLACE, and UPDATE to return the number of rows that were

changed (affected), or to return the number of rows matched instead by setting a flag when
connecting to the server.

» Support for MySQL-specific SHOWstatements that retrieve information about databases, storage

engines, tables, and indexes. Support for the | NFORVATI ON_SCHENA database, implemented
according to standard SQL.

» An EXPLAI N statement to show how the optimizer resolves a query.

* Independence of function names from table or column names. For example, ABS is a valid column

name. The only restriction is that for a function call, no spaces are permitted between the function
name and the “( " that follows it. See Section 11.3, “Keywords and Reserved Words”.

* You can refer to tables from different databases in the same statement.

» A privilege and password system that is very flexible and secure, and that enables host-based

verification.

» Password security by encryption of all password traffic when you connect to a server.

Scalability and Limits

» Support for large databases. We use MySQL Server with databases that contain 50 million records.

We also know of users who use MySQL Server with 200,000 tables and about 5,000,000,000 rows.

» Support for up to 64 indexes per table. Each index may consist of 1 to 16 columns or parts of

columns. The maximum index width for | nnoDB tables is either 767 bytes or 3072 bytes. See
Section 17.21, “InnoDB Limits”. The maximum index width for Myl SAMtables is 1000 bytes. See
Section 18.2, “The MyISAM Storage Engine”. An index may use a prefix of a column for CHAR,
VARCHAR, BLOB, or TEXT column types.

Connectivity

 Clients can connect to MySQL Server using several protocols:
¢ Clients can connect using TCP/IP sockets on any platform.

« On Windows systems, clients can connect using named pipes if the server is started with
the naned_pi pe system variable enabled. Windows servers also support shared-memory
connections if started with the shar ed_nenor y system variable enabled. Clients can connect
through shared memory by using the - - pr ot ocol =nenory option.

< On Unix systems, clients can connect using Unix domain socket files.

* MySQL client programs can be written in many languages. A client library written in C is available for

clients written in C or C++, or for any language that provides C bindings.

» APIs for C, C++, Eiffel, Java, Perl, PHP, Python, Ruby, and Tcl are available, enabling MySQL
clients to be written in many languages. See Chapter 31, Connectors and APIs.

» The Connector/ODBC (MyODBC) interface provides MySQL support for client programs that use

ODBC (Open Database Connectivity) connections. For example, you can use MS Access to connect
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to your MySQL server. Clients can be run on Windows or Unix. Connector/ODBC source is available.
All ODBC 2.5 functions are supported, as are many others. See MySQL Connector/ODBC Developer
Guide.

» The Connector/J interface provides MySQL support for Java client programs that use JDBC
connections. Clients can be run on Windows or Unix. Connector/J source is available. See MySQL
Connector/J Developer Guide.

* MySQL Connector/NET enables developers to easily create .NET applications that require secure,
high-performance data connectivity with MySQL. It implements the required ADO.NET interfaces and
integrates into ADO.NET aware tools. Developers can build applications using their choice of .NET
languages. MySQL Connector/NET is a fully managed ADO.NET driver written in 100% pure C#.
See MySQL Connector/NET Developer Guide.

Localization

» The server can provide error messages to clients in many languages. See Section 12.12, “Setting
the Error Message Language”.

* Full support for several different character sets, including | at i n1 (cp1252), ger man, bi g5, uj i s,
several Unicode character sets, and more. For example, the Scandinavian characters “a”, “4” and “6”
are permitted in table and column names.

» All data is saved in the chosen character set.

» Sorting and comparisons are done according to the default character set and collation. It is possible
to change this when the MySQL server is started (see Section 12.3.2, “Server Character Set and
Collation™). To see an example of very advanced sorting, look at the Czech sorting code. MySQL
Server supports many different character sets that can be specified at compile time and runtime.

» The server time zone can be changed dynamically, and individual clients can specify their own time
zone. See Section 7.1.15, “MySQL Server Time Zone Support”.

Clients and Tools

* MySQL includes several client and utility programs. These include both command-line programs
such as nysqgl dunp and mysqgl adm n, and graphical programs such as MySQL Workbench.

* MySQL Server has built-in support for SQL statements to check, optimize, and repair tables. These
statements are available from the command line through the mysql check client. MySQL also
includes nyi santhk, a very fast command-line utility for performing these operations on Myl SAM
tables. See Chapter 6, MySQL Programs.

* MySQL programs can be invoked with the - - hel p or - ? option to obtain online assistance.

1.2.3 History of MySQL

We started out with the intention of using the nSQL database system to connect to our tables using

our own fast low-level (ISAM) routines. However, after some testing, we came to the conclusion that
nSQL was not fast enough or flexible enough for our needs. This resulted in a new SQL interface to our
database but with almost the same API interface as nSQL. This APl was designed to enable third-party
code that was written for use with nSQL to be ported easily for use with MySQL.

MySQL is named after co-founder Monty Widenius's daughter, My.

The name of the MySQL Dolphin (our logo) is “Sakila,” which was chosen from a huge list of names
suggested by users in our “Name the Dolphin” contest. The winning name was submitted by Ambrose
Twebaze, an Open Source software developer from Eswatini (formerly Swaziland), Africa. According
to Ambrose, the feminine name Sakila has its roots in SiSwati, the local language of Eswatini. Sakila is
also the name of a town in Arusha, Tanzania, near Ambrose's country of origin, Uganda.
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1.3 MySQL Releases: Innovation and LTS

The MySQL release model is divided into two main tracks: LTS (Long-Term Support) and Innovation.
All LTS and Innovation releases include bug and security fixes, and are considered production-grade
quality.

Figure 1.1 MySQL Release Schedule

A

10.2.0
101.0
10.0.0
9.7.x LTS
9.6.0
9.5.0
9.4.0
9.3.0
9.2.0
91.0
9.0.0
8.4.x LTS
8.3.0
8.20

8.1.0
8.0.x

Legend:

Innovation releases (individual)
LTS series (multiple release)

Bugfix series (multiple release)

MySQL LTS Releases

» Audi ence: If your environment requires a stable set of features and a longer support period.

» Behavi or: These releases only contain necessary fixes to reduce the risks associated with changes
in the database software's behavior. There are no removals within an LTS release. Features can be
removed (and added) only in the first LTS release (such as 8.4.0 LTS) but not later.

e Support: An LTS series follows the Oracle Lifetime Support Policy, which includes 5 years of
premier support and 3 years of extended support.

MySQL Innovation Releases

« Audi ence: If you want access to the latest features, improvements, and changes. These releases
are ideal for developers and DBAs working in fast-paced development environments with high levels
of automated tests and modern continuous integration techniques for faster upgrade cycles.

» Behavi or : Apart from new features in innovation releases, behavior changes are also expected
as code is refactored, deprecated functionality is removed, and when MySQL is modified to behave
more in line with SQL Standards. This will not happen within an LTS release.

Behavior changes can have a big impact, especially when dealing with anything application-related,
such as SQL syntax, new reserved words, query execution, and query performance. Behavior
changes might require application changes which can involve considerable effort to migrate. We
intend to provide the necessary tools and configuration settings to make these transitions easier.
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MySQL Portfolio

e Support: Innovation releases are supported until the next Innovation release.

MySQL Portfolio

MySQL Server, MySQL Shell, MySQL Router, MySQL Operator for Kubernetes, and MySQL NDB
Cluster have both Innovation and LTS releases.

MySQL Connectors have one release using the latest version number but remain compatible with all
supported MySQL Server versions. For example, MySQL Connector/Python 9.0.0 is compatible with
MySQL Server 8.0, 8.4, and 9.0.

Installing, Upgrading, and Downgrading

Having two tracks affects how MySQL is installed, upgraded, and downgraded. Typically you choose
one particular track and all upgrades progress accordingly.

When using the official MySQL repository, the desired track is defined in the repository configuration.
For example, with Yum choose nysql - i nnovat i on- communi t y to install and upgrade Innovation
releases or nysql - 8. 4- 1t s- communi ty to install and upgrade MySQL 8.4.x releases.

LTS Notes

Functionality remains the same and data format does not change in an LTS series, therefore in-place
upgrades and downgrades are possible within the LTS series. For example, MySQL 8.4.0 can be
upgraded to a later MySQL 8.4.x release. Additional upgrade and downgrade methods are available,
such as the clone plugin.

Upgrading to the next LTS series is supported, such as 8.4.x LTS to 9.7.x LTS, while skipping an LTS
series is not supported. For example, 8.4.x LTS can't skip 9.7.x LTS to directly upgrade to 10.7.x LTS.

Innovation Notes

An Innovation installation follows similar behavior in that an Innovation release upgrades to a more
recent Innovation series release. For example, MySQL 9.0.0 Innovation would upgrade to MySQL
9.3.0.

The main difference is that you cannot directly upgrade between an Innovation series of different major
versions, such as 8.3.0 to 9.0.0. Instead, first upgrade to the nearest LTS series and then upgrade to
the following Innovation series. For example, upgrading 8.3.0 to 8.4.0, and then 8.4.0 to 9.0.0, is a valid
upgrade path.

To help make the transition easier, the official MySQL repository treats the first LTS release as
both LTS and Innovation, so for example with the Innovation track enabled in your local repository
configuration, MySQL 8.3.0 upgrades to 8.4.0, and later to 9.0.0.

Innovation release downgrades require a logical dump and load.
Additional Information and Examples

For additional information and specific example supported scenarios, see Section 3.2, “Upgrade Paths”
or Chapter 4, Downgrading MySQL. They describe available options to perform in-place updates (that
replace binaries with the latest packages), a logical dump and load (such as using nysql dunp or
MySQL Shell's dump utilities), cloning data with the clone plugin, and asynchronous replication for
servers in a replication topology.

1.4 What Is New in MySQL 8.4 since MySQL 8.0

This section summarizes what has been added to, deprecated in, changed, and removed from MySQL
8.4 since MySQL 8.0. A companion section lists MySQL server options and variables that have been
added, deprecated, or removed in MySQL 8.4; see Section 1.5, “Server and Status Variables and
Options Added, Deprecated, or Removed in MySQL 8.4 since 8.0".
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e Features Added or Changed in MySQL 8.4

» Features Deprecated in MySQL 8.4

» Features Removed in MySQL 8.4

Features Added

or Changed in MySQL 8.4

The following features have been added to MySQL 8.4:

* MySQL native password authentication changes.
nysqgl native_ passwor d authentication plugin is no longer enabled by default. To enable it,
start the server with - - nysqgl - nat i ve- passwor d=ON (added in MySQL 8.4.0), or by including
nysqgl native passwor d=ONinthe [ mysql d] section of your MySQL configuration file (added in
MySQL 8.4.0).

Beginning with MySQL 8.4.0, the deprecated

For more information about enabling, using, and disabling mysql _nati ve_passwor d, see
Section 8.4.1.1, “Native Pluggable Authentication”.

* InnoDB system variable default value changes.

The default values for a number of server

system variables relating to the | nnoDB storage engine were changed in MySQL 8.4.0, as shown in
the following table:

Table 1.1 InnoDB system variable default values in MySQL 8.4 differing from MySQL 8.0

InnoDB
System
Variable
Name

New Default Value (MySQL 8.4)

Previous Default Value (MySQL 8.0)

i nnodb_ORF i VADN IDONT DEMPeis fsupported,

otherwise ON

ON

i nnodb_htif hieodipoblf f est pockssi ze

<=1 GiB, then
i nnodb_buf fer _pool _i nstances=1

If i nnodb_buf fer_pool size>1GiB,
then this is the minimum value from the
following two calculated hints in the range of
1-64:

 Buffer pool hint: Calculated as 1/2
of (i nnodb_buf fer_pool size/
i nnodb_buf fer _pool chunk_si ze)

e CPU hint: Calculated as 1/4 of the
number of available logical processors

8 (or 1ifi nnodb_buffer pool size<l1
GiB)

i nnodb_

ctarege _buffering

al |

i nnodb-
dedi cat
server

If ON?, the value of

i nnodb_fl ush_net hod is no

doRger changed as in MySQL

8.0, but the calculation of

i nnodb_redo_| og_capaci ty is changed
from memory-based to CPU-based. For
more information, see Section 17.8.12,
“Enabling Automatic InnoDB Configuration
for a Dedicated MySQL Server”.

i nnodb__

ddfdpt i ve_hash_i ndex

ON

i nnodb__

doublewite files

i nnodb_buf fer_pool _i nstances *2

11
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InnoDB |[New Default Value (MySQL 8.4) Previous Default Value (MySQL 8.0)
System

Variable

Name

i nnodb_d®8bl ewr i t e_pages i nnodb_write_io_threads, which

meant a default of 4

i nnodb_fO B3I REEE i sdpported, otherwise f sync  |fsync

on Linux

i nnodb_J1®008paci ty 200

i nnodb_j2* capadbt yonaapaci ty 2*innodb_i o_capaci ty, with a
minimum default value of 2000

i nnodb_|6Y4.08864 €64 MiB§ 16777216 (16 MiB)

i nnodb_rNra_i nterl eave OFF

i nnodb_pagedld darfdres _pool i nst ances 4

i nnodb_ jevailablellogiealdprobessats / 8, with a 4

minimum default value of 4

nnodb_[uif geaildble éatical processors is <= 16, 4

otherwise 4

i nnodb_razvailable logicakbprecessors / 2, with a 4
minimum default value of 4

i nnodb_13¢_ fdatasync OFF

t enpt ab|3% o totabmemory, with a default value 1073741824 (1 GiB)
within a range of 1-4 GiB

t enpt ab|CG wiach means OFF 1073741824 (1 GiB)
t enpt ab @:_mse_mrapb ON

2 The actual default value of this variable is OFF; this is unchanged from MySQL 8.0.
b Deprecated in MySQL 8.0.26.

Clone plugin.  The clone plugin versioning requirement was relaxed to allow cloning between
different point releases in the same series. In other words, only the major and minor version numbers
must match when previously the point release number also had to match.

For example, clone functionality now permits cloning 8.4.0 to 8.4.14 and vice-versa.

SASL-based LDAP authentication on Windows.  On Microsoft Windows, the server plugin for
SASL-based LDAP authentication is now supported. This means that Windows clients can now use
GSSAPI/Kerberos for authenticating with the aut hent i cati on_| dap_sasl _cl i ent plugin.

For more information, see SASL-Based LDAP Authentication (Without Proxying).

MySQL Replication: SOURCE_RETRY_COUNT change. The default value for the
SOURCE_RETRY_COUNT option of the CHANGE REPLI CATI ON SOURCE TOstatement was changed
to 10. This means that, using the default values for this option and for SOURCE_CONNECT _RETRY
(60), the replica waits 60 seconds between reconnection attempts, and keeps attempting to
reconnect at this rate for 10 minutes before timing out and failing over.

This change also applies to the default value of the deprecated - - nast er-retry- count server
option. (You should use SOURCE _RETRY_COUNT, instead.)

For more information, see Section 19.4.9.1, “Asynchronous Connection Failover for Sources”.

MySQL Replication: tagged GTIDs.  The format of global transaction identifiers (GIDs) used
in MySQL Replication and Group Replication has been extended to enable identification of groups
of transactions, making it possible to assign a unique name to the GTIDs which belong to a
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specific group of transactions. For example, transactions containing data operations can easily be
distinguished from those arising from administrative operations simply by comparing their GTIDs.

The new GTID format is UUI D: TAG. NUVBER, where TAGis a string of up to 8 characters, which is
enabled by setting the value of the gt i d_next system variable to AUTOVATI C: TAG, added in this
release (see the description of the variable for tag format and other information). This tag persists for
all transactions originating in the current session (unless changed using SET gti d_next), and is
applied at commit time for such transactions, or, when using Group Replication, at certification time.
It is also possible to set gti d_next to UUI D: TAG NUVBER to set the UUID of a single transaction
to an arbitrary value, along with assigning it a custom tag. The assignments of UUl D and NUVBER
are otherwise unchanged from previous MySQL releases. In either case, the user is responsible for
making sure that the tag is unique to a given replication topology.

The original UUI D: NUVBER format for GTIDs continues to be supported unchanged, as implemented
in previous versions of MySQL; changes to existing replication setups using GTIDs are not required.

Setting gt i d_next to AUTOVATI C. TAGor UUI D: TAG NUMBER requires a new

TRANSACTI ON_GTI D_TAG privilege which is added in this release; this is true both on the originating
server as well as for the PRI VI LEGE_CHECKS_APPLI ER for the replica applier thread. This also
means that an administrator can now restrict the use of SET @t i d_next =AUTOVATI C. TAGor

UUI D: TAG NUMBER to a desired set of MySQL users or roles so that that only those users related to
a given data or operational domain can commit new transactions with assigned tags.

Note
@ When upgrading from a previous version of MySQL to MySQL 8.4, any user
accounts or roles which already have the Bl NLOG_ADM N privilege are
automatically granted the TRANSACTI ON_GTI D_TAGprivilege.
The built-in functions GT1 D_SUBSET( ), GTI D_SUBTRACT() , and
WAI T_FOR_EXECUTED GTI D_SET() are compatible with tagged GTIDs.

For more information, see the descriptions of the gt i d_next system variable and the
TRANSACTI ON_GTI D_TAG privilege, as well as Section 19.1.4, “Changing GTID Mode on Online
Servers”.

Replication: SQL_AFTER_GTIDS and MTA. The START REPLI CA statement option
SQL_AFTER_GTI DS is now compatible with the multi-threaded applier. (Previously, when

MTA was enabled and the user attempted to use this option, the statement raised the warning
ER_MTIA_FEATURE_|I S_NOT_SUPPORTED, and the replica was switched to single-threaded mode.)
This means that a replica which needs to catch up with missing transactions can now do so without
losing the performance advantage from multithreading.

For more information, see Section 15.4.2.4, “START REPLICA Statement”, as well as the
documentation for the r epl i ca_par al | el _wor ker s system variable. See also Section 19.2.3.2,
“Monitoring Replication Applier Worker Threads”, and Section 25.7.11, “NDB Cluster Replication
Using the Multithreaded Applier”.

Replication terminology backwards compatibility.  This release adds the - - out put - as-
ver si on option for mysql dunp. This option allows you to create a dump from a MySQL 8.2 or
newer server that is compatible with older versions of MySQL; its value, one of those listed here,
determines the compatibility of replication terminology used in the dump:

« SERVER: Gets the version of the server and uses the latest versions of replication statements and
variable names compatible with that MySQL version.

e BEFORE_8_2_0: Output is compatible with MySQL servers running versions 8.0.23 through 8.1.0,
inclusive.
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« BEFORE 8 0_23: Output is compatible with MySQL servers running versions prior to 8.0.23.
See the description of this option for more information.

In addition a new value is added to those already allowed for the t er ni nol ogy_use_previ ous
system variable. BEFORE_8 2 0 causes the server to print DI SABLE ON SLAVE (now deprecated)

instead of DI SABLE ON REPLI CA in the output of SHOW CREATE EVENT. The existing value
BEFORE 8 0_26 now also has this effect in addition to those it already had previously.

The MySQL version number used in version-specific comments supports a major version consisting
of one or two digits; this means that the entire version can be either five or six digits long. For

more information about how this change affects handling of versioned comments in MySQL, see
Section 11.7, “Comments”.

group_replication_set_as_primary() and DDL statements. The
group_replication_set_as_primary() function waits for ongoing DDL statements such as
ALTER TABLE when waiting for all transactions to complete, prior to electing a new primary.

For more information, see the description of this function.

14
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DDL and DCL statement tracking for group_replication_set_as_primary().
group_replication_set _as_primary() now waits for the following statements to complete
before a new primary is elected:

ALTER DATABASE

ALTER FUNCTI ON

ALTER | NSTANCE

ALTER PROCEDURE

ALTER SERVER

ALTER TABLESPACE

ALTER USER

ALTER VI EW

CREATE DATABASE

CREATE FUNCTI ON

CREATE PROCEDURE

CREATE RCLE

CREATE SERVER

CREATE SPATI AL REFERENCE SYSTEM

CREATE TABLESPACE

CREATE TRI GGER

CREATE USER

CREATE VI EW

DROP DATABASE

DROP FUNCTI ON

DROP PROCEDURE

DROP RCLE

DROP SERVER

DROP SPATI AL REFERENCE SYSTEM

DROP TABLESPACE

DROP TRI GGER

DROP USER

DROP VI EW

GRANT

RENAME TABLE

15
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* REVOKE

These are in addition to those statements added in MySQL 8.1 or otherwise already supported in this
regard. For more information, including a listing of all such statements supported in MySQL 8.3, see
the description of the gr oup_replication_set as_prinmary() function.

Group Replication version compatibility.  Version compatibility for servers within groups has
been extended as follows:

In-place downgrades of servers within groups are supported within the MySQL 8.4 LTS series. For
example, a member of a group running MySQL 8.4.2 can be downgraded to MySQL 8.4.0.

Similarly, cross-version group membership is also supported within the 8.4 release series. For
example, a server running MySQL 8.4.0 can join a group all of whose members currently run MySQL
8.4.2, as can a server running MySQL 8.4.3.

Group Replication variable defaults.  The default values of two server system variables relating
to Group Replication have been changed in MySQL 8.4:

« The default value of the group_repl i cation_consi st ency system variable was changed to
BEFORE_ON_PRI MARY_FAI LOVER in MySQL 8.4.0. (Previously, it was EVENTUAL.)

e The default value of the group_replication_exit state action system variable was
changed to OFFLI NE_MODE in MySQL 8.4.0. (Previously, it was READ_ONLY.)

For more information, see Section 20.5.3.2, “Configuring Transaction Consistency Guarantees”,
and Section 20.7.7, “Responses to Failure Detection and Network Partitioning”, as well as the
descriptions of the variables listed.

Added a number of status variables specific to the Group Replication plugin that improve diagnosis
and troubleshooting of network instabilities, providing statistics about network usage, control
messages, and data messages for each group member.

See Section 20.9.2, “Group Replication Status Variables”, for more information.

As part of this work, a new MEMBER_FAI LURE_SUSPI Cl ONS_COUNT column was added to the
Performance Schemar epl i cati on_group_communi cati on_i nf or mat i on table. The contents
of this column are formatted as a JSON array whose keys are group members ID and whose values
are the number of times the group member has been considered suspect. See the description of this
table for more information.

FLUSH_PRIVILEGES privilege. A new privilege is added in MySQL 8.4.0 specifically to allow
use of FLUSH PRI VI LEGES statements. Unlike the RELQOAD privilege, the FLUSH_ PRI VI LEGES
privilege applies only to FLUSH PRI VI LEGES statements.

In MySQL 8.4, the RELOAD privilege continues to be supported in this capacity to provide backwards
compatibility.

When upgrading, a check is performed to see whether there are any users having the
FLUSH_ PRI VI LEGES privilege; if there are none, any users having the RELOAD privilege are
automatically assigned the new privilege as well.

If you downgrade from MySQL 8.4 (or later) to a version of MySQL which does not support the
FLUSH_ PRI VI LEGES privilege, a user previously granted this privilege is unable to execute FLUSH
PRI VI LEGES statements unless the user has the RELOAD privilege.
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e OPTIMIZE_LOCAL_TABLE privilege. ~ MySQL 8.4.0 adds a new OPTI M ZE_LOCAL_TABLE
privilege. Users must have this privilege to execute OPTI M ZE LOCAL TABLE and OPTI M ZE
NO VRl TE_TO BI NLOG TABLE statements.

When upgrading from a previous release series, users having the SYSTEM USER privilege are
automatically granted the OPTI M ZE_LOCAL_TABLE privilege.

* MySQL Enterprise Data Masking and De-ldentification. = Data-masking components added
support for specifying a dedicated schema to store the related internal table and masking
functions. Previously, the nysql system schema provided the only storage option. The new
conponent maski ng. maski ng_dat abase read-only variable enables setting and persisting an
alternative schema name at server startup.

* Flushing of data masking dictionaries. = The MySQL Enterprise Data Masking and De-
Identification component now includes the ability to flush the data on the secondary or replica into
memory. This can be done in either of the ways described here:

« A flush can be performed by the user at any time using the maski ng_di cti onari es_fl ush()
function added in this release.

« The component can be configured to flush the memory periodically,
leveraging the Scheduler component, by setting the new
conmponent maski ng. di ctionaries_flush_ interval seconds system variable to an
appropriate value.

For more information, see Section 8.5, “MySQL Enterprise Data Masking and De-ldentification”, and
the descriptions of these items.

» Automatic histogram updates.  MySQL 8.4.0 adds support for automatic updates of histograms.
When this feature is enabled for a given histogram, it is updated whenever ANALYZE TABLE is
run on the table to which it belongs. In addition, automatic recalculation of persistent statistics by
| NnnoDB (see Section 17.8.10.1, “Configuring Persistent Optimizer Statistics Parameters”) also
updates the histogram. Histogram updates continue to use the same number of buckets as they
were originally specified with, if any.

You can enable this feature when specifying the histogram by including the AUTO UPDATE option for
the ANALYZE TABLE statement. To disable it, include MANUAL UPDATE instead. MVANUAL UPDATE
(no automatic updates) is the default if neither option is specified.

For more information, see Histogram Statistics Analysis.

e Addedthetl s-certificates-enforced-validati on system variable, which permits a DBA
to enforce certificate validation at server startup or when using the ALTER | NSTANCE RELOAD
TLS statement to reload certificates at runtime. With enforcement enabled, discovering an invalid
certificate halts server invocation at startup, prevents loading invalid certificates at runtime, and emits
warnings. For more information, see Configuring Certificate Validation Enforcement.

» Added server system variables to control the amount of time MySQL accounts that connect to a
MySQL server using LDAP pluggable authentication must wait when the LDAP server is down or
unresponsive. The default timeout became 30 seconds for the following simple and SASL-based
LDAP authentication variables:

e authentication_| dap_si npl e_connect _ti nmeout
e authentication_|l dap_si npl e_response_ti nmeout

e« authentication_| dap_sasl connect ti nmeout
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e authentication_|l dap_sasl _response_ti nmeout

Connection and response timeouts are configurable through the system variables on Linux platforms
only. For more information, see Setting Timeouts for LDAP Pluggable Authentication.

Logging of the shutdown process was enhanced, with the addition of startup and shutdown
messages for the MySQL server, plugins, and components. Such messages are now also logged
for closing connections. These additions should facilitate troubleshooting and debugging problems,
particularly in the event that the server takes an excessively long time to shut down.

For more information, see Section 7.4.2, “The Error Log”.

Additions to server startup and shutdown messages. Added the following types of messages
to the server startup and shutdown processes as noted in this list:

« Start and end messages for server initialization when the server is started with - -i ni ti al i ze or
--initialize-insecure;these are in addition to and distinct from those shown during normal
server startup and shutdown.

« Start and end messages for | nnoDB initialization.

« Start and end messages for init file execution during server initialization.

» Start and end messages for for execution of compiled-in statements during server initialization.
« Start and end mesages for crash recovery during server startup (if crash recovery occurs).

« Start and end messages for initialization of dynamic plugins during server startup.

« Start and end messages for compoenents initialization step (apparent during server startup).

« Messages for shutdown of replica threads, as well as graceful and forceful shutdown of connection
threads, during server shutdown.

« Start and end messages for shutdown of plugins and components during server shutdown.

 Exit code (return value) information with shutdown messages during initialization or server
shutdown and end)

In addition, if the server was built using W TH_SYSTEMD, the server now includes every syst end
message in the error log.

Added the SHOW PARSE_TREE statement, which shows the JSON-formatted parse tree for a
SELECT statement. This statement is intended for testing and development use only, and not in
production. It is available only in debug builds, or if MySQL was built from source using the CMake -
DW TH_SHOW PARSE_TREE option, and is not included or supported in release builds.

Thread pool plugin connection information.  Added thread pool connection information to the
MySQL Performance Schema, as follows:

e Added at p_connecti ons table, with information about each thread pool connection.

* Added the following columns to thet p_t hr ead_st at e table: TI ME_OF ATTACH,
MARKED_ STALLED, STATE, EVENT _COUNT, ACCUMULATED EVENT_TI ME, EXEC COUNT, and
ACCUMULATED _EXEC TI ME

¢ Added the following columns to thet p_t hread_gr oup_st at e table:
EFFECTI VE_MAX_TRANSACTI ONS_LI M T, NUM_QUERY_THREADS,
TI ME_OF_LAST_THREAD CREATI ON, NUM CONNECT HANDLER THREAD | N SLEEP,
THREADS_BOUND_TO TRANSACTI ON, QUERY_THREADS_COUNT, and
TI ME_OF_EARLI EST_CON_EXPI RE.
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For more information, see Section 7.6.3, “MySQL Enterprise Thread Pool”, and Section 29.12.16,
“Performance Schema Thread Pool Tables”.

Information Schema PROCESSLIST table usage.  Although the

| NFORVATI ON_SCHENMA. PROCESSLI ST table was deprecated in MySQL 8.0.35 and 8.2.0, interest
remains in tracking its usage. This release adds two system status variables providing information
about accesses to the PROCESSLI ST table, listed here:

e Deprecated use i _s processlist_count provides a count of the number of references to
the PROCESSLI ST table in queries since the server was last started.

e Deprecated_use i _s processlist _|ast_tinmestanp stores the time the PROCESSLI ST
table was last accessed. This is a timestamp value (number of microseconds since the Unix
Epoch).

Hash table optimization for set operations.  MySQL 8.2 improves performance of statements
using the set operations EXCEPT and | NTERSECT by means of a new hash table optimization which
is enabled automatically for such statements, and controlled by setting the hash_set operati ons
optimizer switch; to disable this optimization and cause the optimizer to used the old temporary table
optimization from previous versions of MySQL, set this flag to of f .

The amount of memory allocated for this optimization can be controlled by setting the value of the
set _operations_buffer_size server system variable; increasing the buffer size can further
improve execution times of some statements using these operations.

See Section 10.9.2, “Switchable Optimizations”, for more information.

WITH_LD CMake option. W TH_LD: Define whether to use the llvm lld or mold linker, otherwise
use the standard linker. W TH_LD also replaces the USE_LD LLD CMake option that was removed in
MySQL 8.3.0.

MySQL Enterprise Firewall enhancements. A number of enhancements were made since
MySQL 8.0 to MySQL Enterprise Firewall. These are listed here:

» Stored procedures provided by MySQL Enterprise Firewall now behave in transactional fashion.
When an error occurs during execution of a firewall stored procedure, an error is reported, and all
changes made by the stored procedure up to that point in time are rolled back.

e Firewall stored procedures now avoid performing unnecessary combinations of DELETE plus
| NSERT statements, as well as those of | NSERT | GNORE plus UPDATE operations, thus
consuming less time and fewer resources, making them faster and more efficient.

* User-based stored procedures and UDFs, deprecated in MySQL 8.0.26, now raise
a deprecation warning. Specifically calling either of sp_set firewal | _node() or
sp_reload_firewal | _rul es() generates such a warning. See Firewall Account Profile Stored
Procedures, as well as Migrating Account Profiles to Group Profiles, for more information.

« MySQL Enterprise Firewall now permits its memory cache to be reloaded periodically with data
stored in the firewall tables. The nysql _firewal | rel oad_interval seconds system
variable sets the periodic-reload schedule to use at runtime or it disables reloads by default.
Previous implementations reloaded the cache only at server startup or when the server-side plugin
was reinstalled.

e Added the nysql firewal | dat abase server system variable to enable storing internal tables,
functions, and stored procedures in a custom schema.

e Added theuninstal |l _firewall.sqgl scriptto simplify removing an installed firewall.

For more information about firewall stored procedures, see MySQL Enterprise Firewall Stored
Procedures.
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Pluggable authentication.  Added support for authentication to MySQL Server

using devices such as smart cards, security keys, and biometric readers in a WebAuthn
context. The new WebAuthn authentication method is based on the FIDO and FIDO2
standards. It uses a pair of plugins, aut hent i cati on_webaut hn on the server side and
aut henti cati on_webaut hn_cl i ent on the client side. The server-side WebAuthn
authentication plugin is included only in MySQL Enterprise Edition distributions.

Keyring migration.  Migration from a keyring component to a keyring plugin is supported. To
perform such a migration, use the - - keyri ng- m grati on-from conponent server option
introduced in MySQL 8.4.0, setting - - keyri ng-m grati on- sour ce to the name of the source
component, and - - keyri ng- m grati on-desti nati on the name of the target plugin.

See Key Migration Using a Migration Server, for more information.

MySQL Enterprise Audit. Addedthe audit_|og_filter_uninstall.sqgl scriptto simplify
removing MySQL Enterprise Audit.

New Keywords. Keywords added in MySQL 8.4 since MySQL 8.0. Reserved keywords are
marked with (R).

AUTO, BERNOULLI , GTI DS, LOG, MANUAL (R), PARALLEL (R), PARSE_TREE, QUALI FY (R), S3, and
TABLESAVPLE (R).

Preemptive group replication certification garbage collection. A system variable

added in MySQL 8.4.0group_replication_preenptive garbage collection

enables preemptive garbage collection for group replication running in single-primary

mode, keeping only the write sets for those transactions that have not yet been

committed. This can save time and memory consumption. An additional system variable
group_replication_preenptive_garbage collection_rows_threshol d (also introduced
in MySQL 8.4.0) sets a lower limit on the number of certification rows needed to trigger preemptive
garbage collection if it is enabled; the default is 100000.

In multi-primary mode, each write set in the certification information is required from the moment
a transaction is certified until it is committed on all members, which makes it necessary to detect
conflicts between transactions. In single-primary mode, where we need be concerned only about
transaction dependencies, this is not an issue; this means write sets need be kept only until
certification is complete.

It is not possible to change the group replication mode between single-primary and multi-primary
when group_replication_preenptive_garbage_col | ecti on is enabled.

See Section 20.7.9, “Monitoring Group Replication Memory Usage with Performance Schema
Memory Instrumentation”, for help with obtaining information about memory consumed by this
process.

Sanitized relay log recovery. In MySQL 8.4.0 and later, it is possible to recover the relay log with
any incomplete transactions removed. The relay log is now sanitized when the server is started with
--rel ay-1og-recover y=0OFF (the default), meaning that all of the following items are removed:

< Transactions which remain uncompleted at the end of the relay log

« Relay log files containing incomplete transactions or parts thereof only

» References in the relay log index file to relay log files which have thus been removed

For more information, see the description of the r el ay_| og_r ecovery server system variable.

MySQL upgrade history file.  As part of the installation process in MySQL 8.4.0 and later, a
file in JSON format named nysql _upgr ade_hi st ory is created in the server's data directory, or
updated if it already exists. This file includes information about the MySQL server version installed,
when it was installed, and whether the release was part of an LTS series or an Innovation series.
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A typical nysql _upgrade_hi st ory file might look something like this (formatting adjusted for
readability):

{

“file format":"1",

"upgrade_hi story":
[

{
"date":"2024-03-15 22: 02: 35",

"version":"8.4.0",
"maturity":"LTS",
"initialize":true

"date":"2024-05-17 17:46: 12",
"version":"8.4.1",
"maturity":"LTS",
"initialize":fal se

}

In addition, the installation process now checks for the presence of a mysqgl _upgr ade_i nf o file
(deprecated in MySQL 8.0, and is no longer used). If found, the file is removed.

* mysqgl client --system-command option.  The - - syst em conmand option for the mysql client,
available in MySQL 8.4.3 and later, enables or disables the syst emcommand.

This option is enabled by default. To disable it, use - - syst em conmand=0FF or - - ski p- system
command, which causes the syst emcommand to be rejected with an error.

Features Deprecated in MySQL 8.4

The following features are deprecated in MySQL 8.4 and may be removed in a future series. Where
alternatives are shown, applications should be updated to use them.

For applications that use features deprecated in MySQL 8.4 that have been removed in a later MySQL
version, statements may fail when replicated from a MySQL 8.4 source to a replica running a later
version, or may have different effects on source and replica. To avoid such problems, applications that
use features deprecated in 8.4 should be revised to avoid them and use alternatives when possible.

e group_replication_allow_local_lower_version_join system variable. The
group_replication_allow | ocal | ower_version_join system variable is deprecated, and
setting it causes a warning (ER_WARN DEPRECATED SYNTAX NO REPLACEMENT) to be logged.

You should expect this variable to be removed in a future version of MySQL. Since the functionality
enabled by setting gr oup_replication_allow | ocal | ower _version_joinisnolonger
useful, no replacement for it is planned.

» Group Replication recovery metadata.  Group Replication recovery no longer depends on
writing of view change events to the binary log to mark changes in group membership; instead, when
all members of a group are MySQL version 8.3.0 or later, members share compressed recovery
metadata, and no such event is logged (or assigned a GTID) when a new member joins the group.

Recovery metadata includes the GCS view ID, GTI D_SET of certified transactions, and certification
information, as well as a list of online members.

Since Vi ew_change_| og_event no longer plays a role in recovery, the
group_replication_view change_uui d system variable is no longer needed, and so
is now deprecated; expect its removal in a future MySQL release. You should be aware that
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no replacement or alternative for this variable or its functionality is planned, and develop your
applications accordingly.

WAIT_UNTIL_SQL_THREAD_AFTER_GTIDS() function.  The
WAI T_UNTI L_SQL_THREAD_AFTER_GTI DS() SQL function was deprecated in MySQL 8.0, and is
no longer supported as of MySQL 8.2. Attempting to invoke this function now causes a syntax error.

Instead of WAI T_UNTI L_SQ. THREAD AFTER GTI DS() , it is recommended that you use

WAI T_FOR_EXECUTED_GTI D_SET( ) , which allows you to wait for specific GTIDS. This works
regardless of the replication channel or the user client through which the specified transactions arrive
on the server.

GTID-based replication and IGNORE_SERVER_IDS.  When global transaction identifiers
(GTIDs) are used for replication, transactions that have already been applied are automatically
ignored. This means that | GNORE_SERVER | DS is not compatible with GTID mode. If gt i d_node

is ON, CHANGE REPLI CATI ON SOURCE TOwith a non-empty | GNORE_SERVER | DS list is rejected
with an error. Likewise, if any existing replication channel was created with a list of server IDs to be
ignored, SET gti d_node=0ONis also rejected. Before starting GTID-based replication, check for and
clear any ignored server ID lists on the servers involved; you can do this by checking the output from
SHOW REPLI CA STATUS. In such cases, you can clear the list by issuing CHANGE REPLI CATI ON
SOURCE TOwith an empty list of server IDs, as shown here:

CHANGE REPLI CATI ON SOQURCE TO | GNORE_SERVER IDS = ();

See Section 19.1.3.7, “Restrictions on Replication with GTIDs”, for more information.

Binary log transaction dependency tracking and logging format.  Using writeset information
for conflict detection has been found to cause issues with dependency tracking; for this reason, we
now limit the usage of writesets for conflict checks to when row-based logging is in effect.

This means that, in such cases, bi nl og_f or mat must be ROW and M XED is no longer supported.

expire_logs_days system variable. The expire_| ogs_days server system variable,
deprecated in MySQL 8.0, has been removed. Attempting to get or set this variable at runtime, or to
start mysqgl d with the equivalent option (- - expi r e- | ogs- days), now results in an error.

In place of expi re_| ogs_days, use bi nl og_expi re_| ogs_seconds, which allows you to
specify expiration periods other than (only) in an integral number of days.

Wildcard characters in database grants.  The use of the characters %and _ as wildcards in
database grants was deprecated in MySQL 8.2.0. You should expect for the wildcard functionality to
removed in a future MySQL release and for these characters always to be treated as literals, as they
are already whenever the value of the parti al _revokes server system variable is O\.

In addition, the treatment of %by the server as a synonym for | ocal host when checking privileges
is now also deprecated as of MySQL 8.2.0 and thus subject to removal in a future version of MySQL.

--character-set-client-handshake option.  The - -char act er - set - cl i ent - handshake
server option, originally intended for use with upgrades from very old versions of MySQL, is now
deprecated and a warning is issued whenever it is used. You should expect this option to be
removed in a future version of MySQL,; applications depending on this option should begin migration
away from it as soon as possible.

Nonstandard foreign keys.  The use of non-unique or partial keys as foreign keys is
nonstandard, and is deprecated in MySQL. Beginning with MySQL 8.4.0, you must explicitly enable
such keys by settingrestrict _fk _on _non_standard_key to OFF, or by starting the server with
--skip-restrict-fk-on-non-standard-key.

restrict _fk on _non_standard key is ONby default, which means that trying to use a
nonstandard key as a foreign key in a CREATE TABLE or other SQL statement is rejected with
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ER WARN DEPRECATED NON_ STANDARD KEY. Setting it to ON allows such statements to run, but
they raise the same error as a warning.

Upgrades from MySQL 8.0 are supported even if there are tables containing foreign keys referring to
non-unique or partial keys. In such cases, the server writes a list of warning messages containing the
names of any foreign keys which refer to nonstandard keys.

Features Removed in MySQL 8.4

The following items are obsolete and have been removed in MySQL 8.4. Where alternatives are
shown, applications should be updated to use them.

For MySQL 8.3 applications that use features removed in MySQL 8.4, statements may fail when
replicated from a MySQL 8.3 source to a MySQL 8.4 replica, or may have different effects on source
and replica. To avoid such problems, applications that use features removed in MySQL 8.4 should be
revised to avoid them and use alternatives when possible.

e Server options and variables removed. A number of server options and variables supported
in previous versions of MySQL have been removed in MySQL 8.4. Attempting to set any of them in
MySQL 8.4 raises an error. These options and variables are listed here:

e binlog transaction_dependency_tracki ng: Deprecated in MySQL 8.0.35 and MySQL
8.2.0. There are no plans to replace this variable or its functionality, which has been made internal
to the server. In MySQL 8.4 (and later), when multithreaded replicas are in use, the source
mysql d uses always writesets to generate dependency information for the binary log; this has
the same effect as setting bi nl og_transacti on_dependency_tracki ng to WRI TESET in
previous versions of MySQL.

e group_replication_recovery conpl ete_at: Deprecated in MySQL 8.0.34.
In MySQL 8.4 and later, the policy applied during the distributed recovery process is
always to mark a new member online only after it has received, certified, and applied
all transactions that took place before it joined the group; this is equivalent to setting
group_replication_recovery conpl ete_at to TRANSACTI ONS_APPLI EDin previous
versions of MySQL.

e avoi d_tenporal upgrade and show ol d_t enpor al s: Both of these variables were
deprecated in MySQL 5.6; neither of them had any effect in recent versions of MySQL. Both
variables have been removed; there are no plans to replace either of them.

e --no-dd-upgr ade: Deprecated in MySQL 8.0.16, now removed. Use - - upgr ade=NONE
instead.

e --0l dand - - new. Both deprecated in MySQL 8.0.35 and MySQL 8.2.0, and now removed.
e --language: Deprecated in MySQL 5.5, and now removed.

e The--ssl and --admi n-ssl server options, as well as the have_ssl| and have_openssl
server system variables, were deprecated in MySQL 8.0.26. They are all removed in this release.
Use--tls-versionand--adm n-tls-version instead.

e« Thedefault _authentication_pl ugi n system variable, deprecated in MySQL 8.0.27, is
removed as of MySQL 8.4.0. Use aut henti cati on_pol i cy instead.

As part of the removal of def aul t _aut henti cati on_pl ugi n, the syntax
for aut henti cati on_pol i cy has been changed. See the description of
aut henti cati on_pol i cy for more information.

e --skip-host-cache server option.  This option has been removed; start the server with - -
host - cache- si ze=0 instead. See Section 7.1.12.3, “DNS Lookups and the Host Cache”.
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e --innodb and --skip-innodb server options.  These options have been removed. The | nnoDB
storage engine is always enabled, and it is not possible to disable it.

» --character-set-client-handshake and --old-style-user-limits server options.  These
options were formerly used for compatibility with very old versions of MySQL which are no longer
supported or maintained, and thus no longer serve any useful purpose.

¢ FLUSH HOSTS statement.  The FLUSH HOSTS statement, deprecated in MySQL
8.0.23, has been removed. To clear the host cache, issue TRUNCATE TABLE
performance_schema. host _cache or nysql adnmi n fl ush-hosts.

e Obsolete replication options and variables. A number of options and variables relating to

MySQL Replication were deprecated in previous versions of MySQL, and have been removed from
MySQL 8.4. Attempting to use any of these now causes the server to raise a syntax error. These
options and variables are listed here:

e --slave-rows-search-al gorit hns: The algorithm used by the replication applier to look up
table rows when applying updates or deletes is now always HASH SCAN, | NDEX_ SCAN, and is no
longer configurable by the user.

 log _bin_use vl events: This allowed source servers running MySQL 5.7 and newer to
replicate to earlier versions of MySQL which are no longer supported or maintained.

e --relay-log-info-file,--relay-log-info-repository,--master-info-file,
--mast er-info-repository: The use of files for the applier metadata repository and the
connection metadata repository has been superseded by crash-safe tables, and is no longer
supported. See Section 19.2.4.2, “Replication Metadata Repositories”.

e transaction wite set _extraction
e group_replication_ip_whitelist:Usegroup_replication_ip_allowist instead.

e group_replication_primary_nenber: No longer needed; check the MEVMBER ROLE column
of the Performance Schemar epl i cati on_group_nenber s table instead.

Replication SQL syntax. A number of SQL statements used in MySQL Replication which were
deprecated in earlier versions of MySQL are no longer supported in MySQL 8.4. Attempting to use
any of these statements now produces a syntax error. These statements can be divided into two
groups those relating to source servers, and those referring to replicas, as shown here:

As part of this work, the DI SABLE ON SLAVE option for CREATE EVENT and ALTER EVENT
is now deprecated, and is superseded by DI SABLE ON REPLI CA. The corresponding term
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SLAVESI DE_DI SABLED is also now deprecated,and no longer used in event descriptions such as in
the Information Schema EVENTS table; REPLI CA S| DE_DI SABLED is now shown instead.

< Statements which have been removed, which relate to replication source servers, are listed here:

CHANGE MASTER TO Use CHANGE REPLI CATI ON SOURCE TO.

RESET MASTER: Use RESET Bl NARY LOGS AND GTI DS.

SHOW MASTER STATUS: Use SHOW Bl NARY LOG STATUS.

PURGE MASTER LOGS: Use PURCGE Bl NARY LOGS.

SHOW MASTER LOGS: Use SHOW Bl NARY LOGS.

« Removed SQL statements relating to replicas are listed here:

START SLAVE: Use START REPLI CA.

STOP SLAVE: Use STOP REPLI CA.

SHOW SLAVE STATUS: Use SHOW REPLI CA STATUS.

SHOW SLAVE HOSTS: Use SHOW REPLI CAS.

RESET SLAVE: Use RESET REPLI CA.

All of the statements listed previously were removed from MySQL test programs and files, as well as
from any other internal use.

In addition, a number of deprecated options formerly supported by CHANGE REPLI CATI ON SOURCE
TOand START REPLI CA have been removed and are no longer accepted by the server. The
removed options for each of these SQL statements are listed next.

¢ Options removed from CHANGE REPLI| CATI ON SOURCE TOare listed here:

MASTER_AUTO_PGCsSI TI ON: Use SOURCE_AUTO_POSI TI ON.
MASTER _HOST: Use SOURCE_HOST.

MASTER BI ND: Use SOURCE_BI ND.

MASTER UseR: Use SOURCE _UseR.

MASTER _PASSWCORD: Use SOURCE_PASSWORD.

MASTER PORT: Use SOURCE_PORT.

MASTER CONNECT _RETRY: Use SOURCE_CONNECT RETRY.
MASTER _RETRY_COUNT: Use SOURCE_RETRY_COUNT.
MASTER DELAY: Use SOURCE_DELAY.

MASTER _SSL: Use SOURCE_SSL.

MASTER SSL_CA: Use SOURCE_SSL_CA.

MASTER SSL_CAPATH: Use SOURCE_SSL_CAPATH.

MASTER _SSL_CI PHER: Use SOURCE_SSL_Cl PHER.
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« MASTER SSL_CRL: Use SOURCE_SSL_CRL.
» MASTER SSL_CRLPATH: Use SOURCE_SSL_CRLPATH.

« MASTER SSL_KEY: Use SOURCE_SSL_KEY.

« MASTER SSL_VERI FY_SERVER CERT: Use SOURCE_SSL_VERI FY_SERVER CERT.
« MASTER TLS_VERSI ON: Use SOURCE_TLS VERSI ON.

e MASTER TLS Cl PHERSUI TES: Use SOURCE_TLS_Cl PHERSUI TES.

« MASTER SSL_CERT: Use SOURCE_SSL_CERT.

« MASTER PUBLI C_KEY_PATH: Use SOURCE_PUBLI C KEY_PATH.

« GET_MASTER PUBLI C KEY: Use GET_SOURCE_PUBLI C_KEY.

 MASTER HEARTBEAT_PERI CD: Use SCURCE_HEARTBEAT_PERI OD.

« MASTER COWMPRESSI ON_ALGORI THVS: Use SOURCE_COVPRESSI ON_ALGORI THVS.
e MASTER ZSTD COWVPRESSI ON_LEVEL: Use SOURCE_ZSTD COMPRESSI ON_LEVEL.
« MASTER LOG FI LE: Use SOURCE_LOG FI LE.

e MASTER LOG PCS: Use SOURCE_LOG_PCS.

Options removed from the START REPLI CA statement are listed here:

« MASTER LOG FI LE: Use SOURCE_LOG FI LE.

e MASTER LOG PCS: Use SOURCE_LOG_PCS.

System variables and NULL. Itis not intended or supported for a MySQL server startup option
to be setto NULL (- - ny- opt i on=NULL) and have it interpreted by the server as SQL NULL, and
should not be possible. MySQL 8.1 (and later) specifically disallows setting startup options to NULL
in this fashion, and rejects an attempt to do with an error. Attempts to set the corresponding server
system variables to NULL using SET or similar in the nmysql client are also rejected.

The server system variables in the following list are excepted from the restriction just described:
e« admi n_ssl _ca

e adm n_ssl _capath

e admin_ssl _cert

e adm n_ssl _ci pher

e adm n_tls _ciphersuites

e adm n_ssl _key

e admi n_ssl _cr

e adm n_ssl _crlpath

e basedir

e character_sets_dir
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« ft_stopword file

e group_replication_recovery tls ciphersuites
«init _file

e | c_nessages_dir

o plugin_dir

e relay_Ilog

e relay _log_info file

e replica |oad tnpdir

 ss| _ca

e ss| _capath

e ssl _cert

e ssl _ci pher

e ssl_crl

e ssl _crlpath

e ssl _key

* socket

e tls_ciphersuites

e tnpdir

See also Section 7.1.8, “Server System Variables”.

Identifiers with an initial dollar sign.  The use of the dollar sign ($) as the initial character of
an unquoted identifier was deprecated in MySQL 8.0, and is restricted in MySQL 8.1 and later;
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using an unquoted identifier beginning with a dollar sign and containing one or more dollar signs
(in addition to the first one) now generates a syntax error.

Unguoted identifiers starting with $ are not affected by this restriction if they do not contain any
additional $ characters.

See Section 11.2, “Schema Object Names”.

Also as part of this work, the following server status variables, previously deprecated, have been
removed. They are listed here, along with their replacements:

Com sl ave start:UseComreplica start.

Com sl ave_st op: Use Com repl i ca_st op.

Com show_sl ave_st at us: Use Com show replica_stat us.
Com show sl ave_host s: Use Com show replicas.

Com show _mast er _st at us: Use Com show _bi nary_| og_st at us.

Com change_nast er: Use Com change_repli cati on_source.

The variables just listed as removed no longer appear in the output of statements such as SHOW
STATUS. See also Com_xxx Variables.

Plugins. A number of plugins were removed in MySQL 8.4.0, and are listed here, along with any
system variables and other features associated with them which were also removed or otherwise
affected by the plugin removal:

aut hentication_fidoandauthentication_fido_client plugins: Use the
aut henti cati on_webaut hn plugin instead. See Section 8.4.1.11, “WebAuthn Pluggable
Authentication”.

The aut henti cati on_fido_rp_id server system variable, nysql client--fi do-register-
fact or option, and the - DW TH_FI DO CMake option were also removed.

keyring_fil e plugin: Use the conponent keyring fil e componentinstead. See
Section 8.4.4.4, “Using the component_keyring_file File-Based Keyring Component”.

The keyring fil e _data system variable was also removed. In addition, the CMake options -
DI NSTALL_MYSQLKEYRI NGDI Rand - DW TH_KEYRI NG_TEST were removed.

keyring_encrypted_fil e plugin: Use the conponent _keyring_encrypted_file
component instead. See Section 8.4.4.5, “Using the component_keyring_encrypted_file Encrypted
File-Based Keyring Component”.

The keyring _encrypted file dataandkeyring encrypted fil e password system
variables were also removed.

keyring_oci plugin: Use the conponent _keyring_oci componentinstead. See
Section 8.4.4.9, “Using the Oracle Cloud Infrastructure Vault Keyring Component”.

The following server system variables were also removed: keyri ng _oci _ca_certificate,
keyring_oci _conpartnent, keyring_oci _encrypti on_endpoi nt,
keyring_oci_key file,keyring oci_key fingerprint,

keyring_oci _managenent _endpoi nt, keyri ng_oci _master_key,
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keyring_oci _secrets_endpoi nt, keyring_oci_tenancy, keyring_oci _user,
keyring_oci _vaul ts_endpoi nt,and keyring_oci _virtual vault.

e openssl _udf plugin: Use the MySQL Enterprise Encryption
(conmponent _enterpri se_encrypti on) component instead; see Section 8.6, “MySQL
Enterprise Encryption”.

» Support for weak ciphers.  When configuring encrypted connections, MySQL 8.4.0 and later no
longer allow specifying any cipher that does not meet the following requirements:

« Conforms to proper TLS version (TLS v1.2 or TLSv1.3, as appropriate)
» Provides perfect forward secrecy
¢ Uses SHAZ2 in cipher, certificate, or both

e Uses AES in GCM or any other AEAD algorithms or modes

This has implications for setting the following system variables:
e ssl _ci pher

e adm n_ssl _ci pher

e tls_ciphersuites

e admn_tls _ciphersuites

See the descriptions of these variables for their permitted values in MySQL 8.4, and more
information.

Note

@ i brmysql cl i ent continues to support additional ciphers that do not satisfy
these conditions in order to retain the ability to connect to older versions of
MySQL.

* INFORMATION_SCHEMA.TABLESPACES. The | NFORVATI ON_SCHENA. TABLESPACES table,
which was not actually used, was deprecated in MySQL 8.0.22 and has now been removed.

Note
@ For NDB tables, the Information Schema FI LES table provides tablespace-
related information.

For | nnoDB tables, the Information Schema | NNODB_ TABLESPACES and
| NNODB_DATAFI LES tables provide tablespace metadata.

« DROP TABLESPACE and ALTER TABLESPACE: ENGINE clause.  The ENG NE clause for
DROP TABLESPACE and ALTER TABLESPACE statements was deprecated in MySQL 8.0. In MySQL
8.4, it is no longer supported, and causes an error if you attempt to use it with DROP TABLESPACE
or ALTER TABLESPACE ... DROP DATAFI LE. ENG NE is also no longer supported for all other
variants of ALTER TABLESPACE, with the two exceptions listed here:

« ALTER TABLESPACE ... ADD DATAFI LE ENG NE={ NDB| NDBCLUSTER}

« ALTER UNDO TABLESPACE ... SET {ACTI VE| | NACTI VE} ENG NE=I NNCDB

For more information, see the documentation for these statements.
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* LOW_PRIORITY with LOCK TABLES ... WRITE. The LOW PRI ORI TY clause of the LOCK

TABLES ... WRI TE statement had had no effect since MySQL 5.5, and was deprecated in MySQL
5.6. It is no longer supported in MySQL 8.4; including it in LOCK TABLES now causes a syntax error.

EXPLAIN FORMAT=JSON format versioning. Itis now possible to choose between 2

versions of the JSON output format used by EXPLAI N FORMAT=J SON statements using the

expl ain_json_format versi on server system variable introduced in this release. Setting

this variable to 1 causes the server to use Version 1, which is the linear format which was always
used for output from such statements in MySQL 8.2 and earlier. This is the default value and format
in MySQL 8.4. Setting expl ai n_j son_f or mat _ver si on to 2 causes the Version 2 format to

be used; this JISON output format is based on access paths, and is intended to provide better
compatibility with future versions of the MySQL Optimizer.

See Obtaining Execution Plan Information, for more information and examples.

Capturing EXPLAIN FORMAT=JSON output. EXPLAI N FORVAT=JSON was extended with an
| NTO option, which provides the ability to store JSON-formatted EXPLAI N output in a user variable
where it can be worked with using MySQL JSON funct