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[Action Required] Add Lambda ListTags permissions for users calling
GetFunction API
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Lambda GetFunction APl DFREEICEEICEL. BEKDTF V> a U hWE|C7R 5 AEE
MENHDIcH, BEELUTEDFI,

N X T, ListTags APl ZBARMICER Y 2FSICDH. ListTags NDHERENKNETUL
f=o LD U. GetFunction API #&[RZ=#D> ) ///\)I/Luzlbb\T%\ GetFunction ML
HUICEKDBASNET TBRICIET IV ERATEFT U, 2024 F£7 B 27 B,
Lambda (& GetFunction APl ZIE O3 1) > 2 JC)LIC ListTags APl [Cxd 9 % BARAYZR
SFAERNERESNINY =B 2 HFEICDODH YT T —F 2 RT LDITHEDET,
GetFunction APl ZIE NI A—)LICX U T, EEERY Z—DERESINTWB D\
ListTags API ND 7 7 £ A ZARICEFAI T 2R —hH R WEHE,. Lambda (&
GetFunction API PO H UNANDIMETY VT —5 ZiRS G ED £,
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O B  access_stats_lambda_... HNAII—ER ZFARY > Allow lambda_function to utilize CloudWatchLogs. Create...
access_stats_lambda_logs JSON Z1E— | ’ % 2 |
Allow lambda_function to utilize CloudWatchLogs. Created by apex(1).

1-1g

2 "Version": "2012-10-17",

3~ "Statement": [

4=

5~ "Action": [

6 "logs:*"

7 1,

8 "Effect": "Allow",

9 "Resource": "*"
10 }
I
12 3
O [E  AccessAnalyzerMonito... WA —EE FARYD... -
O [¥] NF AccessAnalyzerSer... AWS B FRRY ... Allow Access Analyzer to analyze resource metadata
O N¥ AdministratorAccess AWS B - V... ZFAIRY > Provides full access to AWS services and resources.
O R¥ AdministratorAcce... AWS &2 U Grants account administrative permissions while explicitly...
O [E W9 AdministratorAcce... AWS B2 U Grants account administrative permissions. Explicitly allo...
O [ alarmsight HRITX—ER ELI N .
O N AlexaForBusinessD... AWS BB 7L Provide device setup access to AlexaForBusiness services
O NF AlexaForBusinessF... AWS &2 U Grants full access to AlexaForBusiness resources and acces...
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aws l1lam get—-account—-authorization-details

Tty
{
"Document": {
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy",
"iam:PassRole",
"[EERdX Function®,
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda: InvokeFunction",
"[EEEHdX FunctionConfiguration”,
"lambda:UpdateFunctionConfiguration",
"lambda:UpdateFunctionCode",
"lambda:CreateAlias",
"lambda:UpdateAlias",
jiLambda: Ge tIYBEERS
"lambda:ListVersionsByFunction",
"logs:FilterLogEvents",
"cloudwatch:GetMetricStatistics"
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https://gist.github.com/fujiwara/19d20efbd19e9f226aaabd33c2c00cc?/

<« > C %5 gist.github.com/fujiwara/19d20efbd19e9f226aaa5d33c2c00cc? & &%

GitHub Gist All gists Back to GitHub

/= fujiwara / main.go  secret R Unsubscribe

Last active last week

{> Code -0 Revisions 5 Embed v <script src=

lambda:GetFunctionh'# % M (clambda:ListTagsh @WK Y ¥ —%2 B D7 5< A

[©] main.go
1 package main
2
3 import (
4 "context"
5 "log/slog"
6 "net/url"
7 "strings"
8
9 "github.com/aws/aws—-sdk-go-v2/aws"
10 "github.com/aws/aws-sdk-go-v2/config"
11 "github.com/aws/aws-sdk-go-v2/service/iam"
12 "github.com/aws/aws-sdk-go-v2/service/iam/types"

13 )


https://gist.github.com/fujiwara/19d20efbd19e9f226aaa5d33c2c00cc7

I£> & AWSSDK Go Tad—RKR&ZWf:

1. GetAccountAuthorizationDetails APITCFZ ATy NRNDHFI—&

User, Group, Role, Policy(AWS~Y X —3¥ R Z &)
2.1 2 —DXFFTXT U THEIC T

func detect(s string) bool {
d, _ := url.QueryUnescape(s) // APID#ERIFURL escape=NTL\3S
1 := strings.TolLower(d) // Actionldg AKX F/N\XFZXBUEWDTINXFICH A S
return strings.Contains(1l, “'"lambda:getfunction" ) && !strings.Contains(1,

}
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[ZEXG] IAM RY >~ —%FEFT U TEERIVZ ecsTagResource @ 3R], ZEINL TL 2
=LY

ECST®%H ecs:CreateCluster FFIC ecs:TagResource R E(ICHRDEELNTWS
BEDERGETRY Y—ZFELcWwl e EInNMS5HEZES
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return strings.Contains(1l, “"lambda:getfunction" ) && !strings.Contains(1l, "'"lambda:listtags" )
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Common Expression Language(CEL) https://cel.dev

Googleh\FFE U =X =35

EIR CERFKRIFEE

Common Expression Language (CEL) (. N7 #—<Y AN ER/INZ T
r—> a3 TRENDR—XTILT, REICKRTTESHNEFETY. CEL
& 7TV = 3 VEROIEKEEZERL T U -2 3 VICHEMAA
HBIESICERFTINTED, AV 5= a3 I TIERLTWAESE
DM ZIRT 2DICRE T,

CEL iZ. APIED'H LD X RT < )LA. ORI N T 7 ORI
APl U TZRMORAIL—ILGBEICERBLED,

// Simple predicates
'tacocat' .startsWith('taco')

// Parameterized predicates over structured data
account.balance >= transaction.withdrawal

// JSON objects
{'sub': '12345678",
'aud': 'example2.cel.dev',
'iss': 'https://examplel.cel.dev/jwt-issuer'}

// Strongly typed objects

common.GeoPoint{ latitude: 10.8, longitude: -5.5 }



https://cel.dev/

CELOWWE Z 5

o TFHlIZ BIFT 2 DIEKE

e JNNEHEEE(Lua, JavaScript, mruby..)ZHMAIAT & BATHTEITES
o NEFDELTHIETICRA SRR

o Fa—Y VI RERBERBICIHFILEENHZ(EEIL—TT25h1H7?)
CELIFFEF 12—V v U e THiFMICH . @R, T2ICEITIRE
e Go,Java, C++ICHBH A A ATHE
o GoogleCloud, Kubernetes, istio’s & TBEICEERAEI N TW5S

£ D (bool, int, uint, double, string, timestamp, duration...)
e HET !, &&, ||, ==, '=, >, <..
o XFFIBEE matches (IEFRZFKIR) startsWith ...
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// BUEDEHHF v
age >= 18 && age < 65

// XFIDORIA—HPIERRKIEY Y F
name.startsWith('Foo"')
name.matches('”~Foo.x")

// DANANDERICKEZ®/LZITHDNHZH
roles.exists(role, role == 'admin')

// B, BEEDLEE
request.date < timestamp('2023-12-31T23:59:59Z"')
timeout >= duration('10s"')

InszfAahE TRHE U cEReERDE(bool/lZ T T AL ) TRE S
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TZ& X Uz github.com/fujiwara/iam-policy-finder

fujiwara/iam-policy-finder

iam-policy-finder is finder of AWS IAM Policies. \__13_/
A3 ®o o ¥ 0 O
Contributors Issues Star Forks

1. GetAccountAuthorizationDetails T/RY & —%EU&
2. Y—%CELTHRIFiZ U TEICHREZHDZH
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$ iam-policy-finder 'Name == "AmazonEC2FullAccess"'

time=2024-07-18T17:37:13.110+09:00 level=INFO msg="starting scan" expr="Name == \"AmazonEC2FullAccess\"" filter=[]
time=2024-07-18T17:37:26.272+09:00 level=INFO msg=found policy=AmazonEC2FullAccess versions="[v5 v4 v3 v2 v1]" attached=2

time=2024-07-18T17:37:33.377+09:00 level=INFO msg=finished found=5 scanned=975

e Name : policy%
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"Document|c "lambda:GetFunction™ A% D "lambda:ListTags" HY7ZRLY)

Document.matches('"lambda: [Gglet [Fflunction"")
&&

IDocument.matches('"lambda: [L1]ist[Tt]ags"")
e Document : /NY ¥—DJISONXIF7
e matches : XFHITHU TERKIBY Y F
|AM policy actionld KXF/INXFZXBIUEW() D TRI—KET 2HICIERFIR
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1

F's3:% ZEFAIL TWB]

Statement.exists(s, (s.Action.exists(a, a == "s3:x") && s.Effect == "Allow"))

e Statement : IEFR{E U 7zpolicy statement
o Action, Resource EIXFINTHEIVARNTHEHEINDIOTINTYARNIC

o '"Resource":"x" - "Resource":["x"]

e exists(EX, ®) :UAMNDERZATIHAEL TENIDEICENIEE



ActionZ /N FICTIEFR{L U TEEER

s3:GetObject , s3:getobject, S3:getObject ..« £=(RE U ELK
CELICIEANFI\XFZZIR U DERL TR 2 5EIN T 7 AL K TE) &L

——1lc A7¥ 3y IERILEFICActionEXZR %222/ NN FICT S

"Action(C lambda:GetFunction H3 % h lambda:ListTags DMLY

Statement.exists(s,

(
s.Action.exists(a, a == "lambda:getfunction")
&&
ls.Action.exists(a, a == "lambda:listtags")

)

)

Document (JSONXZFH))IF/NXFICTED X EA
(I——TEEEHDMEN D D TSRIEMNFE)
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" ecs:CreateCluster ' 5 H ecs:TagResource H7EWH D

// ecs.cel
Statement.exists(s, (

s.Action.exists(a, a == "ecs:createcluster")
&&
ls.Action.exists(a, a == "ecs:tagresouce")

))

$ iam—-policy-finder ecs.cel ——dump ——1c

e RIFT7AIVICENTH LW
e ——dump : ROM>7/RJ ¥ —ISONZ ]
e —1c :ActionZ=/\XFICIEH1L



$ iam-policy-finder —-1c ecs.cel ——dump
time=2024-07-18T18:02:23.881+09:00 level=INFO msg=found
policy=AmazonEC2ContainerServiceforEC2Role versions="[v7 v6 v5 v4 v3 v2 v1]" attached=1

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecs:CreateCluster",
"ecs:DeregisterContainerInstance",
"ecs:DiscoverPollEndpoint",
"ecs:Poll",
"ecs:RegisterContainerInstance",
"ecs:Submitx"
1,
"Resource": "x"
¥
]
¥

AmazonEC2ContainerServiceforEC2Role ¢« AWSY X—3I KRR & —II



