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I’Cum@ntﬂnenipaddr::192ﬂ68.39184

No.

> Frame 1: 62 bytes on wire (496

| Time

0.000000
0.007281
0.013706
0.018965
0.020201
0.022336
0.023913
0.024911
0.025943
0.026969
0.028234
0.028967
0.029963
0.030960
0.032953
0.033952
0.034952
0.035946
0.036944
0.037940
0.038939
0.039936
0.040934
0.041929
0.042929

2 A ARTIRRK

coNOULT A WN B

| Source

HonHaiPr_34:
HonHaiPr_34:
HonHaiPr_34:
24:62:71:9d:
19:0f:1c:76:
05:36:44:54:
15:fd:da:e5:
62:ad:56:bf:
HonHaiPr_34:
HonHaiPr_34:
HonHaiPr_34:
HonHaiPr_34:
FHUHERGE
75:f0:63:9:
EFHUHEHGE
24:62:71:9d:
44:b5:db:41:
44:b5:db:41:
47:5c:4e:e0:
47:5c:4e:e0:
47:5c:4e:e0:
6c:87:81:38:
6c:87:81:38:
6c:87:81:38:
56:3f:53:7e:

HAnHaiDr M-

bits), 62 bytes captured (496 bits) on

le:ba
le:ba
le:ba
de:e5
d9:ad
cfi:dc
17:6f
d7:46
le:ba
le:ba
le:ba
le:ba
bl:6a
bl:6a
bl:6a
de:e5
ab:6e
ab:6e
10:71
10:71
10:71
a5:8f
a5:8f
a5:8f
32:05

1a*ha

QAeED>ET I HE

| Destination
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

Rrnadract

bluetooth.pcapng

Q Q@

| Protocol | Lengtt| Info

LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE
LE

1 E

LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL
LL

62
62
62
63
63
63
63
49
59
62
62
62
50
50
50
63
49
49
50
50
50
60
60
60
49

sQ

ADV_SCAN_IND
ADV_SCAN_IND
ADV_SCAN_IND
ADV_NONCONN_IND
ADV_NONCONN_IND
ADV_NONCONN_IND
ADV_NONCONN_IND
ADV_IND
ADV_SCAN_IND
ADV_SCAN_IND
ADV_SCAN_IND
ADV_SCAN_IND
ADV_IND

ADV_IND

ADV_IND
ADV_NONCONN_IND
ADV_IND

ADV_IND

ADV_IND

ADV_IND

ADV_IND
ADV_SCAN_IND
ADV_SCAN_IND
ADV_SCAN_IND
ADV_IND

ANV QAN TAD

interface wireshark_extcapl876, id @

> Nordic BLE Sniffer

)l Bluetooth Low Energy Link Layer

03 06 37 01 f8 02 06 6a 01 25 4d 00 00 2b 7b 00
00 d6 be 89 8e 06 24 ba 1le 34 bb 40 74 1d ff 2d
01 02 00 01 10 2f 67 @5 <c6 14 00 48 82 8b b2 16
Pe 51 7a eb T2 c8 ce 74 08 2d 78 23 c6 84

e E bluetooth.pcapng Packets: 44454 - Displayed: 44454 (100.0%) Profile: Classic

M UNE L7
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Bluefruit LE Sniffer Z macOS (Apple Silicon) TES

s Fu Tty bDOXRYA— Nordic ML TWS
Wireshark F sniffer 757 1 >|& Python 2 TE
DT L B *

- Apple Silicon 7% Mac 72 £ pyenv T Python 2.7.18
DA UVAR=I)ILTERVERICESE

+ pyenvICPRZHLTELTEETELL

. macOS + Apple Silicon + pyenv BRIREBD A XD
ZILDLTNT Yy bZ2TRWVWEL 2 TL STV

% BRFThR7E & Python 3 1272 2 TWL 3 P Bluefruit LE Sniffer 7 7 — L & XF L 7=
H D& Python 2

#2067 macOS: fix the
build of Python 2.7.18 on
macOS 11.5.2 (Big Sur)...
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@ puhitaku « September 11,2021 -O- 1 commit
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Fzaf#En

+ ATT (ATTribute Protocol)

X A512/\1 k DYEIC Attribute Handle & W5 2/N1 FD
BLEBSZHITTEEL, SiAEILIEDEEZEANE
w/icbTEFs57O03)L
+ GATT (Generic ATTribute Protocol)

BT D Attribute DEAEHHE Z Service ¥

Characteristic £ & dlF. ATTOLETFZ U 5r—o 3> %
xKIFTETSLHICLicEfuo7O Rl

.+ Service
F DD T OEEZT R I L=

- Characteristic
Service ICX L TOVY Y REEXSTEDEZFATLED TS
R—=brHBEZWVIET VIR ETDEHDLODBHD

Characteristic

Descriptor

Value

Declaration

Characteristic

Declaration

Service

GATT

ATT

Characteristic

Descriptor
Value

Declaration

Characteristic

Declaration

Service
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MicroPython T BLE @159 %

MicroPython & (3 ?
AT ETHEL Python 323&
+ XEEE—F (REPL) HH D > EERLPT L !

Bluetooth API
. bluetooth €22 —IJL%Z import $3 & fF X3
BLE 7S XD XY vw RZMERE IRQ TRHRHIE -
TLBAREDDMDRTWVWAPI ZFHFD
fc & 21X gattc_discover_services % It
Service M discovery H'E{TE ..
prop_write_without_response % It

Characteristic IC{EZEZF A B
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2. GATT @ Service & Characteristic Z# 8Dl 3

Service & Characteristic Z#BDlF X L 7-

. Ox180f Battery Service ... XF@ED /N\w T 1) —RKREHFHH S
+ Ox2a19 Battery Level Characteristic
. OxfffO TEPRA Lite 388 Service
. Oxfff1l TEPRA Lite ¥2E Char. ... Notify « EIRIHRDZ(E (RX) B
. Oxfff2 TEPRA Lite ¥ 8 Char. ... Write Without Response * iX{5 (TX) F

Service & Characteristic 8B LE S CIHLATWVWBR Z EHhHH B



2. GATT @ Service & Characteristic Z# 8Dl 3

Service & Characteristic Z#BDlF X L 7-

. Ox180f Battery Service ... XF@ED /N\w T 1) —RKREHFHH S
+ Ox2a19 Battery Level Characteristic
. OxfffO TEPRA Lite 388 Service
. Oxfff1lTEPRA Lite J8E Char. ... Notify « ETRIARDZE (RX) FE
. Oxfff2 TEPRA Lite ¥ 8 Char. ... Write Without Response * iX1E (TX) F

— @M Characteristic > TWS O VLWWELICBEBEITNIE
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A RIENTEIT S

XC

M| ((btatt) && !(btle.retransmit))

No.
4140
4143
4145
4147
4149
4155
4157
4160
4161
4163
4165
4167
4171
4173
4184

| Time

46.
46.
46.
46.
46.
46.
46.
46.
46.
46.
46.
46.
46.
46.
46.

137129
165958
195396
210340
240393
286111
290863
301879
315757
330675
375326
380261
420940
436279
512515

| Source

Slave_0x16c0@acbe

Master_0xl16c@acbe
Master_0xl16c@acbe
Master_0x16c@acbe
Master_0xl16c@acbe
Master_0x16c@acbe
Master_0xl1l6c@acbe
Slave_0x16c0@acbe

Master_0xl16c@acbe
Master_0xl1l6c@acbe
Master_0x16c@acbe
Master_0xl1l6c@acbe
Master_0@xl16c@acbe
Master_0x16c@acbe
Slave_@x1l6c@acbe

> Bluetooth Low Energy Link Layer
> Bluetooth L2CAP Protocol
v Bluetooth Attribute Protocol

> Opcode: Write Command (0x52)

> Handle: 0x0013 (Unknown:

Unknown)

Q@&

| Destination

Master_@xl6c@acbe
Slave_0x16c0@acbe
Slave_0x16c0@acbe
Slave_0x16c0@acbe
Slave_0x1l6c0@acbe
Slave_0x1l6c0@acbe
Slave_0x16c@acbe
Master_@xl6c@acbe
Slave_0x1l6c0@acbe
Slave_0x16c@acbe
Slave_0x16c@acbe
Slave_0x16c0@acbe
Slave_0x16c0@acbe
Slave_0x16c@acbe
Master_@xl6c@acbe

Value: f05c00030000000000000003000000000000

03 06 2c 01 bd 16 06 0a

03 1d 2c f4 04 96 00 00

00 be ac c@ 16 @e 19 15 00 04 00 52 13 00 T@ 5c
00 03 00 00 00 00 00 00 00 03 00 00 00 00 00 00

£_ bluetooth.pcapng

Q@ Q a [

E ¢ v B

| Protocol | Lengtt|Info

ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT

37
51
51
51
51
51
51
39
51
51
51
51
51
51
39

Rcvd
Sent
Sent
Sent
Sent
Sent
Sent
Rcvd
Sent
Sent
Sent
Sent
Sent
Sent
Rcvd

Handle Value Notification, Handle: 0x0015 (Unknown:
(Unknown:
(Unknown:
(Unknown:
(Unknown:
(Unknown:
(Unknown:
Handle Value Notification, Handle: 0x0015 (Unknown:
(Unknown:
(Unknown:
(Unknown:
(Unknown:
(Unknown:
(Unknown:
Handle Value Notification, Handle 0x0015 (Unknown

Write
Write
Write
Write
Write
Write

Write
Write
Write
Write
Write
Write

Command,
Command,
Command,
Command,
Command,

Command,

Command,

Command,
Command,
Command,

Command,
Command,

Handle:
Handle:
Handle:
Handle:
Handle:
Handle:

Handle:
Handle:
Handle:
Handle:
Handle:
Handle:

0x0013
0x0013
0x0013
0x0013
0x0013
0x0013

0x0013
0x0013
0x0013
0x0013
0x0013
0x0013

Unknown)
Unknown)
Unknown)
Unknown)
Unknown)
Unknown)

Unknown)
Unknown)
Unknown)
Unknown)
Unknown)
Unknown)

Unknown)

Unknown)

Unknown)

43

48 14 a3

® K Value (btatt.value),18 bytes Packets: 44454 - Displayed: 1009 (2.3%) Profile: Classic

W R

ERD R =




3.IMEBERNRZE RIENTET S 44

> Bluetooth Low Energy Link Layer
> Bluetooth L2CAP Protocol
v Bluetooth Attribute Protocol

> Opcode: Write Command (0x52)

u ﬂvﬂﬂ13 (“nbnn”n- IlinkrnAaumnm )

: T05c00030000000000000003000000000000

= "N - N1 .. 1 Ff NrCc_N. N 1.0 " . -CA ﬂll t'\C

a RS S ks w4 L WS W W WA W L A4 e N

ac cO 16 0e 19 15 00 04 00 52 13 00
00 00 00 00 00 00 00 03 00 00 00 00

® K Vvalue (btattvalue),18 bytes

HEP. FICPHE R CAREICED DIFONTWVWET—HH




3. M EBIENRZ RLERNTET S

> Handle: 0x0013 (Unknown: Unknown)
Value: T05c00030000000000000003000000000000

03 06 2c 01 bd 16 06 Pa 03 1d 2c 4 04 96 00 00
00 be ac cO 16 0e 19 15 00 04 00 52 13 00 TO 5cC
00 03 00 00 00 00 00 00 0O 03 00 00 00 00 00 00
48 14 a3

fO S5c=HIRl7—X%Z192/\1 k
00 03 00 00 00 00 00 EO=HRlI7T—R1Z1VE
00 03 00 00 00 00 00 OEO=EHRl7T—R251 VE

Bz
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Before 00 03 00 00 00 00 00 00

After 00 00 00 OO0 00 00 00 03

5£1d 2 Bytes (word) CEICR Ty THRE
A7y T LTz After DN R () DERBRDEIRT—4 (A) £FET5 !
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tepra ' o

I Project

F Pull Requests

Structure

¥ Favorites

Project =
v [l tepra
v [l client
v A tepracli

> I assets

-8 README.md
fe
> Il doc
v [l example
Fe genreq.py
B hello.bin
hello.sh
B nanoweb
5 -gitignore
& .gitmodules
s ble_advertising.py
f& bluetooth.pyi

i config.json

5|
& LICENSE
¢

Makefile
<A README.md

@& requirements.dev.txt

We
e time.pyi
Fe typIng.py
o wifi.py
> |l External Libraries
> Pg Scratches and Consoles

I Git P Run i= TODO

Plugin updates available: "MicroPython", "ldeaVim" // Update all // Plugin Settings... // lgnore these updates (today 4:41)

© Problems

# Debug

tepra - tepra.py

e tepraclijugemu v

Tepra
_battery_svc: Service
_print_svc: Service

_battery_chr: Characteristic

IREXE
SR

_ble

Characteristic
Characteristic

= bluetooth.BLE

_central = BLESimpleCentral
_debug =

Tepra
Terminal

( debug= IS
ble = bluetooth.BLE()
_central = BLESimpleCentral(
debug = debug

%0):
_debug:

( *0)
connect(

success = ._central.scan()
success:
._log(

success = ._central.connect()
success:
._log(

._central.discover_services()
SVCS:
._Llog(

chrs = []
svce SVCS:
chrs.append( ._central.discover_characteristics(svc))
chrs:
._log(

descs = []
svc svecs:
descs.append( central.discover_descriptors(svc))
(chrs) <
l1oal
—print()

& Python Packages @ Python Console

671:33 LF UTF-8 4 spaces

»

¢ Event Log
Python3.9.6 P master Im
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6./N\YVIAUHHSFERICEIRTET 3 API Z&ENT

RESTAPI EV L XL

example $ cat hello.sh
#!/bin/sh

set -ue

curl \
-X POST \
-H "Content-Type: application/octet-stream" \
--data-binary @hello.bin \
${ESP_ADDRESS}/prints
example $ ESP_ADDRESS=192.168.39.184 ./hello.sh

= CAER L 72 Ef&R % zIlib TE#E8 L T /prints (I POST § 3 LEIRITE %



SFERICEIRITES APl ZEV 9

EFEICHRTES CLIZIED XL

client $ python -m tepracli -a ${ESP_ADDRESS} print --help
Usage: python -m tepracli print [OPTIONS]

Options:
--preview Generate preview.png without printing.
-—-font TEXT Path or name of font.

--fontsize INTEGER Font size. [px]
-—depth TEXT Depth of color. Default=0, Min=-3, Max=3
--message TEXT Print a text.
--space TEXT Leave space between parts. [px]
-—qr TEXT Draw a QR code.
--help Show this message and exit.
client $ python -m tepracli -a ${ESP_ADDRESS} print -q "https://example.com" -s 10 -m "#wakate2021"

Pillow TLVDWRLICX X QR O—FZ &/ L TENRIL T B2
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https://github.com/puhitaku/tepra-lite-esp32
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