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D [(2E)] mRELIREOHBE (GnuPG)

ﬁ“"?’&iﬁi

[userA@centos7 ~]$ gpg --gen-key
gpg (GnuPG) 2.0.22; Copyright (C) 2013 Free Software Foundation, Inc.

ﬁﬁd)ﬁfﬂjﬂﬂf'.sﬂ(i? (0)
(null) [ZMEEAPR TS FILTUXLOEDHBEZEREDEEICLTEDS
ZNTELWTTH? (y/N) y

GNuPG(3HRI=DEE AT B IHICI—TIDZIBN T IHENSHDET .

A4 userA A—H—1FRDOAN
BFA—)L - 7 RLR: usera@example.com

aAX> B
ROI—YIDEBRUEUL:
"userA <usera@example.com>"

2ZAI(N). OXA>BM(C)s BFA—IV(E)DEE, FEFOK(O)M#ET(Q)?0

m@ﬁ&ﬁ%?arwknzju—zﬁmoavo
NRAIL—XDIEE

gapg: iEF6506C41%2‘fﬁ$€'JH(J(d‘FH?'%J:D:-EﬁbEbT

"Faﬂiﬁtfﬁ@iﬁ’iﬁﬁﬁ L. B/ULEUE
BRTODERSET

uid userA <usera@example.com>
sub 2048R/3416FCCO 2023-01-19 © LPI-Japan all rights reserved. 8



© (=) GREBIEEDIEBE (Apache httpd: mod_ssl)

LinuC

mhttpd. mod_ssID1 > X =)L
[root@centos7 ~]# yum -y install httpd mod_ssl

BEDNSH—/)(—(C&kD., example.com RAA > ZBHK

[root@centos7 ~]# host www.example.com
www.example.com has address 192.168.56.11
[root@centos7 ~]# host ns.example.com
ns.example.com has address 192.168.56.11

© LPI-Japan all rights reserved. 9



(2] BiRERBDRIRDIEE (Apache httpd: mod_ssl)

[root@centos7 ~]# /etc/pki/tls/misc/CA -newca

LinuC

writing new private key to '/etc/pki/CA/private/./cakey.pem’
Verifying - Enter PEM pass phrase: INRIL—ADHIE

Country Name (2 letter code) [XX]:JP HhisgiEER 1 & DERE
State or Province Name (full name) []:Tokyo

Locality Name (eg, city) [Default City]:Arakawa-ku

Organization Name (eg, company) [Default Company Ltd]:testCA
Organizational Unit Name (eg, section) []:test

Common Name (eg, your name or your server's hostname) []:ca.example.com
Email Address []:info@example.com

Enter pass phrase for /etc/pki/CA/private/./cakey.pem:

: BREL=/SRIL—XEA S
[root@centos7 ~]# scp /etc/pki/CA/cacert.pem 192.168.56.23:~
root@192.168.56.23's password: JL—NEEFEA=E (CADSEBAE) 2 —



(2] BiRERBDRIRDIEE (Apache httpd: mod_ssl)

LinuC

NHTTPSOHEH : WEMRDERM. CSROMH

[root@centos7 ~]# openssl genrsa 2048 > server.key
Generating RSA private key, 2048 bit long modulus

AFRZTETCSROAERK

[root@centos7 ~]# openssl req -new -key server.key > server.csr

Country Name (2 letter code) [XX]:JP

State or Province Name (full name) []:Tokyo
Locality Name (eg, city) [Default City]:Arakawa-ku

Organization Name (eg, company) [Default Company Ltd]:test Co. 3
Organizational Unit Name (eg, section) []:test Webd—/A—DRR B ZIEE
Common Name (eg, your name or your server's hostname) []J:www.example.com

Email Address []:info@example.com

HhIEU TR E E

[root@centos7 CAJ]# vim san.txt WebH—/\—DHRRAME . IPPRLRZEEE

subjectAltName = DNS:*.example.com, IP:192.168.56.11

© LPI-Japan all rights reserved. 11



(2] BiRERBDRIRDIEE (Apache httpd: mod_ssl)

LinuC

BHTTPSODEH. : U—/\—SEAEDFHEIT (BR) . =EI 71 ILDIEMN

[root@centos7 CA]# cd /etc/pki/CA

[root@centos7 CA]# openssl x509 -CA cacert.pem -CAkey private/cakey.pem -req -in ~/server.csr -out
~ /server.crt -extfile san.txt -days 365 —CAcreateserial

[root@centos7 CAJ# cp ~/server.{crt,key} /etc/httpd/ Y—/N\—FEBAEDHIT(ER)
[root@cefntos7 CA]# vim /etc/httpd/conf.d/ssl.conf H—N\— SRR RE

httpd® ServerRootIaE—

SSLCertificateFile /etc/httpd/server.crt

SSLCertificateKeyFile /etc/httpd/server.key
[root@centos7 CAJ# systemctl restart httpd RERTEI7AIVICHERK

httpdZ=HEEIL | Goak L1=E%
ENRZE R
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®  Eeonm

LinuC

HETE DR
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®©  mEmEsSsRICES T 7 IESEORES

LinuC

« JNRIL—RICLBT7AILDIFESIE

[userA@centos7 ~]% echo test > userA.txt
[userA@centos7 ~]%$ gpg -c userA.txt lgpg —¢ F7AILE 1T 18RI —RI= L BREEL

[userA@centos7 ~]$ Is user*
userA.txt userA.txt.gpg
[userA@centos7 ~]$ mv userA.txt.gpg /share

~.gpe: EE{Ehi=271)L

IKRATL—RXZBEUVEI71ILDES
[userB@centos7 ~]$ mv /share/userA.txt.gpg .

[userB@centos7 ~]$ gpg userA.txt.gpg lepg TP AINE 1T I7 AL DEE

MESIEL-EEITH/ELIZ/RRIL—XZEA N

[userB@centos7 ~]$ Is user*
userA.txt userA.txt.gpg
[userB@centos7 ~]$ cat userA.txt
test

© LPI-Japan allrightsreserved. 20
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© pspEmEesRicd3 I 7 AIES O

LinuC

- DFARDOIIRAR—b
[userB@centos7 ~]%$ gpg -o /share/userB.pubkey -a --export

[userB@centos7 ~]$ Is /share/userB*
/share/userB.pubkey
. NEBOA VR—B EEFORBETREETDLARRER—F

[userA@centos7 ~]$ gpg --import /share/userB.pubkey

gpg: ##2C321991: AF#E"userB <userb@example.com>"%&41 >hR—bMUFUE
gpg: MIBHDEET: 1

gapg: 14>h—b:1 (RSA: 1)

[userA@centos7 ~]$ gpg --list-keys

/home/userA/.gnupg/pubring.gpg

ZEFEDOARBEIIRAR—F

pub 2048R/2C321991 2023-01-19 AVR—FEN TS LEHER
uid userB <userb@example.com>
SUb 2048R/4E523CD9 2023 01 19 © LPI-Japan allrights reserved. 22




G pREESARICES T 7 IES{EORE

Linu

1 > ih— MUTEABRBRICE R ZEIE AV R—bLI-RERE (REER)
[userA@centos7 ~]$ gpg --sign-key userb@example.com

ARY(CCDHRCHIRT=DHE"userA <usera@example.com>"TE&ZAULTEIWTITH

(F6506C41)
AYCEBRALFEIDN? (Y/N) y
- NRABICKBIESIE ABIREFIAL. BS1E

[userA@centos7 ~]$ echo test2 > userA2.txt
[userA@centos7 ~]$ gpg -e -a -r userB@example.com userA2.txt

~.asc: NEARICKYRESIESh=D71IL

[userA@centos7 ~]$ Is userA*
userA.txt userA2.txt userA2.txt.asc
[userA@centos7 ~]$ mv userA2.txt.asc /share

HABROFLRFR., epgeav U TES

pan all rights reserved. 23
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LinuC

71 IWDBSE : IN\—=ZvS 3 EELMDNEDS

B)\—=wvS35EIX. OSHhicEithRDHBR)
IBESIEUTWRWI 7ML/« AD1E. BIDOSTikeEidBd&. I\—=wvS 3 NECEFRL

<. ABZSIBTETCLES,

¢ “%1 EENTWS I 71 /5« XADE. BIDOSTEEBULUTE, ESTERITNIE,. AEZES

BTSSR\,

DVDUSBAEY
LlCAEENT0S
ZicH)

——(root&kali)-[~]
—# cat Imedial/kali/ba395081-c459-42a1-8651-02764ca5294f/home/userA/userA2.txt.asc

Version: GnuPG v2.0.22 (GNU/Linux) Buegfl;cgﬁi;_b;;ﬁ
BYS <

: VaaeKuMk
6Ei9Pzh/RASGRLY7N7jt/HTU2LLgMEceNK+UmgSENTHi5cXOIDwXUCQn4T1j3fUD
cmsj5liPK9bV1PPFLDgQmMYgzuOkv5/D817dIh1gRfoQGzEj2cYLCyeetOV6NnhJSK
zeuWDXUtAzb0OGgyFpm3Sx9fGs3nRLO56XqzD879g6tw58ziYeMSxSMIXI0OdV5btUa
65VarlyBqPBM4HG2t+1FiDqw3G8y20uDfHjfduWJT2h8NXFBYrM67800RSI8BCoRP
QGSI+k93hgSpPSae5yXiQWFPInmdMizKOcY5eeavt9JLAUhanPF+svod+mv9C8xb
hRrOeCqHBOb+QFtrZkM9ArSbvPOw1DIcOgZV+170L9k3wMpMNKbsYI715qSxFeTl
J1/aj1QqLKuXZUNo
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® ssL/TLS

LinuC

BRI US—>3>270RJVaRET S
» HTTPEEDRESHTTPS
* SMTPE{EDIRESSMTPS
» LDAPEEDIRESLDAPS

SSL/TLSI=
&Y REE
| HTTPS SMTPS
TCP
P

Network Interface

© LPI-Japan all rightsreserved. 29



@ HTTPS
LinuC

CA
CAZ{E$E EH115))
-WebT S Wz A
AFNT-CADIIAE
[CEDWTIERE

/111

< ’
Y
| 2
| S

WebH—){—

{ CERTIFICATE

LT O R THREE
H—N—BHN—
(B TEHCAN LT
AR

© LPI-Japan allrightsreserved. 30



ngc HTTPS

BHTTPIE(S(IIEES(E

Stream Content

GET / HTTP/1.1

Host: www.example.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/109.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/avif, image/
webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: ja,en-US;q=0.9,en;q=0.8

HTTP/1.1 403 Forbidden

Date: Fri, 20 Jan 2023 ©07:28:49 GMT

Server: Apache/2.4.6 (Cent0S) OpenSSL/1.0.2k-fips mod wsgi/4.9.0 Python/3.6 PHP/5.4.16
Last-Modified: Thu, 16 Oct 2014 13:20:58 GMT

ETag: "1321-5058ale728280"

Accept-Ranges: bytes

Content-Length: 4897

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

Entire conversation (42796 bytes)

BHTTPSE{E(IERIETIHESL

Follow TCP Stream — el b
stream Content
................ NV GBI GG S | el SRS ol K G e aiTare
Rl s B e ns v nvness 7 A IO b O T B O DG ..w..3.r.F...N .Mh..? XB H] #.
........ L A L e P L T B e A s, e L PR
.................................................................. AL =
2:..2C.E XL..H@.#\....... G N O G OO OO N
BB e e d.~1.D:0
NS 1
..... Owl.0...U....JP1.0...U....Tokyol.0
SeA LS
..testCAl

0...U....testl.0...U....ca.example.coml.0...*.H..
..... info@example.come@. .

230120061926Z.
24012006192626..1.0...U....JP1.0...U....Tokyol.0...U
Arakawa-kul.0...U.

«.test €o:.1

o " +amdd 0O " smms msemmnla samd N w 1

Entire conversation (1900 bytes) v
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Web2D S OH(CHlFHAFN TS CADILAE

LinuC

mFirefox HGoogle Chrome
« SREER - [D51)\>—¢&tFa « SNEEM - [J51)\>—¢&tFa
U] - [(EIAEZRR] UF«]-[F21U5Fr] - [FIHA
SDOEH]

(&) @ Firefox about:preferences#privacy g
&€ > C & Chrome | chrome://settings/certificates < 3
G BT Q REEBEZEER
EAEYR—Tv— X 2 Google DEE ¢ EBNSOEE
i o ) o B aBAn
HuT-OiIAE BIADRE fAAGEERE H—N—iHE — OiFERE H— ¥ — DR zq
_ Q@ TS N —rt*alFq -
RilH%E: ({42 H BRS
REFHESH T AU TOERENERINATVET
= = S T2 o . .
IRBLLRITES tH2UTF1FRAR ® ® T ChEOREREMRET ZEHAEN 7 7 A LIBRINTVET 1
+ AC Camerfirma S.A. Q BEIVIY
Chambers of Commerce Root - 2008 Default Trust . _
B BEO7S9Y% org-AC Camerfirma S.A
Global Chambersign Root - 2008 Default Trust
: O EEEF
~ AC Camerfirma SA CIF A82743287 = org-AC Camerfirma SA CIF A82743287
Camerfirma Chambers of Commerce Root Default Trust
Camerfirma Global Chambersign Root Default Trust
1 oE=FrM)...
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sIEBAE DIREIE

Bk Y—)(—hEMTE S LRI S,

BOSA7> b~ (WebI5DH) (1, 1
BT OIHB ZREE
« EHRUCTWSCALFITU/ZEIAE
« BEIFARDIINTLWRVWGEAE

@ ApacheHTTP Server Te:  x

-+

< &

& example.com

sSEBAE (CEREINTL\ D[ L iEREED—

@ ApacheHTTP Server T

&« C A FREINTLWELEE | 192.168.56.11

HR—FINTVWAWVWIYYRSHA Y 754 --no-sandbox ZEHL TLE"

HAR—FrINTVWERWIY Y KSA > 754 --no-sandbox Z{EH L TV E

7\

COEGTRTZAN—IREShELEA

¥

a7 TREShAA-Z RS

33
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