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Secrecy Performance Analysis of Location-Based
Beamforming in Rician Wiretap Channels

Shihao Yan and Robert Malaney

Abstract—We propose a new optimal Location-Based Beam- channel (the channel between Alice and Eve) is known to
forming (LBB) scheme for the wiretap channel, where both the Alice, which is even harder to justify in practice.
main channel and the eavesdropper's channel are subject to However, there are many circumstances whkseation

Rician fading. In our LBB scheme the two key inputs are the . . .
location of the legitimate receiver and the location of the ptential Information of Bob and Eve could be available. For example,

eavesdropper. Notably, our scheme does not require as direc IN some specific military application scenarios, Alice may o
inputs any channel state information of the main channel or he tain Bob’s location through direct communications, and'&ve
eavesdropper's channel, making it easy to deploy in a host of |ocation through some (possibdypriori) surveillance. Other
application settings in which the location inputs are known Our  ¢i-o mstances could be where Bob and Eve are known users
beamforming solution assumes a multiple-antenna transmier, . o o

a multiple-antenna eavesdropper, and a single-antenna redver, _Of t_h_e system _(bUt still req_umng s_ecr(?t Comm_unlc_atlonann
and its aim is to maximize the physical layer security of the individual basis), and their location information is rowly
channel. To obtain our solution we first derive the secrecy aiage broadcasted as per the requirements of the network protocol
probability of the LBB scheme in a closed-form expression tht  Examples of such circumstances would be in IEEE 1609.2 for

is valid for arbitrary values of the Rician K-factors of the main ahicyjar networks, or in some location-based social-medi
channel and the eavesdropper’'s channel. Using this expréea applications

we then determine the location-based beamformer solutionhiat o . ) )
minimizes the secrecy outage probability. To assess the tisimess Regardless of the application scenario, the main point
of our new scheme, and to quantify the value of the location we focus on here is that if there is a line-of-sight (LOS)
information to the beamformer, we compare our scheme to othe  component in the main channel or the eavesdropper’s channel
schemes, some of which do not utilize any location informath. j js hossible to utilize location information directly irraer
Our new beamformer solution provides optimal physical laye - . -
security for a wide range of location-based applications. to enhance the physical layer securle. More specifically, W
propose and analyze a new Location-Based Beamforming
(LBB) scheme in the wiretap channel, where both the main
channel and the eavesdropper’s channel are subject tonRicia
fading. Our scheme does not require the CSI of either the main
. INTRODUCTION channel or the eavesdropper’s channel - thus making it quite

Physical layer security guarantees secrecy regardless ofdgneral, as well as pragmatic. The basiodus operandi of
eavesdropper’s computational capability and does notimequth® scheme we propose is that given the input locations of
complex key distribution and management [1]. In early stadi Bob and I_Eve, we output the optimal beamform_e_r solutlon_and
[2,3], a wiretap channel model was proposed as the fundg€ Security level (the secrecy outage probability) asgedi
mental system model to examine such physical layer secur‘{wh this solution® Detailing how these outputs are determined
in single-input single-output systems. In the wiretap cfeip forms the core of our work. _ _ o
an eavesdropper (Eve) overhears the wireless communicatioSUrprisingly, there has been little previous work in this
between a transmitter (Alice) and an intended receiver YBol3"®& With the closest works perhaps those of [14] and [15].
More recently, motivated by multiple-input multiple-outp ' [14], the ergodic secrecy rate was examined for multiple-
(MIMO) techniques, physical layer security in MIMO wiretap2nt€nna wiretap channels with Rician fadmg. However, in
channels has garnered much interest (e.g., [4-9]). Howedf] it was assumed that the CSI of the main channel was
many of the works in MIMO-based physical layer securitp€rfectly known by Alice. The work of [15] analyzed the
assume the (instantaneous) CSI of tmain channel (the SECrecy perfo_rmance of .orthogonal space-time block cpdes
channel between Alice and Bob) is perfectly known by Alic¥/hen the main channel is assumed to be subject to Rician
or Bob (e.g., [4-6]). This assumption is usually very diffi¢a fadl_ng. But the _eavesm_jropper’s channel was assum(_ed to be
justify in practice (e.g., in massive MIMO techniques thel c$ubject to Rayleigh fading in [15] and therefore Eve's |amat
of a channel cannot be perfectly known even to a receiver dfiormation was not that useful. o
to pilot contamination issues [10-13]). Another assumptio The direction of this paper and our contributions are sum-

adopted in the literature is that the CSI of tbevesdropper’s marized as follows. (i) We first derive the secrecy outage
probability of the LBB scheme in a closed-form expression,
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Index Terms—Physical layer security, Rician fading, location-
based beamforming, secrecy outage probability.


http://arxiv.org/abs/1412.6882v1

which is valid for arbitrary values of the Riciai -factors

of the main channel and the eavesdropper’s channel. (ii) We
then determine the optimal location-based beamformertaad t
minimum secrecy outage probability for the scheme. (iii) In
order to fully appreciate the gains of the LBB scheme, we
also analyze, for comparison, the secrecy performance of ¢
Non-Beamforming (NB) scheme. (iv) As a final comparison,
we also consider the effect on the LBB scheme of the full CSI
of Bob being made available to Alice, and the effect of Eve’s
location information becoming untrustworthy.

The rest of this paper is organized as follows. Section Il
details our system model; Section Il provides our anadftic
solutions; Section IV provides numerical simulations; and
Section V draws concluding remarks. Secrecy performanceg
of the comparison schemes are provided in Appendices. We
adopt the following notations in this work. Scalar variabéee
denoted by italic symbols. Vectors and matrices are denoteq
by lower-case and upper-case boldface symbols, resplgctive
Given a complex numbet, |z| denotes the modulus of.
Given a complex vectox, ||x|| denotes the Euclidean norm,
x” denotes the transpose of x' denotes the conjugate
transpose ofx, and Réx) denotes the real part of. The
L x L identity matrix is referred to a¥; and E[-] denotes CSI of the main channel is unknown to Alice, but that Bob’s
expectation. location is known to Alice. Additional assumptions are that
Eve knows the CSI of the eavesdropper’s channel and the
beamformer adopted by Alice; that Eve applies Maximum
Ratio Combining (MRC) in order to maximize the probability

Our LBB scheme was examined for the simpler case of# syccessful eavesdropping [8,9]; and that Eve’s locaion
pure LOS channelin one of our previous works [16]. Here, Wehown to Alice. As we discuss later, our analysis also covers
expand on that simple scenario by considering more genefigé case where Eve’s location is unavailable at Alice.

factors of the main channel and the eavesdropper’s channel,

respectively. The wiretap channel of interest is illugdat h=./ Kp h, + [ 1 h, (1)

in Fig. 1, where Alice and Eve are equipped with uniform 1+ Kp 1+Kp

linear arrays (ULAs) withN4 and N antenna elemenfs, where h, is the LOS component, anti, is the scattered

respectively; and Bob is equipped with a single antenna. 88mponent. The entries di, are independent and identi-

we will show later, our analysis provided in this work is alseally distributed (i.i.d) circularly-symmetric complexa@ssian

valid for other antenna arrays beyond ULAs at Eve. We assumgdom variables with zero mean and unit variance, i.e.,

that Alice, Bob, and Eve are static. h, ~ CN(0,Iy,). Denotingp, as the space between two
As shown in Fig. 1, we adopt the polar coordinate systemntenna elements of the ULA at Alich,, is given by [17]

where Alice’s location is selected as the origin, Bob’s tama ,

is denoted agdg,fz), and Alice’s location is denoted as ho =1, ,exp(j(Na — 1)TacosOp)], )

(dr,0p). For presentation convenience, without other stat@herer, — 21 fopa/c, fo is the carrier frequency, andis

ments we assume that the coordinate system is set up sgfdi speed of propagation of the plane wave. The x N
that 0 S 93 S 7 and 0 S 9}3 S 7. The orientation of the eavesdropper's channel matrix is given by

ULA at Alice is also shown in this figure. We also assume that

the main channel and the eavesdropper’s channel are stject G-,/ Kp G, +/ L G, A3)
quasi-static Rician fading with equal block length but eiéint 1+ Kg 1+ Kg

Rician K-factors, and that d-factor map { as a function whereG, is the LOS component, ar@, is the scattered com-

of locations) is known in the vicinity of Alice via soma ponent represented by a matrix with i.i.d circularly-syntrice
priori measurement campaigns. We further assume that ginplex Gaussian random variables with zero mean and unit

Fig. 1. lllustration of the Rician wiretap channel of intste

Il. SYSTEM MODEL

2We will assume Nz is also known to Alice. This is reasonable in 3We note that using Bob’s location saves feedback overhdativeeto use
circumstances where Alice can determine physical comssran the size of an of the CSI of the main channel. This is due to the following tfaots: (i)
eavesdropper’s antenna, knowledge of which, coupled terben frequency the CSI varies during different fading blocks and has to loktfack for each
of transmission, can allow for a reliable upper bound/ép to be set. If an fading block, meanwhile the location information only haske fed back
upper bound onNg is set, then our solutions become bounds (worst casmce for a static Bob; and (ii) the CSI is a4 -dimension complex vector
scenarios). In other circumstances, where Eve is at timegjitinhate user, (2N 4 variables embedded), meanwhile Bob’s location is detezthioy only
we can assuméVg is known. two real numbers.



variance. Given the locations of Alice and Ev&, can be IIl. L OCATION-BASED BEAMFORMING SCHEME

written as [18] In this section, we first examine the secrecy performance
G, =rTg, @) of our proposed LBB scheme in terms of the secrecy outgge

probability and the probability of non-zero secrecy cafyaci
wherer, and g, are the array responses at Eve and Alic&Ve then determine the optimal location-based beamformer of

respectively, which are given by the LBB scheme that minimizes the secrecy outage probabilit
ro=[1, - ,exp(—j(Ng — 1)TE cos ég)] (5) A. Preliminaries
8o =[1,-++ ,exp(j(Na — 1)Ta cosOp)]. (6) In order to derive the secrecy performance metrics of our

scheme (e.g., the secrecy outage probability), we firsveeri
the probability density functions (pdfs) of; and~yg. Without
Ipss of generality, we derive such pdfs for a genéralvhich

In (5), we haverg = 2nfopr/c, where pg is the space
between two antenna elements of the ULA at Eve, apds
the direction of arrival from Eve to Alice which is dependen]
on the orientation of the ULA at Eve. As we show later, th independent oh, and G, To this end, we first determine
signal-to-noise ratio (SNR) of the eavesdropper’s chaimelthe distribution type ofhb]. As per (1), we have
independent ofpy when Eve utilizes MRC to combine the | Kg [ 1
received signals. As such, the secrecy performance of ttize LB hb = 1+ Kp h,b + 1+ Kp h,b. (11)
scheme does not depend o and thus Alice does not have
to know ¢ .

The received signal at Bob is given by Sinceb is independent oh,., &, is still a circularly-symmetric

complex Gaussian random variable. Noting thatis deter-
y = Vg(dp)hbz + np, (M) ministic, we conclude thahb| follows a Rician distribution.

whereg(dp) is the path loss component of the main chann¥ye next determine the parameters of this Rician distriloutio
given by g(dg) = (c/4r fodo)? (do/dp)" (do is a reference Following (11), we have

distance andnz is the path loss exponénbf the main | 2 = Kp |h b|? (12)

channel)b is a normalized beamformer (i.glb|| = 1), = is I+ K

the Gaussian distributed information bearing signal 8ati§ and

E[|z|?] = P (P is the total transmit power of Ali®, andnp - 1 1

is the additive white Gaussian noise of the main channel with E[|h.|?] = H_TEHher] =TT Ry (13)

zero mean and varianegs. Likewise, the received signal at s B b o

Eve is given by We note that|h,|* is th_e power of the LOS (deterministic)

component and|[|h..|?] is the average power of the non-LOS

z =+/g(dg)Gbz + ng, (8) (random) component. As such, we conclude thdt| follows

a Rician distribution withX s andya as the Riciank -factor

whereg(dg) is the path loss component of the eavesdroppeand total power, respectively, whefé; ande are given by

channel given by)(dg) = (¢/4r fodo)? (do/dg)™ (ng is the h
path loss exponent of the eavesdropper’s channel) mands e |ho|?

A _ 2
the additive white Gaussian noise vector of the eavesdr&ppe B = EHE’I‘P] = [hob["Kp, (14)

channel with zero mean and variance matni"igINE, ie., Kp|hob? =
= — (i3 > Blhob|* +1)7%
ng ~ CN(0,03In,) s £ Elys]=75 (|ho|2 + E[|hr|2]) = ( 1T K ) E.
Then, the SNR of the main channel is given by B (15)
_ Pg(dg)|hb|? = ub]? ) The pdf of Rician random variables involves the zero-order
% 7B ’ modified Bessel function of the first kind, which is not

. ) N ) . suitable for further analysis (e.g., deriving the secreatage
where7; is defined asy, = Pg(dp)/op. Assuming Eve o onaniin To make progress, it is convenient to intetghe

applies MRC to combine the received signals at differepfiqiap tading as a special case of Nakagami fading. As such,
antennas, the SNR of the eavesdropper’s channel is glvenlka)é pdf of 5 is approximated as [20]

Py(dp)||Gb|* _ _ 2 = \E g1
= . =75 Gb|?, (10) fo () = (@) et p( Bv) e
5 e P,
where¥,; is defined asy, £ Pg(dgp)/o%. wherem p is the Nakagami fading parameter giveniy; =

(Kp+1)?/(2Kp+1) andD(u) = [ e~'t"~1dt, Re(u) > 0,
e ety o sasumar s Engwn 1S the Gamma function.
1B B 0. , B B 5
to Alice since K is known. This declaration also applies to the path loss Follov_vmg (10)' the SNR of the eaveSdropperS channel can
exponent of the eavesdropper’s channgl and the Riciank -factor K. be rewritten as
51t is straightforward to prove that the secrecy outage puiiba is
a monotonically decreasing function of Alice’s transmitweo for given o . (17)
locations of Bob and Eve. As such, we assume that Alice alvezys her TE = Z’VE &
transmit power at the maximum value.



wherevg; = Jp|g:b|?, g is the 1 x N4 channel vector  With regard to the secrecy performance of the LBB scheme,
between Eve's-th antenna and Alice, i.eg; is thei-th row we first provide the following theorem.

of G. As per (3), we have Theorem 1. The secrecy outage probability of the LBB
Kp 1 scheme for a givemRR, is
i =4/ i8o ——8ri, 18
& 1+KE6g+\/1+KEg’ (18) O(R,) =
wheree; = ¢~ 7(i=Nrcosdm andg, ; is thei-th row of G,. i (271)
For any value of (i = 1,2,..., Ng), we have s 5 N g R, oo 2% exp ( T)
B Mg
— X
|6igob| = |gob|' (19) F(NEmE)W;NEmEagmB ne0 ’f?V”LB WBF(’;?V”LB +n+ 1)
As such, following a procedure similar to that used in obtaln oo (Bt (oR. ~ ~ \n? _ _ ;
ing £, (7), the pdf ofyz; can be approximated as S (") (2 _1) (VB'“J) Pa(mp+Npmp+n—1)
P\ T AL oy =0 IR, (2Rsm8% R )ﬁmBJrNEmEJﬂH ;
f’YE,i('y) - <:—) T €Xp < ) ) (20) B B
TE (mp) Ve (25)
wherein; is given bying = (Kp +1)*/(2Kg +1), Kp is wherel'(-) is the generalized gamma function (also valid for
given by K = |gob|* K, and7; is given by negative integers), which is given by [21]
=~ A o (KE|g0b| +1) YE o
Ve = Ehe] = e : (21) ot :{ =L (ZZ 2 —|—a) a is a negative integer
Since theyg ; are independent, following (21) the pdf of; ['(a), otherwise
can be approximated as (26)
~ Ngm me— ~ L. . . .
_(me\"" yNeme—l —mgYy 292 Proof: Substituting (16) into (24)O(R;) is derived as
f'YE( )_ [ 1—\ N ~ exp = . ( )
TE (Ngmp) TE

. .. . ~  2Bs(14~p)—1
Following (19), we note that g is independent of,. This ) /00 ; g (mB, W)
= ve\VE

indicates that the SNR at Eve is independen pfwhen Eve
adopts MRC to combine received signals (we do not need to
know the orientation of the ULA at Eve for our analysis)where~ (a, ) = [ e 't*"'dt, Re{a} > 0, is the lower
This also reveals that the SNR at Eve is independent of titneomplete gamma function. In order to obtain the result in
type of antenna array at Eve (e.g., other antenna arrays\tley(27), we have utilized the following identity [22, Eq. (3138)]
ULASs) since different antenna arrays only impagt As such,

dyg, (27)

u
our following analysis is also valid for other antenna asray / "t At = (v, ). (28)
Eve (e.g., non-uniform linear arrays, circular arraystaegle 0
arrays). To make progress, we adopt the following identity to expand

B. Secrecy Performance of the LBB Scheme v (@, p) 122, Eq. (8.354.1)]

In the wiretap channel, the secrecy capacity is defined as (a)petme=r
C_{OB—OE , VB >TE 23) v (@, I‘a+n+1) (29)
s 0 s VB < YE,
whereCs = log, (1 + vp) is the capacity of the main channelAS per (29), we have
andCg = log, (1 + vg) is the capacity of the eavesdropper’s Re(1 4 ) — 1
channel. Sinc€'z andCr are unavailable at Alice, the perfect ~ (mB, T)
secrecy cannot be guaranteed in the wiretap channel oéstter mp B
For this reason we adopt the secrecy outage probability and T(7i5) ( *(4ye)- )ﬁ””" eXp( " (4yp) - )
the probability of non-zero secrecy capacity as our secrecy_ Z p'ys mp'ys
performance metrics. The secrecy outage probability isiddfi I'(mp+n+1)
as the probability of the secrecy capacity being less than B n g tn
the target secrecy rat&, (bits/channel-use), which can be £  T(mp)(2fyp)mst" (1 + 3;;;;)

formulated as [8,9] = ———
n=0 ( 2B 28s (14yp)—1 T(m 1
O( ) Pr(C <R ) (mB) eXp( 1= _) (mB+7’L+ )

B YB
275 (1445) -1 +oo D(ifip) exp (— ZoUb12)=L) (9Req )i
/ f’YE '7E [/ f'yB('YB)d’YB dye. (24) = Z = ( 7713_:7; hE )
=0 (Z_B) T(ip +n+1)

mp

5The secrecy outage probability is the most common metrid irsphysical +oo R 1
layer security when CSI on the channels is unavailable ateAlHowever, it Z mB +n 27 —1 (30)
is important to note this metric does not distinguish betwesiability and 2R57E )
security [19]. =0




in which the identity [22, Eq. (1.110)] the secrecy diversity order of the LBB schemerag. As
too such, we omit the proof of the above corollary here. We note
(1+p)" = Z <O‘> ! (31) that maximum value ofnp is (NaKp + 1)?/(2NAKp + 1)
due to|h,b|? < ||h,||?||b]|> = Na.

The probability of non-zero secrecy capacity is defined as
o Neme  Neme B the proba_bility that a positive secrecy capacity is actdeves
O(R,) / (@) Vg exp (—TEEW;) ., per (23), it can be formulated as

o \7m I(NepmE)

=0
is employed. Substituting (22) and (30) into (27), we have

TE Pron = Pr(Cy > 0)
+o0 exp (_QRSEIle)_l) (2RS,YE)77LB+77, 00 B
e . 1= [ ) ([ rutmiing) ars. @9
(@) T e

Then, the probability of non-zero secrecy capacity of thé&LB
“+oo ~ R l . . .
Z mp+n\ (2% —1 scheme is presented in the following corollary.

l 2Ry E Corollary 2: The probability of non-zero secrecy capacity
) of the LBB scheme is given by

=0

~ (9Rs_
e ﬁl%2nR5 exp <_mB(2 1)

_ ﬁlgamgzzﬁilzzﬁlslis Z T , L ﬁLgLBﬁlgEﬁLE f ﬁl’é%ﬁ
~ =mpx=NgmEg :nr(“' L4+ 1) non — ~ =—mpx~—Ngmpg F(N +n+ 1)
D(Neme)Yp Ve n=0 Tpi\p TN D(Neme)Ye 7B n=o MBI
+o0 (i U oo m m — m m
Z ( I?-m) (2R5_1) N BtNEmMEtn—1-1 b y I'(mp+ NEWEE -i-Nn)~ . (36)
9lR. (QRSfﬁ B )’Y -~ . ~ \mBtNgmg+n
1=0 O exp Bls EYs )0k (mBWE +mEWB)
YBYE
(32) Proof: As per (35), the probability of non-zero secrecy
We then obtain the desirable result in (25) by solving tHe#Pacity can also be formulated as
integral in (32) as per the following identity [22, Eq. (3138)] Poon =1 — O(R, = 0). (37)
o 1
/ trle it = —Ta(v). (33) SubstitutingR, = 0 into (25), we obtain the desirable result
0 H in (36). m

] - ) ) We note that the expression for the probability of non-zero
We first note the secrecy outage probability derived in (2hcrecy capacity is simpler than that for the secrecy outage

is a function of Bob and Eve's locations and thgbeg:mfor’mer probability and it only involves one infinite series. Thigifite
all of which are embedded in the paramet@rs, 11z, 7, and  geries can also be approximated by truncating it at a finite

Vg We also note that (25) is valid for arbitrafyz andme  nymbper. This approximation is very accurate even when the
(mp andmpg can be equal), and thus (25) is valid for arb'”ar?t’runcating number is small (e.gL)).

Kp and Kg. As such, our derived expression for the secrecy

outage probability is of more generality than that presginte

[8], which is only valid for integralimz and . Although C. Optimal Location-based Beamformer

the expression presented in (25) involves two infinite serie A |ocation-based beamformer can be written as

they both can be approximated by finite series accurately. We 1 "

approximate the infinite seri€st > and>_,"% by truncating b = VAT [1,--+ exp(—=j(Na —1)7acosy)]”,  (38)

them at finite numbers. As we will show in Section IV, the 4

accuracy of such approximations is acceptable as long as Werey (0 < ¢ < ) is the beamforming direction. In this

truncating numbers are larger than approximately 100. ~ work we define the optimal location-based beamfornhet,
An important performance parameter associated with tA& the one that minimizes the secrecy outage probabilita for

secrecy outage probability is the secrecy diversity ondlich ~ given Rs. Therefore, defining

determines the slope of the curve for the secrecy outage X .

probability (in dB) versusy, (in dB) as7,; — oo for finite ¥ = argmin O(R, ), (39)

7. Mathematically, the secrecy diversity order is defined as ) . ) .
and settingy = «* in (38) completely define the optimal

8= lim log,, O (Rs). (34) beamformeb*. We note that the value range ¢fis selected
Fp—o0 logo(1/7p) based on the symmetric property of the ULA (eq).= 7/3
The secrecy diversity order of the LBB scheme is presentdfd ¢ = —/3 lead to the same beamformb). We note
in the following corollary. that (39) is a one-dimensional optimization problem, which
Corollary 1: The secrecy diversity order of the LBBCan be solved through numerical search. Substitutingnto
scheme ishp. (25), we achieve the minimum secrecy outage probability of

Following a procedure similar to that used in derivinghe LBB scheme, which is denoted @S (1, ). We would like
the secrecy diversity order of the antenna selection scierf highlight that¢)® can be analytically determined in some
presented in [8, 9], we can obtain in a straightforward manngPecial cases as detailed in the following corollaries.



whereF(-,) is defined as

N, =2 25 N, =3
_ 15 > Nwa ) Vy = Oa
% 1 ;/15 BNz, vz) = NL, <%> , 0< v, <2m. (42)
] Koo
05 05 It is straightforward to prove that the maximum value of
0 o F(N,,v,) is N,, which is achieved for, = 0. This is also
0 1 MZ/ 3 4 0 1 2 v 3/ 4 5 6 confirmed by Fig. 2, where we pl@&(N,, v, ) versusN, v,/
4 /T 5 it for different value ofN,.. As such,h,b|? is maximized when
N, = A N,=5 v4 = 0 and thus we have* = 0 (we ignore the negative
8 solutions due td) < ¢ < 7) in order to maximizéh,b|?>. m
?2 i3 We note that fory* = 65 we haveb* = hf//Nx
E; §2 and [h,b|> = Na. As such, we havekpz = N Kp and
1 g = (NaKp+1)75/(1 + Kg). We denote the secrecy
! outage probability of the LBB scheme with unknown Eve’s
0 > - . s T T location (i.e., " = 0g) asOy(Ry). _ _ _
Novy/m Novy 7 Corollary 4: For Kg > 0, the (multiple) solution to (39) is
* = arccos ( cosOg + ]QVZATZ y,na=1,...,Nqg—1, in the

Fig- 2. F(No, ve) VersusNovs /m for different values otV following cases: (i) whery, — oo for finite 75, (i) when

Kp =0, or (iii) when 6p is unavailable at Alice.

Proof: Following similar arguments to those used in the
proof of Corollary 3, we know that* is to minimize|g,b|?
for all three cases in Corollary 4. The value|gfb|? is given

by

Corollary 3: For Kp > 0, the solution to (39) is)* = 0p
in the following cases: (i) wheffz — oo for finite 7, (ii)
when Kg = 0, or (iii) when 0z is unavailable at Alice.

Proof: In Case (i), asy; — oo the secrecy diversity lgob|> = F(Na,vg), (43)
ordfr determines the_ secrecy_outage probability. AS_SU%GFGVE — r4(cos B — cost). We note that the minimum
as7yp — oo the optimal location-based beamformer is 1o, o of F(N,,v,) is achieved when, = 2n,7 for n, =
maximize the secrecy Q|ver3|ty order given in Corollary._ﬂa.ﬂ 1,...,N, — 1, which is also confirmed by Fig. 2. As such,
m.B) in ordgr to minimize the secrecy outage prqbab|I|'Fy. Ta ), b|2 is minimized when — 2na7 for na — 1,..., Na—
this end,)* is to maximizeK g. Following (14),:* finally is 1. and thus we obtain Corollary 4 -
to maximize|h,b|?. In Case (ii), there is no LOS component
in the eavesdropper’s channel due &g; = 0 and« does
not impactyg. As such,* is to maximizeyg in order to
minimize the secrecy outage probability. Following (9) In this section we present numerical simulations to verify
finally is to maximize|h,b|? in this case. In Case (iii), Alice our secrecy performance analysis of the LBB scheme, and
is not sure how) impactsyg sincefy is unknown. Theny) examine the impact of different system parameters (&g.,
is to maximizeyz and thus to maximiz¢h,b|? based on (9). Kk, ¥z, andyy) on the LBB scheme. To better illustrate the

As we can see from the above discussion, in all three caSns obtained by our scheme, we will also present simulatio
of the corollary the value ofs* is the one that maximizes ©f the secrecy performance of the NB (non-beamforming)

Ih,b. So, to complete the proof we now prove that this vaIu%Chem?- This Iattgr scheme represents the case when an
is indeedd. Denotingua = 74(cosfp — cos), as per (2) isotropic beamforming pattern is produced by Alice (see Ap-
and (38), forvs # 0 we have pendix A for an analytical analysis of this scheme). To carnidu

’ simulations, we deploy Bob and Eve at specific locations and

then map such locations intp; and?, respectively. Such a

IV. NUMERICAL RESULTS

1 exp(jNiwa) =1

h,b = mapping is based on Alice’s transmit power (i.B),and path
VNa exp (jra) —1 loss exponents of the main channel and the eavesdropper’s
1 —eiNava/2 (_e=iNava/2 _ giNava/2) channel (i.e.;js andnz). For presentation convenience, we
- VN _ejva/? (_efjuA/z _ ejI/A/Q) o_nly sp_ecify the values 6f 5 qndﬁE adopte_d in our following
1 sin(lNAyA) ‘ simulations. We note that in the_fo_llowmg figures we use
- 2 efvalNa-1)/2, (40) “Theo” and “Simu” as the abbreviations of “Theoretic” and
VN4 sin(3va) “Simulated”, respectively.

In Fig. 3 we first verify our derived secrecy outage probabil-
For v4 = 0, we haveh,b = v/Na. Then, following (40) we ities for Nakagami fading channels. To this end, we generate
have channel realizations as per the Nakagami fading channel,
WherNe we have sethp = 2mp, mg = mg, Y5 = 375,
and¥y, = 7y, wheremp = (K + 1)?/(2Kp + 1) and
2 _ .
lhob|* =F(Na,va), (41) mp = (Kg +1)?/(2Kg + 1). The theoretic secrecy outage
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different values ofyz, wheremp = 1.35, mg = 1.33,20 = 0.85, Ny =
3,Ng =2,andRs = 1.
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values ofy gz, whereNy =3, Ng =2, Kp =10dB, K =5 dB,0g =
7/3,0p =7/4,and Rs = 1.
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Fig. 5. Minimum secrecy outage probability of the LBB schemesus
different values offg, where Ny = 2,Ngp = 2, Kg = 10 dB,Kg =
10 dB,75 = 10 dB, 7 = 10 dB,and R, = 1.

ability of the LBB scheme(®*(R;), and the secrecy outage
probability of the NB scheme¥ng(R;), match extremely
well the theoreticO*(Rs) and Ong(Rs), respectively, thus
confirming the validity of our channel approximation. We eot
that we have sl very close tdfp in Fig. 4 (i.e.,0p = /3
andfy = w/4). The gap betwee®*(R;) andOng(Rs) can
even be larger whefig is not so close tdp.

In Fig. 5, we plot the minimum secrecy outage probability of
the LBB scheme(Q*(R;), versus different values @f. Again
we observe that the theoret@"(R;) matches extremely well
the simulatedO*(R,), which again confirms the validity of
our analysis. Fig. 5 is also useful in that it more visually
represents how the minimum secrecy outage probability of
the LBB scheme depends on the locations of Bob and Eve.
For example,O*(R;) is maximized whenfp = 6g. In
the simulations to obtain Fig. 5, we also observe that the
optimal beamforming direction)* shifts away fromfp as
0 approaches tép.

In Fig. 6, we examine the secrecy outage probability of
the LBB scheme without knowing Eve’s locatio®(R;).
As per Corollary 3, we know thab* = h'/|/h| when Eve’s
location is unavailable at Alice. In Fig. 6 we also compar th

probability of the LBB schemé&)(R;), and the secrecy outagethe solution with no information on Eve’s location to the NB
probability of the NB scheme, denoted &wgp(Rs), are scheme. To conduct a fair comparison with the NB scheme,
obtained through (25) and (49), respectively, where relevave assume Eve’s location is uniformly distributed on a eircl
infinite series are truncated at 100. In this figure, we olesergentered at Alice, i.eflr uniformly distributes betweef and
that the theoreti@®?(R,) and Ong(Rs) precisely match the 2, 0r ~ U[0, 27]. We then averag@,(R;) overfg to obtain
simulatedO(R;) and Ong(Rs), respectively. This confirms the average secrecy outage probability, denote@d%. ). As

the correctness of our derived secrecy outage probabkilitie expected, we observe thé,(R,) is lower thanOng(Rs),
Recall that for mathematical convenience, our analysihich demonstrates that the LBB scheme still outperforms
approximates a Rician channel with a Nakagami channel. fte NB schemeon average, even when Eve’s location is
see the effect of this, in Fig. 4 we again plot the secremynavailable at Alice. This is due to the fact that the LBB

outage probabilities of the LBB scheme and the NB schensgheme improves the quality of the main channel based on
but this time for specific Rician fading channels. In this figu Bob’s location, which on average reduces the secrecy outage
we observe that the simulated minimum secrecy outage prgvebability. However, the most important result obtaineatf
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V. CONCLUSIONS

We proposed and analyzed a novel beamforming scheme
in the wiretap channel where both the main channel and the
eavesdropper’s channel are subject to Rician fading. Owr ne
LBB scheme solely requires as inputs the location informa-
tion of Bob and Eve, and does not require the CSI of the
main channel or the eavesdropper’'s channel. We derived the
secrecy outage probability of the LBB scheme in a closed-
form expression valid for arbitrary values &fg and K. We
then determined the optimal location-based beamformer tha
minimizes the secrecy outage probability. Comparisonb wit
range of other schemes were then carried out so as to better
understand the performance gains offered by our location-
based solution. The work we presented will be important for

|
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Y " a range of application scenarios in which Rician channeds ar
-2 L . . . .
10 10 ' 15 expected to be dominant and where location information of
s potential users and adversaries are known.
Fig. 6. Secrecy outage probabilities without Eve’s loaqati@rsus different
values of¥, where Ny =3, N =4, Kg = 10 dB, K = 5 dB,0p = APPENDIXA
7/3,and Rs = 1. SECRECY PERFORMANCE OF THENB SCHEME

In the NB scheme, Alice distributes her total transmit power
uniformly among theN, orthogonal independent transmit
the simulations of Fig. 6 is that the secrecy outage proltabildirections (i.e., the covariance matrix bfr is Ply,/Na)
of the LBB scheme without Eve’s location increases (e.g., §23, 24]. Then, the SNR at Bob is given by [23, 24]
approximately a factor of 5 fofjz; = 10dB) relative to that

= 2
of the LBB scheme with Eve’s location. This quantifies the yNB — M. (44)
value of the location information of Eve to the beamformer Na
solution. Interpreting Rician fading as a special case of Nakagami

It is worth mentioning how relaxations of some key asfading, the pdf oy 5B can be approximated by
sumptions we have made impact the results presented here.

_Namp~y
Of course, in reality it will never be the case that all repdrt o () = mpyA" By Nams—lem T, (45)
locations, allK map information, and all path loss exponents R T(Namp)(7g/Na)Nams

are known with zero error. Errors in these quantities alg, sssume that Eve applies MRC to combine the received
intermingled in the sense that an error in one leads to am erfo nals at different antenna elements. As such. the SNR at

in another. We have attempted to encompass such correl g is given by

errors in a range of additional simulations. Our generalltes

is that a percentage error b§% in any of these inputs leads to NB 7E||S(T)G.||2 YA 46
an approximatelyt0% percentage error in our reported outage 2 Ny TNy (46)

probabilities. For anticipated error inputs, we can therebay wheres is the Ng x 1 eigenvector for the largest eigenvalue

that. our analysis remains reasonapl_y accurate. . Ao of G. The theoretical expression for the distribution of
Finally, although outside the spirit of our low-complexity,, has been derived in [25]. However, this expression is too

LBB scheme, it is perhaps worth discussing the gains to gmplicated to be used for further analysis. To make pragres

made when the full CSI information of the main chann e adopt the simple approximation for the pdf)(%fproposed

is made available to Alice (where the transmission schern,'e[%] As such, the pdf of NB can be approximated by
. , B

is named as the full-CSI scheme). If Eve’s location is also

available at Alice in the full-CSI scheme, the full-CSI sofe ") (Namp)NaNeme NaNpme—1 . ( NAmEv)

. NB = = X = s
will of course outperform the LBB scheme fo_r any yalues Q’fc%s v T(NANgmg)({gho)NaNems p 7 o
system parameters. For example, under the simulatiomgetti (47)

of Fig. 4, the secrecy outage probability of this full-CSI _ _ .
scheme with Eve’s location i45% lower than that of the Whereo is the mean of the per-branch largest eigenvalue (i.e.,

LBB scheme for7, = 10dB and5, = 5dB (determined Ao = E[Xo]/NaNp). The value of), can be approximated
from simulations). If Eve’e location is unavailable at Adi¢in Py [26]

both schemes) then the full-CSI scheme outperforms the LBB Kp_ 4 1 NatNg Kg>05
scheme byl0% for 7; = 10dB andy; = 0dB underthe same ~ y _ ) =+t Kol lalett 7 T we
simulation setting of Fig. 6 (determined from simulatiomsia (%) ’ , Kg <0.5.

analysis). For completeness, the secrecy performancgsial N
of the full-CSI scheme is given in Appendix B. We note that we have, = 1 for arbitrary K whenNg = 1.



Following a similar procedure to that used in derivingeve applies MRC to combine the received signals at different
O(Rs) in Theorem 1, the secrecy outage probability of thantenna elements, the SNR at Eve is given by
NB scheme is derived as

Tel|Ghi[> _ _
0o 288 (14vyp)-1 ’YSSI - EHh”2 =TE 2755117 (53)
OnB (Rs):/ f’yEB(’yE)/ fyne(vB)dys | dve
0 whereyZ8" = |g;h'|/||h]|. In order to derive the pdf of 557,
B myAT B mNANEmE g Nams Ry y we next first derive the pdf of 55T, As per (1) and (3), we
F(NANEmE)’YBNANEmE( )\0) Namp have
h 1
nR, _NAmB(QR 71) glh - X b.h b.h T
+200 mB2 exXp < 773 ||hH ||hH (eoﬁzgo + e'rg'r)( oy + 0r T)
. x g, h . ht i
— ’}/BF(NA’ITLB +n+ 1) o boeoezgoho breoezgohr ergrh
n=0 = + + . (54
[ ([l [

+00 (Namptn 2R5_1l
() (27-1) where

N_lles x
1=0
(T5TEM) FG(NAmB+NANEmE+n—l) KB—i-l VK

)NAmB+NANEmE+n—l : (49) . \/TE
VEKp+1 KE+1

As per (49), we can see that the secrecy outage probabilify maye progress, we make the following approximation
of the NB scheme is independent 6 and 0g. However,

(2RmpYEAo + mETp

(49) is a function ofy; and 7, which are dependent on gih' _ boeocigohl | breocigoh] | ergrhf

T E _ _ ~ (55)
dg anddg, respectively. We note that the secrecy diversity  [[h]| VN4 VN4 VN4
order of the NB scheme i84m g, which is the full secrecy ST LCSI

diversity order. Also, following a similar procedure to thsed
in deriving P,,, in Corollary 2, the probability of non-zero
secrecy capacity of the NB scheme is derived as

We note that in (552SS! is deterministic andh$S! is a
circularly-symmetric complex Gaussian random variabls. A
such, g;hf/\/N, follows a Rician distribution. Following

pNB _ mgAmBmgANEmEngNEmE y (55), we have
- [(NaNgmp)(FpAo)~Nams RCSI[2 = bieslgohl®  KpKplgohf|®
io mh (Tpha)" 50) ’ Na Na(l+ Kp)(1+ Kp)
—rs P(Namp+n+1) and - )
a b
L (Namg + NaNemg + n) E[|hSS"?] = Z2E[|g,h} ] + ZE[lg b
. _ \Namp+NasNgpmg+n" N N
(mB’}/E/\() + mE'yB) = b?_eg + 62
. K+ Kg+1
APPENDIX B - (Kp+1)(Kg+1)
SECRECYPERFORMANCE OF THEFULL-CSI SCHEME Then, the Riciank -factor of g;ht /\/N1 is given by
In the full-CSI scheme, Alice knows the CSI of the main |hCST 2 KpKg|gohl|?

[I>

= z . 56
E[|RESI2]  Na(Kp+ Kgp+1) (56)

0rE]oIIowing (55), we also have

Kg

channel (Bob feeds back the CSI to Alice), but Alice does not
know the CSI of the eavesdropper’s channel or Eve’s locati
Then, Alice adopth/||h|| as the beamformés to maximize

the SNR of the main channel [24, 27] in order to minimize theY, = E[y5e'] = 75 (|hSS!? + E[|RSST))

secrecy outage probability. The SNR at Bob of the full-CSI KpKplgohl |2+ Nao(Kp+Kgp+1) 57)
is gi = - . (67
scheme is given by [24,27] WEINA(KB F1)(Kg +1)
S8 =75 ||h|)2. (51) Then, the pdf oy$S! can be approximated by
Again using the Nakagami fading to approximate the Rician A CSI( ) = (@)mE yEl exp ( EV) ’ (58)
fading, the pdf ofySST can be approximated by Ve L(rivg) e
 Nams Namp—1 gy (_me whererp = (Kp+1)?/(2Kg +1). gnceyggl are indepen-
Foosi(y) B v P o7 (52) dent from each other, the pdf ofSS! can be approximated
CsI - .
Lt T(Namp)7a > by

. m Ngmg Ngpmg—1 m
We assume that Eve knowk by eavesdropping on the fresi(y) = <_E> T ex p( E7>.
feedback from Bob to Alice. We also assume that Eve knows Ve [(Ngrig) Ve

that Alice adoptsh’/||h|| as the beamformer. Assuming that
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(’)(Rs) in Theorem 1, the secrecy outage probability of the MIMO for next generation wireless system$EEE Commun. Mag., vol.

. . 52, no. 2, pp. 186-195, Feb. 2014.
full-CSI scheme is then derived as [12] T. L. Marzetta, “Noncooperative cellular wireless lwitinlimited num-

o 275 (1 4y )1 bers of base station antenna&ZEE Trans. Wreless Commun., vol. 9,
10) (R _ f ( f d d no. 11, pp. 3590-3600, Nov. 2010.
csi(fs)= 0 755! VE) VSSI(VB) VB |9YE  [13] H. Yin, D. Gesbert, M. Filippou, and Y. Liu, “A coordined approach

0 to channel estimation in large-scale multipleantennaesysf' |IEEE J.
mNams g Neiig g Namp Rs Sal. Areas Commun., vol. 31, no. 2, pp. 264-273, Feb. 2013.
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