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$ /usr/sbin/ntpdc —n —c monlist 192.0.2.123

remote address port local address count m ver code avgint Istint
192.0.2.70 57124 192.0.2.123 372 0 3194 0
192.0.2.51 123 192.0.2.123 3387 4 4 0 1008 39
192.0.2.69 38323 192.0.2.123 1172 0 27441 63313
192.0.2.2 60947 192.0.2.123 272 0 554028 101944
192.0.2.27 58440 192.0.2.123 172 0 0 244503
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OpenNTPProject.org

B http://OpenNTPProject.org/
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OPEN NTP Project "

OpenNTPProject.org - NTP Scanning Project

Search my IP space (eg: 192.0.2.0/24 - searches "larger" than /22 will be rejected):

If you are a member of the general public: If you are a member of the security
community:

How can | check my server? - run the command

ntpde -n -c menlist - If you see a response, your You can contact the ntp-scan /at/ puck nether.net to

server may be used in attacks. obtain the raw data. It is available for re-use in your
reporting.

How can | fix my server, router or other device? You

should upgrade tp NTP-4.2.7p26 or later. You can

add disable monitor t0 your ntp.conf and restart

your NTP process if on an earlier version. Also check  About US:
out the Team Cymru Secure NTP Template - Also

see NTP Bug #1532

The server should also not respond to0 loopinfo Or
iostats requests as well

We are sending one packet to every IP to test if it
generates a NTP MONLIST MODE 7 response -~ Global ICT Partner

cat Innovative, Reliable, Seamless.

Recent News:

2014-01-13 - 100Gb/s attacks using NTP 6

2013-12-26 - Christmas 2013 NTP Attacks
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HARM LIS Source Address Validation
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Hackers Spend Christmas Break Launching Large Scale NTP-Reflection Attacks

- http://www.symantec.com/connect/blogs/hackers-spend-
christmas-break-launching-large-scale-ntp-reflection-attacks

NTP reflection attack
- https://isc.sans.edu/forums/diary/NTP+reflection+attack/17300

NTP DoS reflection attacks

- https://cert.litnet.lt/en/docs/ntp-distributed-reflection-dos-attacks
New DoS attacks taking down game sites deliver crippling 100Gbps floods

- http://arstechnica.com/security/2014/01/new-dos-attacks-
taking-down-game-sites-deliver-crippling-100-gbps-floods/

A L= Tl N

SET T LE
https://www.team-cymru.org/ReadingRoom/Templates/secure-ntp-template.html
https://www.team-cymru.org/ReadingRoom/Templates/secure-endrun-template.html
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m JPCERT/CC
- https://www.jpcert.or.jp/at/2014/at140001.html

- http://jvn.jp/cert/JVNVU961/76042/

B @Police
- https://www.npa.go.jp/cyberpolice/detect/pdf/20140117.pdf

B Amplification Hell: Revisiting Network Protocols for DDoS Abuse

« Christian Rossow. 2014 Network and Distributed System
Security Symposium, NDSS 2014, San Diego, CA, USA

- http://www.internetsociety.org/ndss2014/programme#sessionl

v We revisit 14 popular UDP-based protocols of network services, online games,
P2P filesharing networks and P2P botnets, all of which are vulnerable to
amplification DDoS attacks. We leverage traffic analysis to detect attack
victims and amplifiers, showing that attackers already started to abuse
amplification-vulnerable protocols other than DNS.
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