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https://manual.sakura.ad.jp/cloud/mobile-connect/mobile-gateway/mobile-gateway-sim-route.html
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« gofmtICkHBEENZH—< vk
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e go bench TRUFT—ILHTF LY
- BELHUTIL
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Diameter/SCTP
S6a
MME HSS

S1-MME

UE eNB S11

LTE-U
’ S1-U Operator
SGW PGW
S5 SGi Network

C: GTPv2-C/UDP
U: GTPv1U/UDP

sFHl(E 3GPP TS 23.401 S8
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UE eNodeB new MM Old Serving GW || PDN GW PCRF HSS
=] e [0 ) [Senina ][ PONGW]  [PoRF ][ 75 |

1. Attach Reguest

« {51) Attach procedure T
. 3GPP 23.401 5.3.2.1
E-UTRAN Initial Attach e
o IOLVOEIMNIKSAHDDT,
ChTHRNERIET S e

F_Ir§t D.ch_nHrl Data (if not hapdover)
16. Create ion R nse
17 |Initial Context Setup Request or|Downlink NAS tfansport with Aftach Accept
18. RRC Conrjection R or RRC Direct Transfer
19. RRC Conyrlection Reconfiglration Completd
20. Initial Context Setup Respofpse
21. Direct Tragsfer

22 Attach Cg\plele
___FistUplink Data,

-- - P
23. Modify Begrer Request

24. Modi rer R

Figure 5.3.2.1-1: Attach procedure 14
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« 3GPP TS 23.4015.1.1.9 &g
« SCTP(Stream Control Transmission Protocol)

« RFC 4960
¢ port 3868 Diameter Diameter
 Diameter SCTP SCTP
« RFC 3588 IP P
« DiameterZ7 LA AE (&) B >
L1 L1
MME S6a HSS

Figure 5.1.1.9-1: Control Plane for S6a interface
3GPP TS 23.401
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https://tools.ietf.org/html/rfc3588
https://www.oreilly.co.jp/books/9784873117027/
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« 3GPP TS 23.401 5.7.1 =88

« 5.7l Information Storage ELVSET., ThEFNA DI R—
2 RDMAIERFLGVDEVTHEOLNENTHD

« IMSI. MME Identity, APN7&&

o ZIIZIFENTULVGELD, AUCHLEZELZWLEWFLZLD T,
Rand. KiiELRTFIT DLENHD

o AuCIIEEEEIZfES
e LTEQEFa)T4IZDULVTEELLIE 3GPP TS 33.401 &HR
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 2RDFTND23.401., BMEDEFEMIL29.272[ZE VT H S
« 3GPP TS 23.401 O TEENDESHE

» 5.3 Authentication, security and location management

« 5.4 Session Management, QoS and interaction with PCC functionality

« 55 Handover

« 3GPP TS 29.272 M TicHESHE
. 5 MME — HSS (S6a) and SGSN — HSS (S6d)

* 7 Protocol Specification and Implementation

o ZIMBLWAWALKRFIAVMIFRIEEINS, -,
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o /MEEELTEDOCommand(Zxtisd ANENH S
* Authentication Information
* |nitial Attach

Update Location
 Initial Attach

Cancel Location

« HSSHh D Detach

Notify

« MMEA>SGWDZEEKE

Purge UE

« MME_LE®Subcription-Datah%;Hz 5 EE(2E S
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Authentication Information Cl& AuC Z4F> CSIMMD R %
I HALENHD

. BT ILT) X LI Milenage (3GPP TS 35.205)
* Milenagel&FreeBSDIZEZEINTWNTSEITLS

« https://github.com/freebsd/freebsd/blob/master/contrib/wpa/src/crypto/milenage.c

p i Use of the algorithms on the AuC side

"""""""""""""" RAND
; K K K
s | e AME B S v v A
|
| 5 e xor g soN —p 4J—> 2 f3 <J—> £4
T
vy v v v v
AK SQN ® AK MAC-A XRES CK IK

AUTN = SQN [® AK] || AMF | MAC-A
Quintet = (RAND, XRES, CK, IK, AUTN)

This figure describes the generation of the authentication and key generation values in the HLR/AuC 20



https://github.com/freebsd/freebsd/blob/master/contrib/wpa/src/crypto/milenage.c
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o LinuxlEdHhYEESMGSCTPHEZ S

« E¥L<I% man sctp

 one-to-many & one-to-one A3l . one-to-one M A IXTCPEREIBRDAPIT
EZ25
 one-to-many TE7ELVRIE/ED T one-to-one Z1% A
o SCTPIZIZWAWNAL/NFGA—EDHSHA . GSMA IR.8BIZET I HEEM
#HoTLVS
« GOARIKRILSCTPIZHIGL TLMELY

- GoB{KIZ#EEEBMT BhH . qithub.com/ishidawataru/sctp Z{FE>



http://man7.org/linux/man-pages/man7/sctp.7.html
https://github.com/ishidawataru/sctp
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« B TIXGoBKIZ#REEMLT-

ln, err := net.Listen("sctp", ":3868")
if err != nil {
// handle error

}
e Go1.91ELmTOY—X [FAFLTLYS
e GoNMDPR: proposal: x/net/sctp: new package #22191

o GoARIKIZIEMLESELI=-H. SCTPIXTAF—" D T golang.ora/x/net |Z
LTEEDON, ESHIZHDIssueD X EFL TREBIZH-TLNS



https://github.com/higebu/go/tree/sctp.go1.9.1
https://github.com/golang/go/issues/22191
https://godoc.org/golang.org/x/net
https://github.com/golang/go/issues/15021
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« qgithub.com/fiorix/go-diameter Z{E->TL\5

« BYEATEINTLVSL., <

« XMLTCommand, AVPDEHEZEREAIL(DBLY)

« 2018/2/61= Adding Go-Diameter SCTP support and 3GPP

S6a protocol support #78 ELVIPRMY—UENTULVS
« github.com/ishidawataru/sctp AMEHNTLVS

« B TIERBKEE

e RLTHE=LWRESLIZHSH, Purge-UELE BYE L Commandhidh 5



https://github.com/fiorix/go-diameter
https://github.com/fiorix/go-diameter/pull/78
https://github.com/fiorix/go-diameter/pull/78
https://github.com/ishidawataru/sctp
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o« FLLVNTYRAMENTULNSDDFEEE I Wireshark TX%

v Diameter Protocol
Version: 0x01
Length: 748
Flags: 0x40, Proxyable
Command Code: 316 3GPP-Update-Location
ApplicationId: 3GPP S6a/S6d (16777251)
Hop-by-Hop Identifier: 0x046ab000
End-to-End Identifier: 0x2f72744d
[Request In: 137]
[Response Time: 0.006810000 seconds]
AVP: Result-Code(268) 1=12 f=-M- val=DIAMETER_SUCCESS (2001)
AVP: Session-Id(263) 1=74 f=-M- val-mmma=sm=s fis o6 L) TSR L4 IRl Y LA - N .
AVP: Origin-Host(264) 1=51 f=-M- val=='"s == = m~ = == m-= =, 3gppnetwork.org
AVP: Origin-Realm(296) 1=41 f=-M- val=epc.p= ™8 m 10" 1.3gppnetwork.org
AVP: Destination-Realm(283) 1=41 f=-M- val=epc.mnc020.mcc440.3gppnetwork.org
AVP: Destination-Host(293) 1=55 f=-M- val=mss& &= & S6a.epc.mnc020.mcc440.3gppnetwork.org
AVP: Auth-Session-State(277) 1=12 f=-M- val=NO_STATE_MAINTAINED (1)
AVP: ULA-Flags(1406) 1=16 f=VM- vnd=TGPP val=1
AVP: Subscription-Data(1400) 1=360 f=VM- vnd=TGPP

AVP Code: 1400 Subscription-Data
» AVP Flags: 0xc0

AVP Length: 360

AVP Vendor Id: 3GPP (10415)
v Subscription-Data: 00000590c0000010000028af00000000000002bdcOOOOOL2. . .

: Subscriber-Status(1424) 1=16 f=VM- vnd=TGPP val=SERVICE_GRANTED (0)

AVP: MSISDN(701) 1=18 f=VM- vnd=TGPP val=580200111111
AVP: Network-Access-Mode(1417) 1=16 f=VM- vnd=TGPP val=ONLY_PACKET (2)
AVP: APN-Configuration-Profile(1429) 1=252 f=VM- vnd=TGPP
AVP: AMBR(1435) 1=44 f=VM- vnd=TGPP
» AVP: Supported-Features(628) 1=56 f=V-- vnd=TGPP

v

(vvyvvvvvyw

4
>
>
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GoZ{E-T-HSSD{EY 5 - GoTDiameter

o ELLWVATYRENSEE>TEIKEIZRSALY
« janaMEH LMW - TLYSResult Code

« BYZILVAVP

 Mbit

- HMFDEARALIBEETEELEIE

o ITEIELLELAVP
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PGW®OE A - Control Plane Z’Ak3aJL

« BIZ(X 3GPP TS 23.4015.1.1.6

. (% 3GPP TS 29.274
. GTPv2-C (2123/UDP)

GTRC GTPC
UDP UDP
IP P
L2 L2
L1 L1
S GW S5 or S8 P.GW

Figure 5.1.1.6-1: Control Plane for S5 and S8 interfaces

3GPP TS 23.401

=
28
T

-
W SAKURA internet

Bits
Octets 8 7 6 5 4 3 2 1
1tom GTP-C header
m+1ton

Zero or more Information Element(s)

Figure 5.6-1: GTP-C Header followed by subsequent Information Elements

3GPP TS 29.274



PGWOE A - User Plane FAKaJL & KURA ntermet

. #EE (£ 3GPP TS 23.401 5.2.1.1
. E#H(% 3GPP TS 29.060
. GTPv1-U (2152/UDP)

Application Bits
Octets 8 7 6 5 4 3 2 1
P P 1 Version | PpT] | E | S [PN
2 Message Type
PDCP elay Relay GTP-U 3 Length (1* Octet)
poCP | GTPU GTP-U GTP-U 4 Length (2™ Octet)
. 5 Tunnel Endpoint Identifier (1= Octet)
RLC ; RLC | UDP/IP UDP/IP | UDP/P UDP/IP 6 Tunnel Endpoint Identifier (27 Octet)
MAC MAC L2 L2 L2 L2 7 Tunnel Endpoint Identifier (3" Octet)
8 Tunnel Endpoint Identifier (4* Octet)
L1 L1 L1 L1 L1 : L1 9 Sequence Number (1* Octet)! #
10 Sequence Number (2™ Octet)! ¢
LTE-Uu s1U 85/58 SGi 11 N-PDU Number? ¢
12 Next Extension Header Type? 4
UE eNodeB Serving GW PDN GW
Figure 5.1.2.1-1: User Plane Figure 2: Outline of the GTP Header
3GPP TS 23.401 3GPP TS 29.060 —
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PGWOEXK - SGWED LY HRY (S5/S8) SakUra internet

« 2RDFTND23.401, EMEDEEMIL 29.274 [TEWNVTH D

« 3GPP TS 23.401 O TEENESHE

» 5.3 Authentication, security and location management
« 5.4 Session Management, QoS and interaction with PCC functionality
5.5 Handover

o ZCMBWWAWALGRFIAUMMIFRIETEND, o




PGWOEXK - SGWED LY HRY (S5/S8) SakUra internet

« Control PlanelZ FEED52Z2EELTHIFIZRLMET

» Echo Request/Response
SCGWEDHEBEERDT-H
» Create Session Request/Response
Attach® =&
» Modify Bearer Request/Response
SGWDZEEZHESIN\VEA—N—D1=8
» Delete Session Request/Response
Dettach® =&
» Delete Bearer Request/Response
PGWMoARTSZHIBRT 571=8 =

32
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« User PlaneldGTPv1-UMD T E2 D Message TypelZxtIixd 5

WENHD
* Echo
+ SGWEDHEEHRDT=8
- G-PDU

e UEMSD /N ryb UEAD/NyhE BT =6
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GoZ{E->T-PGW®D{EY S - GoTGTPv2-C

« GOTGTPV2-CZZEELTLVH0SSZERI=_&IFELy
BICUDPY—/N IUSAT7UrERETNIERL
« golang.org/pka/net T+4%
o EITHKT=KEADIE (Information Element) D/ \—HZ&EH
EWNEWLFEL (DY)



https://golang.org/pkg/net

GOEﬁOT:PGWG){IFUﬁ - GO-GGTPVZ'C & SAKURA internet

o« ELLVZVNSYREENTULNS DN EWireshark CHESR

» User Datagram Protocol, Src Port: 2123, Dst Port: 2123

GPRS Tunneling Protocol V2

»

vy v v v v v w

Flags: 0x48

Message Type: Create Session Response (33)

Message Length: 111

Tunnel Endpoint Identifier: ©x80592c20 (2153327648)
Sequence Number: 0x0017c¢805 (1558533)

Spare: ©

PDN Address Allocation (PAA) :

Bearer Context : [Grouped IE]

APN Restriction : value ©

Recovery (Restart Counter) : 12

Cause : Request accepted (16)

Fully Qualified Tunnel Endpoint Identifier (F-TEID) : S5/S8 PGW GTP-C interface, TEID/GRE Key: Ox6aefe60f, IPv4 = = p. 0
Protocol Configuration Options (PCO) :

[Response To: 1]

[Response Time: 0.005785000 seconds]
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o« IELLVNT YR EBET >TEKEITRLZELN2
« BYIGWIE

* Instance

« PCO.3GPP TS 24.008IZEL\THABITE




GoZ{E->T-PGWD YA - GoTGTPv1-U

e Linux kernel 4. 7LD atpED 12— )LEFESIH . tunA 49—
JI—RZ > TCEETLHDOIFEH
e HEFE(XtuNA U A—DTT—R{FEHIATEILITLYS

« &3, aithub.com/gooale/gopacket ITGTP®/\—4AViBN
ni-

« New protocol GTP #417
o {FOoTIELVEWFTESEIZLZLDTIE



https://github.com/torvalds/linux/blob/master/Documentation/networking/gtp.txt
https://github.com/google/gopacket
https://github.com/google/gopacket/pull/417

GoZfE->T-PGWD YA - GoTGTPv1-U A

e Linux kernel 4.7 EDgtpED 12— ILEFESHE
* netlinkiEFH Ttpr RILEEDHEMTES

« github.com/vishvananda/netlink Z{E>5 D H g E

« 2017/5/THBEZHEINTHELTLNS
» Add support for GPRS Tunnelling Protocol(GTP) #229
« B JNa—F
o XBHTIEINKYFTINLEELTWNV=DT, gtpEV2—ILDFTIZHE =
libatpnl #&&(CE&ELT=
« netlink® T /\wJ X KZEFH nltrace HMEFIF=-7=



https://github.com/vishvananda/netlink
https://github.com/vishvananda/netlink/pull/229
https://gist.github.com/higebu/5b70cf251651370c777fac3da2ffb562
https://git.osmocom.org/libgtpnl/
https://github.com/socketpair/nltrace
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s tuUNAUA—TJI—REFSIHE (i)
» Uplink
« SGWHi52152/UDPIZFEF=GTPVI-UD /N7y D R A
A—kZtunA/ 23—z —RIZTAND
* Downlink
s tuNAUA—TI—AMBFHARAATZ/INTYEEGTPV1-UT
N7V LTSGWIZEITS




GoZ{E->T-PGWD YA - GoTGTPv1-U

« tuUNAUA—TJI—REFHGHE (EE)
« SGWHFmEILI-F-=OUDPY—/\_ 54Tk

« github.com/vishvananda/netlink Ttunq4>2—2Jx1—X%
E>THRAEZTH

Uplink

S5/S8 UDP socket PGW tun SGi

Downlink


https://github.com/vishvananda/netlink

GOEﬁOT:PGWG){IFUﬁ - GO-GGTPV1 -U & SAKURA internet

tunA 2 A—Jx—REFHIHE (FE)
 github.com/vishvananda/netlink Ttun/>2—Jx1—X

link := &netlink.Tuntap{
LinkAttrs: netlink.LinkAttrs{Name: "gtpe"},

Mode: netlink.TUNTAP_MODE_TUN,
Flags: netlink.TUNTAP_DEFAULTS | netlink.TUNTAP_NO PI,
Queues: al

}
if err := netlink.LinkAdd(link); err != nil {
// handle error

}
if err := netlink.LinkSetUp(link); err != nil {

// handle error

}
e link.Fds A" [*os.File IZ7E>TLNSD T, link.Fds[0] ZRead/Write9 %
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https://github.com/vishvananda/netlink
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o MEHEIZDULNT
« SREAGRKRETEIAVTHFRARRMYFHEREIZHES
- sendmmsg/recvmmsg {5 &ppsHhiilE TES
o E¥L<IZECloudflarefc 4 ) How to receive a million packets per second
« Gof=¢& golang.ora/x/net/ipv4d TTZ5
« Y J)La—F
« GTPDIL—A2T{E-TLYS
o ENAILT—FDATlItunA 22—z —RBIDRMLRYIIZHS
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https://blog.cloudflare.com/how-to-receive-a-million-packets/
https://godoc.org/golang.org/x/net/ipv4
https://github.com/higebu/go-udp-batch-example

GO&ﬁOT:PGWG){IFUﬁ - GO-GGTPV1 -U & SAKURA internet

« BE DI IVFLETOMRRERR
« CPU 20 core. 224 GB RAM, 10Gbps
o 2BMOY—/\RETgtpk R ILZE{E>Tiperf(iperf 3.2)
« UDP (32 byte®/\4vhk)
« gtpETDa—JL: ~150Kpps
« GoZxZ: ~70Kpps
. TCP
e gtpEY2—/L: ~3Gbps
« GoZ%EZ: ~1.5Gbps
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« 18 THGbpsl LHTHEAE TEoHIGOELIFALY
WNEEE-TWWAED =5
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DP
« FD.io

Dot

« MIZRESZEIZLDNHo-0H A TS



https://www.dpdk.org/
https://www.iovisor.org/technology/xdp
https://fd.io/
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« RFC « Go
- RFEC 4960 SCTP » qithub.com/ishidawataru/sctp
« RFEC 3588 Diamter » qgithub.com/fiorix/go-diameter
. 3GPP » github.com/vishvananda/netlink
» golang.org/x/net/ipv4
« 3GPP TS 23.401 .
« C
« 3GPP TS 24.008
« Milenage
« 3GPP TS 29.272 . libatonl

« 3GPP TS 29.274 « nltrace
« 3GPP TS 33.401
« 3GPP TS 35.205
« GSMA
« GSMA IR.88
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https://tools.ietf.org/html/rfc3588
http://www.3gpp.org/DynaReport/23401.htm
http://www.3gpp.org/DynaReport/24008.htm
http://www.3gpp.org/DynaReport/29272.htm
http://www.3gpp.org/DynaReport/29274.htm
http://www.3gpp.org/DynaReport/33401.htm
http://www.3gpp.org/DynaReport/35205.htm
https://www.gsma.com/newsroom/all-documents/ir-88-lte-epc-roaming-guidelines-v18-0/
https://github.com/ishidawataru/sctp
https://github.com/fiorix/go-diameter
https://github.com/vishvananda/netlink
https://godoc.org/golang.org/x/net/ipv4
https://github.com/freebsd/freebsd/blob/master/contrib/wpa/src/crypto/milenage.c
https://git.osmocom.org/libgtpnl/
https://github.com/socketpair/nltrace
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o CTEPCEZEELTLVAASPGWIZHE-TLVS
« BRIELEELTEIAMNOT A IN—
 https://qithub.com/travelping/ergw
« ErlangTGGSN/PGW=EXL T
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