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static int should_failslab(struct kmem_cache *cachep, gfp_t flags)

{

if (flags & __ GFP_NOFAIL)
return 0;

return should fail(&failslab.attr, obj size(cachep));

}

static void *

__cache_al loc_node(struct kmem cache *cachep, gfp_t flags, int nodeid,
void *caller)

{

if (should_failslab(cachep, flags))
return NULL;
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* make menuconfig
- Kernel hacking —>

* [%] Fault—injection framework

- [%] fault—injection capability for kmalloc
- [*] fault-injection capability for alloc_pages()
- [*] fault-injection capability for disk 10
%] debugfs entries for fault—-injection capabilities
* [*] stacktrace filter for fault—-injection capabilities
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echo Y > /debug/failslab/task—filter
echo N > /debug/failslab/ignore-gfp-wait
echo 5 > /debug/failslab/probability
echo 1 > /debug/failslab/interval

echo -1 > /debug/failslab/times

while true; do

bash —¢ “echo 1 > /proc/self/make—it—fail && exec modprobe $test module”

bash —¢ “echo 1 > /proc/self/make—it—-fail && exec modprobe -r $test module”
done



Kernel BUG

FAULT_INJECTION: forcing a failure

Call Trace:
[<FFFFFFFFB0321c8a>] random32+0x1c/0x20
[<Ffffffff80326d10>] should_fail+0xc5/0x101
[KFfffffff8028c07e>] should_failslabt0x37/0x40
[<ffffffff8028d36a>] kmem_cache_zalloctOx1a/0x10a
[Kffffffff802d9c35>] __sysfs_new_dirent+0x1d/0Ox5f
[<Ffffffff802d9d01>] __sysfs_make_dirent+0x1c/0x84
[{FFfffffff802d9d84>] sysfs_make_dirent+0Ox1b/0x37
[<Ffffffff802dad93>] sysfs_create_link+0xfd/0x146
[<ffffffff802517b6)] sys_init_modulet0xd45/0x16d8
[KFFFffFFf88127000>] :mii:mii_ethtool_sset+0x0/0x210
[<FFFFFFFFB0209d0e>] system_call+0x7e/0x83

e100: Intel(R) PRO/100 Network Driver, 3.5.17-k4-NAPI

e100: Copyright(c) 1999-2006 Intel Corporation

list_add corruption. prev—>next should be next (ffffffff8059ab48), but was fffff
fff8848f658. (prev=ffffffff8848f658).

[ cut here ]
kernel BUG at |ib/list_debug.c:33!
invalid opcode: 0000 [1] SMP
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cat /sys/module/$test module/sections/.text > /debug/fail_page_alloc/require-start
cat /sys/module/$test_module/sections/.data > /debug/fail_page_al loc/require—end

echo N > /debug/fail_page_al loc/task—filter
echo Y > /debug/fail_page_al loc/ignore-gfp—wait
echo 1 > /debug/fail_page_al loc/min—order

echo 100 > /debug/fail_page_alloc/probability
echo 1000 > /debug/fail_page_alloc/interval
echo -1 > /debug/fail_page_alloc/times
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1.failmalloc [CEFE IS
- http://www.nongnu.org/failmal loc/

2.failmalloc for slab allocator
— http://lkml.org/lkml/2006/8/13/36
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dev = alloc_ieee80211(sizeof(struct ieee80211softmac_device) + sizeof priv);
softmac = ieee80211 priv(dev);
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rbu_device = platform device register_simple(“dell_rbu”, -1, NULL, 0);
if (!rbu_device) { // —> IS_ERR(rbu_device)

}
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rc = sysfs_create_bin file(&rbu device—>dev.kobj, &rbu_data_attr);
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static int __init init_spkm3 module(void)

{
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status = gss_mech_register (&gss_spkm3_mech);
if (status)

printk("Failed to register spkm3 gss mechanism!\n");
return 0;

}

module_init(init_spkm3 module);
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static int _init init_sr(void)

{

int rc;

rc = register_blkdev(SCS|_CDROM_MAJOR, “sr”);

if (rc)
return rc;
return scsi_register_driver(&sr_template.gendrv);

}

module_init(init_sr);
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