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m SDN: Software Defined Network
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m NFV: Network Function Virtualization
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O Inexpensive

O Flexible
O Extensible

X as a Service

~—

Network Function Virtualization

—

Service Function Ch@ing
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Networking OS from Scratch

“Networked” Operating System manages
“computing” resources

-

“Networking” Operating System manages
“computing” and “network” resources
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= Not good for networking
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¢ CPU?
¢ Memory?

¢ PCle bus?
¢ or something else?
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10/40/100GbERF{X D /\ 4y NER1E

m Ethernet
o0&k JL—L&K 64-Byte (=l x&EL—F)
¢ 1GDbE: 1.488Mpps

= 672 ns/packet

¢ 10GbE: 14.88Mpps
= 67.2 ns/packet

¢ 40GbE: 59.52Mpps
= 16.8 ns/packet

¢ 100GbE: 148.8Mpps
= 6.72 ns/packet
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O CPU: CPUAVELY
o AE!: AEYaE—HELY
o AEYOE—DHEIFE
— netmap [Rizzo, USENIX ATC 2012]
— Intel® DPDK

o E|YiAH EAAHDEL
o LinuxIZH T 5HEFR K NAPI
o R—1> 5

— Intel® DPDK
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Bottleneck?

Ifn?e)grated (a) 3.3GHzclock CPU
Contoie: e 0.3ns per cycle (220 cycles / packet)
« +R—/N\—RH5
(b) CPU-Memory bus (N.B., 64 bit wide access)
* DDR3-1333 Dual Channel: 21.333GB/s (170.667Gbps)
* DDR3-1600 Dual Channel: 25.600GB/s (204.800Gbps)
L «  DDR3-1866 Dual Channel: 29.867GB/s (238.933Gbps)
(c) PCle bus
. Gen2: 500MB/s (x1) = 4Gbps
*  usually x8 for a two-port 10GbE NIC

Integrated
Memory
Controller

Bottleneck?

1/0
C - . i -
Hzgtroller On-board NIC x16 is not enough for a two-port 40GbE NIC
* Gen3:985MB/s (x1) = 7.88Gbps
(d) DMI bus

* v1.0: 2GB/s (1GB/s per direction = 8Gbps)
*  v2.0:4GB/s (2GB/s per direction = 16Gbps)

2014511 818H EOMNSESERER/ NN YR EFHOS



NAIZE T A

= Data access latency (*)

O L1 cache: 4-5 cycles ~ 1.2-1.5ns
O L2 cache: 12 cycles ~ 3.6ns

O L3 cache: 27.85 cycles ~ 8.4ns

O RAM: 28 cycles + 49-56 ns ~ 65ns
o =1L, 7oA TH—F —RITIEETER
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PCle NICORFIL Y
s PCleDL I ARAT7HEX

= Memory Mapped |/O (MMIO)
— (BR) Tyl ahzhhizly
O 1529.17 cycles / read
¢ 392.1 ns/read

O 282.621 cycles / write
¢ 72.47 ns / write
XE—DLIRAZZIMEBI 7 OEALI=EED F %
CPU® Performance Monitoring Counter (PMC)[Z &Y 518l

CPU: Intel Core i7 4770K
Memory: Corsair DDR3-1866 8GB x4
NIC: Intel X520-DA2
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Descriptors Buffer

Ring buffer

N
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SLENICIZE T4

Descriptors Buffer

Ring buffer (3) head

NESS

(5) tail

2014%£11H18H

(2)
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Packet reception

1.
2.

W

NIC receives a packet

NIC transfer the packet data to
a buffer in RAM via DMA

NIC proceeds the head pointer
Software processes the packet
Software proceeds the tail
pointer to release the packet
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Descriptors Buffer

Ring buffer (2) tail

N

(5) head
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L4

(1)
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Packet transmission

1.

Software writes a packet to a
buffer in RAM

Software proceeds the tail
pointer to commit the packet
NIC transfer the packet data
from the buffer in RAM via
DMA

NIC transmit the packet

NIC proceeds the head pointer
to notify the packet is
transmitted
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Ring buffer (3) head

NESS

(5) tail
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Descriptors Buffer

(2)
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Packet reception

1.
2.

B w

NIC receives a packet

NIC transfer the packet data to
a buffer in RAM via DMA

NIC proceeds the head pointer
Software processes the packet
Software proceeds the tail
pointer to release the packet
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Ring buffer (2) tail

N

(5) head
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L4

Descriptors Buffer

(1)
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Packet transmission

1.

Software writes a packet to a
buffer in RAM

Software proceeds the tail
pointer to commit the packet
NIC transfer the packet data
from the buffer in RAM via
DMA

NIC transmit the packet

NIC proceeds the head pointer
to notify the packet is
transmitted
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TXxToOAL—FHTIZIE?

« F|E
O FOHUDP/NTYRERERL (CPUY AT ILZE{FEDLILY)
o TxDYT\vIT7MNZENTLIWNIE
n /N yb—RITES
& DescriptorD#& X
& NN YRZ EITTX taillZED B

txg_tail = 0; ‘41:[ ~ ]
for C 33 ) { 392.1ns
txg_head = read_txqg_head();
/* Available Tx queue length */
txg_len = txqg_sz
- (txg_sz - txg_head + txqg_tail) % txqg_sz;
/* Check the available Tx queue length */
if ( txg_len < n ) continue;
for (1 =0; 1 <n; 1++ ) {
// Set packet to the ring buffer to txqg_tail
txg_ring[txq_tail].pkt = pkt_to_transmit;
txg_tail = (txg_tail + 1) % txqg_sz

}
/* Commit */ 4[ ~72.47ns ]
write_txqg_tail(txg_tail);
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[ ~250ns/packet
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~500ns/packet 0
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Frame = 64B —— %
96B
[ 128B B
192B -8

Bulk transfer size [packets]
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Strategy
« NILYTEET D !
e PCleDLLREATHRRAPIZEBEST=/ vk F/NILoLE

Il
/

RX queue ring E TX queue ring

hw SW Y Time SW hw
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rxq_tail = txq_tail = 0;
blkcnt = 0;
/* # of packets to be routed in bulk transfer */
nr_blk = 256 /* can be another value */;
for C 55 ) {

/* Rx queue head */

rx_desc = GET_RX_DESC_HEAD(netdev);

if ( DMA_COMPLETED(rx_desc) ) {
// Lookup routing table and copy from Rx to Tx
// Rewrite destination MAC address, TTL--,
// and calculate checksum
blkcnt++;
if ( blkcnt >= nr_blk ) {
blkcnt = 0;
write_rxq_tail(rxq_tail);
write_txqg_tail(txqg_tail);
}
} else {
blkcnt = 0;
write_rxq_tail(rxq_tail);
write_txqg_tail(txqg_tail);
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untag RX X +
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(R—=bDHYZEDS5F )

CPU: Intel(R) Core(TM) i7 4770K (3.90GHz, quad core)
Memory:  32GiB, DDR3-1866
NIC: Intel(R) X520-DA2 (2 ports)

2014511 818H EOMNSESERER/ NN YR EFHOS



IL—T 4> DTERESE

10 ! ! T J

Q9+ A * ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

st/
7 TS
8 6 F ,,,,,,,,,,,,,,,,, ,,,,,,,,, X o i
S8
S X
I S R e <H T 3 -1
= Sl I S . TTL,JI,%Z(‘:?I‘J7'U'AH1'§:IEJZCPU

2 2 """"""""" """"""""" 1 """"""""" s' """"""""

,g* My implemente}tion ——
1T e N ;' Linux ---%---
| | | | Line rate
0 | | | | ] ] ]

0 200 400 600 800 1000 1200 1400 1600
Frame size [byte]

2014511 818H EOMNSESERER/ NN YR EFHOS



VE SEET A
o SEEREEH

O TAA—
& Spirent Communications¥t Spirent TestCenter

— ZARETAl[XInterop Tokyo 20145312 )
MBRAXSHEET I WO TIHAIESETAILELT -,

o EHAREE
— 4—< SPT-N4U-110
— £ a—)L CV-10G-S8
o PCIL—4
¢ CPU: Intel® Core i7 4770K
& Memory: DDR-3-1866 (8GB x4)
& NIC: Intel® X520-DA2 (17R— k) &% )
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s Networking Operating System

g #FHLW—FTOFvNDiXE
& |/ORY 21— etc.
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s 40GbE NICAD XTIt
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O Not CPU
o (VDERBRBDIL—TA4UTURELL)
O Not memory

O PCle MMIO
s EE/ N\ YMEEEFHOS
O FREEFH

e 10GbEDSA > L—kIL—TFT12 5
& 10GbE x4 O Tx 5%
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= Routing
0 4.897Mpps (59.52Mpps input)
m X

O 17.83Mpps (Write Back)
0O 24.24Mpps (Polling)
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