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- BIND (9.7 R ETXIT)

VERSION STATUS EOL DATE

Current-Stable TBA
Current-Stable.ESV Jun 2017
End-of-Life (EOL) as of Sep 2014

5| A https://www.isc.org/downloads/software-support-policy/
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DNS Security Algorithm Numbers El:ji?I‘j-l-L (http://www.iana.org/assignments/dns-sec-alg-numbers/dns-sec-alg-numbers.xhtml)

Number Description i L

Mnemonic [I] Signing Sec. Reference [I]
13 ECDSA ECDSAP256SHA256 Y * RFC6605][standards track]
Curve P-256
with SHA-
256
14 ECDSA ECDSAP384SHA384 Y * RFC6605][standards track]
Curve P-384
with SHA-
384

ECDSATODEZLEL EZZ 5N D
EDN—=2 3 VBRI LZDONEXL LA

> BEHTBICIE. (T ANIE2—Yay, ISy F BT -)

BIND/Z I+ T4 < . OpenSSL/“ VavVICDWTHERBINNE
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BIND 9.9.6-P1 Release Notes

Outstanding Issues

Refinements to EDNS fallback behavior in BIND 9.9.6 and 9.10.1 may prevent named (running as a recursive server) from attempting a f
inal query using UDP without EDNSO in some rare situations where prior queries using EDNSO with both and TCP did not obtain usable answers.

ZFICE > TEFTCPZ A =Ly 7 LW ?

11

Copyright © 2015 Kyushu Telecommunication Network Co., Inc. All rights reserved.



&5 545 55 QTNet

BIND TODNSSECETE

» BEE ) VI)L/\%ZDNSSECE AR BERICT DICI
REEME (BRICE 2T MNTARNT Y N—DEFHNE

DNSSECHISIZ T B M E S b
- DNSSECICEET A TV 3V

dnssec-enable yes_or_no;
dnssec-validation (yes_or_no | auto);
BIND 9.9.8TldMi77 & Hyeshidefault

DNSSECE &R Z 1T 5 h

XD options { ...

dnssec—enable yes;
dnssec-validation auto;

};

=& 1 Etp://ftp.isc.org/isc/bind9/9.9.8/doc/arm/Bv9ARI\/l.pdf
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BIND TODNSSECETE

» dnssec-validation (yes_or no | auto);lc D WT
SREEME(FGEICL>TNONFIAN VY H—DEFEHNNE

BINDO.8LAPE Tl
- dnssec-validation yes;

- trusted-keys*¥anaged-keysZ1EE UL TWBIHE. EES NP ZED
- trusted-keystanaged-keysZ i5E L TWEWHES. BIND built-inZz{E>

- dnssec-validation auto;

- BIND built-inZzf£>

BIND9.8 & D EITIEBIND built-inld{ERR TERWLWD TEE
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BIND TODNSSECETE

JL—KNV—=VDKZARNT IV N—DAFEERAE

AFHE

- digdVY Y %z

WTIL—KY—2VDDNSKEYL O— R ZHU8 9 5%

$ dig . DNSKEY |grep -w DNSKEY |grep -w 257 > root-anchors.key

: 124844 IN DNSKEY 25738
AwEAAagAIKIVZrpCola7gEzahOR+9W29euxhJhVVLOyQbSEW0OO8gcCjF
FVQUTTovh8fLjwBdOYIOEzrAcQgBGCzh/RStloO8gONfnfL2ZMTJRkxoX
bfDalUeVPQuUYEhg37NZWAJQOVNMVDxP/VHL496M/QZxkjf5/Efucp2gab
X6RS6CXpoY68LsvPV]ROZSwWzz1apAzvN9dIzEheX7ICIBBtuAGG3LQpz
W5h0OAZ2hzCTM]jJPJ8LbgF6dsV6DoBQzgulOsGIcGOYI70yQdXfZ57relS
Qageu+ipAdTTI25AsRTAoub80ONGcLMmgrAMRLKBP 1dfwhYB4N7knNnulg

QxA+Uk1ihz0=

X256(3ZSK 257 1FKSK
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PGPARFED AF

$ curl https://data.iana.org/root—-anchors/icann.pgp > icann.pgp

PGPARED 1 > ik— bk
$ gpg ——import icann.pgp

gpg:
gpg-
gpg:
gpg-
gpg:
gpg:

key 0F6C91D2: public key "DNSSEC Manager <dnssec@iana.org>" imported
Total number processed: 1

imported: 1
3 marginal(s) needed, 1 complete(s) needed, PGP trust model
depth: 0 valid: 2 signed: ®@ trust: 0-, 0q, On, Om, Of, 2u
next trustdb check due at 2018-08-19

PGPAR#HEDId & fingerprint DHESR

$ gpg ——fingerprint dnssec@iana.org

pub

uid
sub

1024D/0F6C91D2 2007-12-01
Key fingerprint = 2FBB 91BC AAEE OABE 1F80 31C7 D1AF BCE® 0F6C 91D2

[ unknown] DNSSEC Manager <dnssec@iana.org>
20489/1975679E 2007-12-01
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PGP AR DR

$ gpg ——search-keys —-interactive —-keyserver pgp.nic.ad.jp 0x0F6C91D2
gpg: searching for "@x0F6C91D2" from hkp server pgp.nic.ad.jp
(1) DNSSEC Manager <dnssec@iana.org>
1024 bit DSA key 0F6C91D2, created: 2007-12-01
Enter number(s), N)ext, or Q)uit > 1
gpg: requesting key OF6C91D2 from hkp server pgp.nic.ad.jp

pub 1024D/0F6C91D2 created: 2007-12-01 expires: 2011-11-25
Key fingerprint = 2FBB 91BC AAEE OABE 1F80 31C7 D1AF BCE@ 0OF6C 91D2

DNSSEC Manager <dnssec@iana.org>

ROBRFEREAF ULPCPARRBDBEERN—T 5 &2 ER

$ gpg ——fingerprint dnssec@iana.org
pub  1024D/0F6C91D2 2007-12-01
Key fingerprint = 2FBB 91BC AAEE QOABE 1F80 31C7 D1AF BCE@ 0OF6C 91D2
uid [ unknown] DNSSEC Manager <dnssec@iana.org>
sub  20489g/1975679E 2007-12-01

@ﬁ@%@%ﬁ—NT1w?%;thﬁﬁbm
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BIND TODNSSECETE

N —YDRNSRARNT YV H—DAFEWEREHE

DA

N,
N,

PGPRFE DR (Web)

fE

W)
©

<

>

&
Q

(Em} @ & pgp.nic.ad.jp/pgp/pks-commands-e.html ¢ (4]

JAPANESE VERSION ] [ JPNIC HOME PAGE | [ PGP HOME PAGE

PGP.NIC.AD.JP KEYSERVER POLICY [Japanese]

Public Key Server Commands
HTML Forms support req O @ < Dj @ pap. nic.ad j P

Extract a key froi

wniieo! Pyplic Key Server -- Index — 0x0F6C91D2 '

Extracting a key
Here's how to extract a key: Type bits / keYI D Date User ID
1. Select either the **Ind PUb 1024D/_0F6C9 1D2 Zoclwmm%

, Ssplayed keys. Key fingerprint =|2FBB 91BC AAEE 0ABE 1F80 31C7 D1AF BCEO OF6C 91D2
. Type ID you want to

3. Press the Do the sed

4. The server will return
argument to a pgp -k
the ID with o0x.)

5. The returned index w/
marc@mit.edu>). Cli

Index: @ Verbose Index:

Search String: o0xoF6c91D2

Show PGP "fingerprints" for keys

Only return exact matches

Reset Do the search! -l 9
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$ curl https://data.iana.org/root—-anchors/root—anchors.xml > root—-anchors.xml
$ curl https://data.iana.org/root-anchors/root—-anchors.asc > root—-anchors.asc

AFT7 71 DOERAIREE ABIRIDE —HT 52 & bR
J A

$ gpg ——verify root—-anchors.asc root—-anchors.xml

gpg: Signature made 7K 7/ 7 07:49:10 2010 JST using DSA key ID 0OF6C91D2

gpg: Good signature from "DNSSEC Manager <dnssec@iana.org>" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 2FBB 91BC AAEE OABE 1F80 31C7 D1AF BCE@® OF6C 91D2

root-anchors.xmNEULWHDTH D EEHERT S,
20
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MEERTT A
AZF L 1=DNSKEYA 5DSL O — R A DL

$ dnssec—-dsfromkey —-a SHA-256 —-f root—-anchors.key .
. IN DS 19036 8 2 49AAC11D7B6F6446702E54A1607371607A1A41855200FD2CE1CDDE32F24E8FB5

DSL d— K &root-anchors.xmlDELZ &5

$ cat root-anchors.xml

<?xml version="1.0" encoding="UTF-8"7>

<TrustAnchor 1i1d="AD42165F-3B1A-4778-8F42-D34A1D41FD93" source="http://data.iana.org/root-anchors/
root—anchors.xml">

</Zone>.</Zone>

<KeyDigest id="Kjgmt7v'" validFrom="2010-07-15T00:00:00+00:00">
<KeyTag>19036</KeyTag>

<Algorithm>8</Algorithm>

<DigestType>2</DigestType>
<Digest>49AAC11D7B6F6446702E54A1607371607A1A41855200FD2CE1CDDE32F24E8FB5</Digest>
</KeyDigest>

</TrustAnchor>

EmITDIELE., BT —F EAFT Y DORA—EDOERIN TS
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E”PQ[)_Z”OD[)PqE;S”E(:nﬂbﬂi

Y a7 TIL— N —2DRNTZARNT YV H—%2RTEFUEWES
Eﬁfﬁﬁﬁons : yesDiz e

dnssec-enable  yes: trusted-keys or managed-keysh wiZ8
dnssec-validation vyes;

1§

trusted-keys {
. 257 3 8 "AWEAAagAIKIVZrpC6la7gEzahOR+9W29euxhJhVVLOyQbSEW0O8gcCjF
FVQUTTev58fLjwBdOYIOEzrAcQgqBGCzh/RStloO8gONfnfL2ZMTJRkxoX
bfDaUeVPQuUYEhg37NZWAJQOVNMVDxP/VHL496M/QZxkjf5/Efucp2gaD
X6RS6CXpoY68LsvPVjROZSwzz1apAzvN9dIzEheX7ICJBBtUAGG3LQpz
W5h0OA2hzCTM]jJPJ8LbgF6dsV6DoBQzgulOsGIcGOYI70yQdXfZ57relS
Qageu+ipAdTTJ25AsRTAoub8ONGcLmgrAmMRLKBP 1dfwhYB4N7knNnulg

QxA+UkTihzO=",

h%zh7yb—ﬁiﬁént@m\;avwﬁﬁﬁ%%
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BINDT\@ DNSSECHX/:E.

" BINDICBI 5. MZRAKNFYA—%(E J‘%%é\
- I ELETHE I EZHERI DL

-FETCNTRANT YV A—EERET DHEHILGL

S abrn
options {
dnssec-enable yes;
dnssec-validation auto:
};

BIND DNSSEC Guidelc &% &RecommendigaE
XKFEE TN ANV N—ZEREIT DUEDZWVEED

ZZ : htym//users.isc. org/~Jreed/dnssec—guide/dnssec—guide.html
Copyright © 2015 Kyushu Telecommunication Network Co., Inc. All rights reserved.
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B TIL— NV =D RSANP Y H—ZBFHLICWES
SXTE A
options {

dnssec-enable yes;
dnssec-validation yes;

I

managed-keys {
. initial-key 257 3 8 "AwWEAAagAIKIVZrpCo6la7gEzahOR

+9W29euxhJhVVLOyQbSEWO008gcCjF
FVQUTTev58fLjwBdOYIOEzrAcQgBGCzh/RStloO8gONfnfL2ZMTJRkxoX
bfDaUeVPQuUYEhg37NZWAJQI9VnMVDxP/VHL496M/QZxkjf5/Efucp2gaD
X6RS6CXpoY68LsvPVjROZSwzz1apAzvN9dIzEhe X7ICJBBtUAGG3LQpz
W5h0AZ2hzCTM]JPJ8LbgF6dsV6DoBQzgulOsGlcGOYI70yQdXfZ57relS
Qageu+ipAdTTJ25AsRTAoub8ONGcLmarAmMRLKBP 1dfwhYB4N7knNnulg
QxA+UkT1ihzO=";
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I TIL— N —VD NS RA NPT H—Z2EBHULIZWES

S =
TEA

- Working directorylc27 7 1 ILAMER S 11 %
managed-keys.bind,managed-keys.bind.jnl
- NamedDETER THRAE ST TE D I & Z MR

- TALIVRNUZEEIT DI EHAEE

e B options { ...

managed-keys—directory path_name;

};
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