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st [Security Advisory] RHSA-2017:3071 Moderate: ntp security upd
Red Hat Errata Notifications <errata@redhat.com= 10
tome [+

The following Red Hat Security Advisory has been published which may affect
packages you have installed on your system.

summary:

An update for ntp is now available for Red Hat Enterprise Linux 6.

Red Hat Product Security has rated this update as having a security impact of Moder:
Vulnerability Scoring System (CVSS) base score, which gives a detailed severity rating
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CVE-2017-1000364

English =

CDOHETHEEDEKREIE
Important

Impact:

2EA: 2017-06-19 N

Bugzilla:
1461333: CVE-2017-1000364 kernel: heap/stack gap jumping via unbounded stack allocations

A flaw was found in the way memory was being allocated on the stack for user space binaries. If heap (or different memary
region) and stack memaory regions were adjacent to each other, an attacker could use this flaw to jJump over the stack quard gap,
cause controlled memaory corruption on process stack or the adjacent memory region, and thus increase their privileges on the
system. This is a kernel-side mitigation which increases the stack quard gap size from one page to 1 MIiB to make successiul
exploitation of this issue more difficult.

Find out more about CVE-2017-1000364 from the MITRE CVE dictionary dictionary and NIST NVD.

AT—=FXA2F

This is a kernel-side mitigation. For a related glibc mitigation please see https://bugzilla.redhat.com/show_bug.cqi?id=CVE-
2017-1000366 .

CVSS v2 metrics CVSS v2 ClL 6.2 &
Base Score 6.2 N 14

Base Metrics AVLAACH/AUN/CC/LC/AC
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RHEA-2018:0083 glusterfs bug fix update Bug Fix Advisory \ “ 2018-01-1
\ |
\ |
RHBA-2018:0071 Red Hat Enterprise Linux Atomic Tools 7.4.3.1 Container Image Update Bug Fix Advisary \ “ 208-01-09
\ |
\|
RHSA-2018:0061 Important: thunderbird security update Security .ﬂ.du-isr:ur',r 2018-01-08
RHSA-2018:0029 Important: libyirt security update security Advisory[Important | 2018-01-04
RHEA-2018:0042 dracut bug fix update Bug Fix Advisary 2018-01-04
RHSA-2018:0023 Important: gemu-kvm security update Security p.m-isnr-_.r 2018-01-04

RH34-2018:0014 Important: linux-firmware security update Security Advisory] Important 208-01-04

RHBA-2018:0033 Satellite Maintenance bug fix update Bug Fix Advisary 2018-01-04

RH34-2018:0007 Important: kernel security update Security .ﬂ.d'citim',r 208-01-03
https://access.redhat.com/downloads/content/69/ver=/rhel---7/7.4/x86_64/product-errata
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Lroot@rhel74 ~]f#f yum updateinfo
Loaded plugins: product-id, search-disabled-repos,

u m u dateinfo Updates Ir‘lfﬂflllatiﬂr1_S|J|II]|I1;?ry: updates
y p 11 Security notice(s)

9 Important Security notice(s)
? Moderate Security notice(s)

errata @;&(\_’_ »:_7;/\7843":23— 10 Bugfix notice(s)

3 Enhancement notice(s)
updateinfo summary done

yu m UPd ateinfo “St Loaded plugins: product-id, search-disabled-repos,

RHSA-2018:0102 Important/Sec. bind-libs-32:9.9.4-5

_?\ / ° RHSA=-2018:0102 Important/Sec. bind=libs-Llite-32:9,
— = '3_ W RHSA-2018:0102 Important/Sec. bind-license-32:9.9.¢
D/(é 5 errata 2: /\ / RHSA-2018:0102 Important/Sec. bind-utils-32:9. 9, 4-!
o | RHEA-2018:0145 bugfix binutils-2.25.1- 3
b"_ RHEA-Z018:0143 bugfix device-mapper-pers
O) J Z I\ 1. x86 64

RHSA-2018:0158 Moderate/Sec. dhclient-12:4.2.5
RHSA-2018:0158 Moderate/Sec. dhcp-common-12:4, 2.
RHSA-2018:0158 Moderate/Sec. dhcp-libs-12:4.2.5-58.
RHEA-2018:0042 bugfix dracut-033-502.el7 4.
RHEA-2018:0042 bugfix dracut-config-rescue-
RHBA-2018: 2 bugfix dracut-network-033- EBE
RHEF'.—EEJ'I-_..EHM enhancement initscripts=9.49.39-1.e
RHSA-2018:0014 Important/Sec. iwl100-firmware-39.31.5
RHSA-2018:0094 Important/Sec. iwl1@0-firmware-39.31.5
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* yum updateinfo info
- %349 % errata OFART

Update ID :
Release :
Type :

Status :
Issued :

Bugs :

the resolver
CVEs :
Description :

RHSA-2018:0102

)

security

final

2018-01-22 08:15:48 UTC

1534812 - CVE-2017-3145 bind: Improper fetch cleanup sequencing in
can cause named to crash

CVE-2017-3145

The Berkeley Internet Name Domain (BIND) is an implementation of

* the Domain Name System (DNS) protocols. BIND

includes a DNS server (named): a resolver Llibrary
(routines for applications to use when interfacing

: with DNS): and tools for verifying that the DNS
: server is operating correctly.

: Security Fix(es):

: % A use-after-free flaw leading to denial of
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